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00 3TON KHUre

MHI pansl IpeacTaBUTh BaM yueOHbIil Kype MCSA/MCSE «Microsoft Internet Security and Acce-
leration Server 2000». B HeM M3JI03KeHBI TPUHIIUITEI YCTAHOBKU M KOHGUTYpUpoBaHus Microsoft
Internet Security and Acceleration Server 2000, wnu [SA-cepéepa, UCNONIb3yEMOrO B KaucCTBE
GpaHamayapa U cepBepa Web-Ka1MpoBaHUs YPOBHS MpeANpuUsITUs. B mepBbIx 3aHATUSIX KHUTHU
ONMUCcaHbl OCHOBHbIE QYHKIIMK U nocTouHcTBa ISA-cepBepa, a Takxe MOPSAOK MIaHUPOBAHUS
€ro YCTAaHOBKM M pa3BepThiBaHMs. Jlanee pacckazaHo 0 TOM, KaK HacTpauBaTh pa3Hble GYHKIIUU
ISA-cepBepa, B ToM 4yucie OpaHaMaysp, KIUIMpOBaHUeE, YO IHMKALMIO, MHOTOYPOBHEBBIE 1011~
TUKKA U Tmapamerpbl npuBpathHuka H.323 Gatekeeper. B mociemHeil riaBe paccMaTpUBalOTCS
METOJMKHM HaOJIoNeHUs1 U ycTpaHeHus Hemonanok ISA-cepsepa.

['naBbl cocTosT U3 3aHATUIT. BOABIIMHCTBO 3aHSTUII colepXKaT ynpaxXHEeHUs, peaHa3HauYeH-
HbIE JJIs1 IeMOHCTpAlMK M3j1araeMblX METOAOB U MPUOOpPETeHUsT MPaKTUUYECKUX HaBbIKOB. Kax-
Jlasl 1J1aBa 3aKaHYMBAETCS KOHTPOJbHBIMM BOMPOCAMU MO MaTepuaaM IJiaBbl. B HEKOTOpBIX BO-
npocax CMOJEJMPOBAaHbl CUTyallMM, KOTOPbIe BaM Mpeajaraercs paspeiuntb. OTBevasi Ha BOMPO-
ChI, Bbl CMOXETE OIIEHUTh YPOBEHb MOJYYSHHBIX 3HAHUN M CTENEHbL YCBOEHUsI MaTepuaia TaBbl.

B pasnene «C 4ero HauaTh» (CM. majiee) HaHBI BaXXHbIE NHCTPYKLMM MO YCTAHOBKE U HACTPOIi-
ke ISA-cepBepa sl BBITIOJIHEHUST 3aJaHUIl JAHHOTO Kypca, a TakKe TMpeacTaBieHa WHhOpMAaIIs
0 CeTeBOil KOHbUTypallMu, B KOTOPOM BBIMOJHSIOTCS MpakTUYecKKe 3aaHus Kypca. BHUMaTenb-
HO O3HAKOMbBTECH C COJEP>KAaHMEM 3TOI0 pasznesa Mpexkie, YeM MPUCTYNaTh K UX BBITTOJIHEHMIO.

Komy apgpecoBaHa aTa KHura

JlaHHBII Kypc MpelHa3HayeH CIelUalrcTaM B 00JacTu MHGOPMAIMOHHBIX TEXHOJOTHUIA:

*  creuuaguMcTaM MOJAEPXKU (CUCTEMHBIM aJMUHUCTpATOpaM, CHElUaIucTaM IO TeXHUYec-
KOl MOAIEpXKE CPeHEro 3BeHa, KOHCYJIbTaHTaM);

*  KBaIMGULMPOBAHHBIM MOJIb30BATENSIM U BCEM, KTO XOUET MOJYYUTbUCHEPITLIBAKOLLNE 3HAHUS B
001acTU TMJaHUPOBAHUS, Pa3BEPThIBAHUS, KOHGUIYPUPOBAHMS, MOHUTOPUHIA U YCTPAHEHUS
Hernosnanok ISA-cepsepa;

*  TeM, KTO TIJIJAHUPYET CIaTh CepTUMUKALMOHHBIN 3K3aMeH 70-227: [nstalling, Configuring.and
Administering Microsoft Internet Security and Acceleration (ISA) Server, Enterprise Edition.

TpeboBaHMa K YaTaTensam

Jlns ycneuHoro u3ydyeHusl MaTepuaja U TOHMMaHUs KOHLENLUI U 3a1a4, U3JI0XKEHHBIX B yueo-
HOM Kypce, TpeOyeTcsl mpeaBapuTeabHas moarorobka. Kak MUHUMYM, HEOOXOAUMBI:
*  ToKpaiiHeil Mepe rOAMYHBIA OIMBIT AAMUHUCTPUPOBAHUSI CETEBBIX ONMEPALIMOHHBIXCHCTEM, B
TOM 4YuCJie He MEHee IOJYyrofoBoro omnbita padotsl ¢ cetssMmu Windows 2000;
*  Xopollee3HaHHe TaKUX 3jeMeHToB HHppacTpykrypsl TCP/IP, kak DNS, nuiio3sl, noacetu
Y TaOJWIBI MapIIpyTU3allNK;
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XOpollee 3HaHUe TakKux 37aeMeHToB MHMpacTpykTypel Windows 2000, kak Active Directory,
cnyx06a Routing and Remote Access (Mapiipyrusanus u ynaneHHBIH goctyn), Performance

Monitor ([lpoussonuTtensHocTs), cryx6a Quality of Service (QoS) u koHconb Microsoft
Management Console (MMC).

CnpaBoyHble maTepuarnbl

Marepuans o ISA-cepsepy, noctynHbele Ha opunnanbHoM Web-y3ie ISA-cepBepa 1o ampe-
cy http://www.microsoft.com/isaserver.

Matepuansr Microsoft TechNet, mocTymHBIe exXXeMeCSIYHO Ha KOMIIAKT-AMCKE WX B UHTEP-
akKTUBHOM pexume Ha Web-y3ne Microsoft mo agpecy hiip://www.microsoft.com/technet.
Marepuanst MCP Magazine Online, noctynHslie Ha Web-y3iie 1o anpecy http.//www.mcpmag.com.
KHnura Tomaca JIu (Thomas Lee) u [Ixo3zeda deiiuca (Joseph Davies) «Windows 2000 TCP/
IP Protocols and Services Technical Reference», Microsoft Press, 2000.

Komnakr-amck ¢ AOnonHUTENbHbIMU
MaTepuanamm K Kypcy

Ha KOMITIAKT-AUCKE, IPUIAaracéMoM K KHUI'E, XpaHIATCA:

BCIIOMOTraTe/JbHbIE MaTepUabl MO Kypcy, a Takxke 120-mHeBHas mpoOHas Bepcust [SA-cepse-
pa. ITompoGHee 0 cogepXaHUM KOMMaKT-AucKa — B pasaene «C yero HavyaTh» Jajee;
9JIEKTPOHHbBIN BapUaHT 3TOM KHUTU HA aHTJUICKOM SI3bIKE ¢ BO3MOXHOCTBIO TOJHOTEKCTO-

Boro noucka. [lompoGHee 00 371eKTPOHHOI BepCUU KHUTM — B pasieie «DIeKTPOHHBIN Ba-
PUAHT KHUIW» JaJiee;

(aiinel, HEOOXOMMMBIE HJIS BHIMOAHCHWA TMPAaKTUKYMOB. OHM comepxXaT MYJIbTUMEIUIHYIO
neMoHCcTpainio Bo3MoxHocTeil ISA-cepBepa, a Takxe MHGOpPMAIIMIO, UCIIOJIb3YEMYIO B MPO-
1ecce BBIMOJHEHUS 3agaHuii. X MOXHO 3arpyXath 1100 HEMOCPEACTBEHHO ¢ KOMIMAKT-UC-
Ka, 1100 TpelBApUTEIbHO CKOMMPOBAB Ha XEeCTKUI AUCK;

NpPUJIOXEHNE K KHUTE, CoiepKallee onucaHue COOOIIEHUI O COOBITHSAX, KOTOPbIE TTPOUCXO-
ot npu padore ISA-cepBepa;

CJI0Bapb TEPMUHOB, COAEPXKALIMIi 0ripeleecHng TEPMUHOB, IPUMEHSIEeMbIX B 3TOM Kypce.

CTpyKTypa KHUIM

Kaxnast rmaBanaunHaerca ¢ pasneia «B aToll raBe», comepxaliero KpaTkuii 0630p 06Cyx-
TaeMBIX TEM.

I'maBbI cocTosIT U3 3aHATUM U MpakKTUKyMa. YIpaKHEeHUs U3 3aHATUI 0003HAYaIOTCs 3HAY-
KOM Ha TOJIsIX.

Kaxmyio riaBy 3aBepllaeT pasaen «3akperjieHre MaTephanias, BOIMPOChI KOTOPOro MOMOTYT
BaM MPOBEPUTH, HACKOJBKO TBEPIO BB YCBOWIM MaTepuall.

B npunoxenuu A «Bonpoce 1 oTeeTEl» cOOPaHBI BOMPOCH KO BCEM IJ1aBaM KHUTU M OTBETHI

g CaMOIIPOBEPKMU.

MpumeyaHus

HpaKTI/I‘{CCKI/I BO BCEX IJIaBax BCTpevatoTes MpUMEYaHUA pa3HbIX BUOOB.

CoBer — MOSICHSIET BO3MOXKHBII pPE3yabTaT UJIN OIMCHIBACT aJ'[bTCpHaTI/IBHHﬁ METOI peHIC-
HU 3a1a4yu.
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Buumanme! — mpeoymnpexmaeT Bac 0 BO3MOXHON MOTEpe JAHHBIX UM COMEPKUTCHEILEHMS,
HeOOXOIMMBIE JIST BHIIOJTHEHUS TTOCTABJIEHHON 3a1a4M.
lpumeysanue — comepXut TOTOTHUTENBHYIO UHGOPMALIUIO.

00603HauyeHus

B atom pas3neiic onmcaHbl O603Ha‘{EHl/IH, UCIIOJb3YEMbBIC B KHUTC.

I'padiraeckyme 0603HAUESHIIA

Kypcueom BBHIIENSIOTCSA BaXHBIE TEPMUHEI, TIOJOXEHUS W IPYTUe CYIIeCTBEeHHBIE CBEICHUS,
mocjie KOTOPBIX, KaK MPaBUJI0, YKa3aH UX aHTJIMUCKUN 3KBUBAJICHT.

NmeHa aiinoB, mamok M KaTajoroB HaYMHAIOTCS C MPOMUCHBIX OYKB (32 MCKIIOYEHUEM
UMEH, KOTOpbIe BbI 33/1aeTe CaMu).

Pacuivpenus umeH ¢aiiioB HaOpaHbl CTPOYHBIMU OYKBaMMU.

A66peBuatypsl obo3Havaiorcst SATJTABHBIMU BYKBAMMU.

[Mpumeps! kxona, TekcTa, BBIBOAMMOTO Ha 9KpaH U BBOAMMOIrO B KOMaHAHOI CTpoKe, Habpa-
HBl MOHOWHPUHHBHM IIPUDTOM.

HeoOs3aTenbHBIE 37IEMEHTHI OIEpaTOPOB 3aKJI0YeHbl B cKOOKHU [|. Hampumep, [uma_ gaiinal
B CMHTAKCHCe KOMaHIbl O3HAYaeT, YTO IMOCTe KOMaHIbl MOXHO yKa3aTh UM daitna. Camu
cko6ku BBOaUTh HE Hamo.

OO6s13aTeTbHBIE 3JIEMEHTHI OIEPaTOPOB 3aKIIOYeHBl B GUTypHBIe CKOOKM {}. CaMu CKOOKHM
Beoauth HE Hamo.

3HayKaMu Ha MOJISIX TOMeYeHbl KOHKPETHbIE Pa3lesbl.

3HavoK Onncanne
@aiin, XpaHSIIMICS Ha KOMITaKT-IUCKe, TpriaraeMoM K kHure. Yactb
Q (haiiioB HEOOXOAMMA 1T BHIMTOJHEHUS TPAaKTUUECKUX 3aJaHU I, APYTre
coJiepKarT A0noHUTe IbHYI0 HH(opMannio o o0cyXmaaeMoii TeMe. B Tekcre

pacckasblBaeTCIOHa3HAYeHUMMECTOITOI0KEH UM COOTBETCTBYIONIErO(aiiia

bl

yl'[pa)KHCHI/Ie WJIM IIPAKTUKYM, BLIITOJTHAA KOTOpBIﬁ BbI 1'[pV[O6pCTCTC Heooxo-
JUMBIC HaBbBIKH

- g_.

Borpockl, oTBevast Ha KOTOpPBIE BHI TPOBEPUTE, HACKOJIBKO TBEPIO W OE30IIIH-
0OYHO YyCBOMJIY U3JI0KEHHBII MaTepuall. Borpockl 00bIYHO coaepkatcst

B pasfene «3aKpelUieHre marepraias B KOHIE IVIaBbl, OTBETHI JJISI CAMOIIPO-
BEPKU — B IPUJIOXKEHUU A «Borpocst U OTBEThI»

Knaeuarypa

3HaK «+» MEXOy Ha3BaHMUSIMU KJIAaBUILI O3HAYaeT, YTO UX CJeNyeT HaxaTh OJHOBPEMEHHO.
Hanpumep, BoipaxxeHue «Haxmute Alt+Tab» 0o003HaYaeT, 4YTO HY>KHO HaxaTb KiaBuiy Tab,
yaepxXuBas HaxaToll kjaaBuiny Alt.

3argTasg MexXIy Ha3BaHWSIMM KJIaBUII O3HAYaeT WX IocjienoBaTeibHoe Haxkatre. Hampumep,
BeipaxeHune «Haxmute Alt, F, X» o3Hadaer, 4T0 Hamo MOCIEIOBATEIHbHO HaXaTh M OTIYCTUTH
yKaszaHHble KiaBuiliM. Eciam ke ykazaHo «Haxmwure Ali+W, L, To BaM IpuaeTcsl cHayaja
HaxaTb KiaBuiiu Alt u W BMecTe, MOTOM OTIYCTUTh UX M HaxaTh KJaaBuuy L.

KomaHIbI MeHIO MOXXHO BBIOMpPATh ¢ KJIaBUATyphl. [IJIsT 3TOr0 HaKMHTE KJIaBUITY All (ITOOBI
aKTUBM3UPOBATh MEHIO), a 3aTeM MOCIeN0BATEIbHO — BbIAEJIEHHbIE WIN TOAYEPKHYThIE OyK-
Bbl B HAa3BaHUSIX HY>XHBIX BaM Pa3lesioB MeHIO Wiu komaHa. Kpome Toro, HEKOTOpbIM KO-
MaHJaM COIOCTaBJIEHbI KJIaBUATYpHbIE COKpallleHUsl (OHM YKa3aHbl B MEHIO).
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+  (DraxkKu U mepekIndaTesd TaKxKe MOXHO YCTaHaBIMBaTh U COpPachIBaTh IIOCPEICTBOM KJla-
BHaTyphl. [l aT0rO0 mMocTaTouHO Haxkarth Alt, a 3aTeM KIABHUIINY, COOTBETCTBYIOULVIO ITOTUEP-
KHYTOI OyKBe B Ha3BaHUM (paxka MJIuW nepekiaroyatess. Kpome Toro, HaxxuMasl KJaBULIy
Tab, BbI MOXeTe cheaTh 30HY HY>XKHOTO MapaMmeTpa aKTUBHOM, a 3aTeM YCTaHOBUTb WMJIU CHSITh
BbIOpAHHBIN (PIaXKOK MM MIEPEKI0YaTeb, HaxaB KJIABUILY «IIPO0E».

*  Pabory ¢ nuanoroBbIM OKHOM Bcerga MOXKHO IpepBaTh, HaxaB kiaBumy ESC.

00630p rnaB n NPUNOXEHWH

Marepuan 3Toro yueOHOro Kypca NMOMOXET BaM HaydyUTbCsl yCTaHABIMBaTb, KOH(MUIYpUpOBaTh U
BHeapsATh [ISA-cepBep. KoHeuHo, yueOHBI# Kypc mpeaHa3HaueH AJis TOCAeI0BATEIbHOTO U3YUe-
HMSI, OMHAKO Bbl MOXKETE padOoTaTh C HUM TaK, KaK BaM YIOOHO, CKa#eM, MPOIITYIMPOBATh JUIIb
oTnenbHbie r1aBbl. CoBeTYyeM B 3TOM cjiyyae oOpallaTb BHMMaHue Ha pasaen «Ilpexnae sceros B
Havaje KaXIoW IJIaBbl, TOe YKa3aHbl MpeABapUTeIbHbIC TPEOOBAHMS IS BBIMIOJHEHUS MPAKTU-
YEeCKUX 3aJaHUul.

Bo BBOmHOI I1aBe coOpaHbl CBEIEHMSI O CONEpXKaHUM KHWIU W JaHHBbIE O CTPYKTYPHBIX €IU-
HHLIAX ¥ YCJIOBHBIX 0003HAYEHUSX, MPUHSATHIX B Hell. BHMMaTe1bHO MpoOYUTAliTe 3Ty IJ1aBy —
3TO MTOMOXET BaM 3(deKTrBHee paboTaTh C MaTeprajaaMu Kypca, a TakxKe BbIOpaTh MHTEPECYIO-
II1e BaC TEMBI.

Jlanee KpaTKo OIMMCAaHbl IJ1aBbl U MPWJIOXKEHUS] yueOHOro Kypca.

B rmaBe 1 «OcHosHbie cBemeHusa o cepBepe Microsoft Internet Security and Acceleration
Server 2000» paccka3aHoO 00 OCHOBHBIX OCOOCHHOCTSIX M BO3MOXKHOCTsIX ISA-cepBepa.

B rmaBe 2 «YcranoBka cepBepa Microsoft Internet Security and Acceleration Server 2000
OTUCAHo, KaK ycTaHaBavMBaTh ISA-cepBep, B TOM 4YKc/ie Kak MJIaHUPOBATh YCTAHOBKY U MEPEXO/,
ot Proxy Server 2.0.

B rnase 3 «Hacrtpoiika 6e3omacHoro soctyrna B MHTepHeT» BbI y3Hagte, Kak 00ecreynBaTh
6e3onacHbiil goctyn B UHTepHer kimenros ISA-cepsepa. Kpome Toro, 3mech pacckaszaHo o0
YCTAaHOBKE U KOH(MUTYPUPOBAHUM ¥iiveH10Bs OpaHAMayspa W KiuMeHToB Secure™NAT, o KoHuUry-
PUPOBAHUM aBTOMATMUYECKOTO 0fHAPYXE 11 CEpBEPOB, 0 KOH(DUrypuposanuu aocryna B UH-
TEepHeT Mo TejedOHHOM JIMHU, a Takke 00 YCTpaHeHWM HEeMoJanoK MoAKIoueHust K MHTepHeTy.

I'naBa 4 «Koudurypuposanue 6e3onacHoro noctyna B MUHTepHET ¢ uCMoib30BaHUEM TIOJTUTUK
NOCTYTIA» TIOCBSIIEHA CO3NAHMIO TIOMb30BATEJIbCKMX O€30MAacHbIX MOMUTHK JocTyna B MHTepHer,
B TOM YK CJIE TAKMX 3JIEMEHTOB MOJUTHUKHU, KaK pacIMCaHUsI U TOAMHOXECTBA a[IpecaToB, KOTOpPbIE
B NaJIbHEMIIIEM TIPUMEHSIIOTCSI B MTpaBWJIaX Y3JI0B M CONEPXXMMOIO MM TMpaBUIax MPOTOKOJIOB. 3/eCh
paccka3biBaeTcsl, KaK co31aBaTh paBuia, obecrieyuBaolliie MOJHbIA KOHTPOIb HAll BXOASIIUM U
HCXOISIIUM ceTeBbIM TpadukoM. OTaebHOE 3aHSATHE MTOCBSILEHO MEXaHU3MY (DHJILTPALIMK TTaKe-
ToB ISA-cepBepa M ero mpMMeHEHMIO B COOTBETCTBUU C TpeOOBaHUSIMU K ceTU. B mocnenHem 3a-
HSITUM PacCKa3bIBAETCs O HACTPOMKE MeXaHM3Ma OOHAPYKEHUS BTOPKEHU .

I'maBa 5 «¥Yckopenue noctyna B MHTepHeT cpeacTBaMu KamupoBaHus ISA-cepBepa» mocBsi-
IeHa ucrojb3oBaHuio ISA-cepBepa B KauecTBe CpeacTBa YCKOPEHUs 1OCTyMa KIUeHTOB B U H-
tepHeT. [TogpoOHO paccka3aHo 0 KOHGUTYPUPOBAHUM CBOMCTB K3111a, 00 aKTUBHOM K3IIMPOBa-
HWU ¥ 3arpy3Ke NHGOPMALIMOHHOTO HATIOJHEHUS TI0 PaCIIMCaHUIO.

B rnaBe 6 «be3omacHas myOJMKalLMsg CEPBEPOB» PacCKa3aHO O 0€30MacHOM MyOIMKaLUK
B MHTepHeTe cepBepoB, PacloJOXEHHBIX B ceTH, 3aiuuieHHoil ISA-cepsepom. B yacTHOCTH,
onucaHa nyonukanus Web-cepBepoB, MouTOBbIX cepBepoB U FTP-ceprepos.

B rnaBe 7 «OOecrneueHue Ge30macHOCTH CETH MpEANpusTUs cpeiacTBamu ISA-cepsepa»
o0bsICHsIETCSI, KaK pa3BepThiBaTh ISA-cepBep B 0ojiee CIOXHBIX KOPIMOPATUBHBIX CETSAX, B TOM
YuCJie B CETSIX C BUPTYaJbHBIMU YaCTHBIMU CETAMU U LEHTPAJIM30BaHHOM MHOTOYPOBHEBOI IT0-
JIUTUKOM.



S VI

I'naBa 8 «be3omnacHble BMIEOKOHDEPEHIINK ¢ IpUMeHeHneM npuBparHuka H. 323 Gate-
keeper» noceaumiena pa3sepToiBaHuMIo [10 mis nmoamepxku euacokoHtepeHii B cetax ¢ ISA-
cepBepoM. 3mech pacckasbiBaeTcsl 00 ucrojb3oBanuu npuspaTHuka H.323 Gatekeeper B kaue-
CTBE LEHTPAJIbHOTO KOMMYTAaTOpa BHI30BOB BUJICOKOH(MEPEHIIMI 1 O CO3aHUM TPABUII AT Map-
LIPYTU3allM1 BBI30OBOB MO MCEBIOHMMAaM a0OHEHTOB.

B rnaBe 9 «KoHTpoap M onTuMM3almus Mpou3BoauTeabHOCTH ISA-cepBepa» ommcaHo, Kak
MOJIb30BaThCSl PA3IUUYHBIMU MHCTPYMEHTAJIbHBIMU cpencTBaMu ISA-cepBepa anst HaG1100CHNWA
32 HUM U ONTUMU3ALUU ero paboThl. 3/1ech TakXkKe pPacCKa3blBaeTcs 0 KOH(MUTYpUPOBAHUM OTO-
BELLEHUIA, MCITONIb30BAHUM KYPHAJIOB U 0T4eTOB ISA-cepBepa, 0 HacTpolike MpaBUJl MPOITYCK-
HOIl cTOCOOHOCTH, a Takke 0 paboTe CO CUYEeTYMKAMU MPOU3BOAMTENbHOCTU [SA-cepsepa.

W3 rnaBel 10 «YcTpaHeHHe HEMoIaa0K B pabore |SA-ceprepas Bbl y3HaeTe 00 MHCTPYMEHTAb-
HBIX CPEACTBAX M CTPATeTUsIX, MPUMEHSIEMBbIX Il YCTPAaHEHUsT Hemojanok B pabore ISA-cepsepa.

B npunoxeHun A «Bompochl U 0TEETH» TIPUBEIEHBI OTBETHI AJISI CAMOMPOBEPKU Ha BOIIPOCHI
U3 YIpaXHEHUN M pa3nenoB «3akpervieHue MaTepualia» BCeX [JIaB yueOHOro Kypca.

B npunoxenuu b «Pa3BepThiBaHMe U anMUHUCTpUpOBaHue ISA-cepBepa B CIIOXHBIX CETIX»
MMOKa3aHO HECKOJbKO MpuMepoB ycTaHOBKU Bepcuu Enterprise Edition ISA-cepBepa B cloXHBIX
ceTsix. Mcronb3yiite ux, 4T0OBI POBEPUTh, KaK Bbl YCBOMJIM MaTepuall Kypca U HayuyMJUCh yC-
TPaHATb HEMOJAAKU. Mbl HACTOSTEIbHO PEKOMEHAYEM M3YYUTh 3T0 MPUIOXKEHHUE TEM, KTO CO-
oupaercs cmaBaTh 3k3aMeH 70-227, Tak Kak, YTOOBI €ro yCIIEIIHO BhIIEpXKaTh, HEOOXOAUMO HE
TOJIbKO 3HATh MPOTPAMMHBIM MPOAYKT, HO U YMETh YCTPAHATb HEMOJAIKHU.

Ipunoxenune B «CooOuieHnsT 0 COOBITUSX» B PYCCKOM M3IAHMM MOMELIEHO Ha KOMIaKT-
JIIUCK, TIpUjaraeMblii K KHUTe. B HeM comepXuTcs nepeyeHb BcexX cCooO0IIeHUI 0 cOObITHUSAX ISA-
cepBepa, a TaKKe MX omucaHue. Kpome toro, 3mech paccka3aHo, KaKue OTBETHBIC IEUCTBUS Clie-
IyeT MpearnpuHUMAaTh B TOM WJIM UHOM Ciydae.

YeTBepTOe MPUIOXKEHUE U3 OPUTHMHAIBHOTO U3MaHUsI — «CJNOBADEL TEPMHHOE» — B PYCCKOM
M3JIaHUU TakXe MOMELICHO Ha KOMIMAaKT-IUCK, pujaraeMbiii K KHUre. B cioBape Bbl Haiinere
omnpeneaeHUs] TEPMUHOB, KOTOpPbIE TIOMOTYT BaM paboTaTh C TaHHOW KHUTOIA.

C yero Hayatb

JlaHHBIA Kypc MpeaHa3HaYeH 11 CAMOCTOSTEIbHOIO U3YYEeHMSs, IIO9TOMY Bbl MOXETE IPOIIYCKATh
3aHSTHUS, MaTepUaI KOTOPBIX BaM 3HaKOM. M Bce Xe IOMHMTE, 4TO AJIs1 BBIMOJIHEHMS YIIPaXHEHU I
B OOJIBIIIMHCTBE CITydaeB TPEOYIOTCS pe3y/IbTaThl YIIPaKHEHWM PeAbIIyuX 1aB. YToObl MOMOYb
BaM OIPEAEC/IMTh, C Yero HayaTh M3yYeHMe Kypca, Mbl MpemIaraeM CIeayonylo Ta0uiry.

Fcom BBI Yro nenatsb

T'oToBuTeCchKCMaue cepTu(PUKAIMOHHOTO K32~ Cwm. paznen «Hauamo paboTsl», a Takxke
meHa 70-227: installing, Configuring, and Admi- OIMKCaHue MPOLEAYp YCTAHOBKU Jajee
nistering Microsoft Internet Security and Acceie- B 9TOM I71aBe. 3aTeM M3y4uTe MaTepua
ration (ISA) Server, Enterprise Edition BCEX TJIaB 3TOM KHUTU

XoTuTe U3yYUTh ONIPeeTICHHbIE CM. pazznen «Matepuaisl Ajst

TEMBI I CAa4u 3K3aMEHa MOATOTOBKU K 3K3aMECHaM»

MaTepuanbl ANg NoOArotoBKU K 3K3aMeHaM

Hanee mepevyuciaeHbl TeMbl cepTuduKammoHHoro 3k3ameHa 70-227: Installing, Configuring, and
Administering Microsoft Internet Security and Acceleration (ISA) Server, Enterprise Edition M TnaBbl
HACTOSIILIETO Y4eOHOro Kypca, Iae 00CYKIal0TCsl COOTBETCTBYIOIIE BOIIPOCHI.
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NpumMeyatne
OBITh M3MEHEHA 0e3 MPeaBAPUTEIbHOTO yYBEAOMIICHUS.

KoHkperHast mporpamma Jj000ro sk3aMeHa ompezaensercss Microsoft u moxer

YcTtaHoBka ISA-cepBepa

Tema

Ine obcyxnaercs

[penBaputenbHOe KOHGUTYPUPOBAHUE CeT2BhIX HHTepdeicon
Iposepka nonaxitoueHust Kk MHTEpHETY Tiepen ycTaHOBKOM ISA-cepBepa
[IpoBepka paspelieHus: UMeH cucTeMoir [D™NS

YcranoBka ISA-cepBepa B pexume OpaHIMayspa, cepBepa K3IIMPOBaHUS
WM B CMEIIAHHOM PEXUMe

Co3naHue M M3MEHEHME TaOIUIBI JIOKATEH X CepBepa KOUIMPOBAHUS

OHpeHeHeHI/IC nu HaCTpOﬁKa HeoOXoaMMOro obbreMa Kaiia

YcranoBka ISA-cepBepa B KayecTBe WieHa MacCHBa

Oonosnenmne Microsoft Proxy Server 2.0 no ISA-cepsepa
ApxuBupoBaHue KoHurypauuu Proxy Server 2.0

YcrpaHeHMe Heronanok Mpu yctaHoBKe ISA-cepBepa

I'naBa 2, 3ansarue 2
I'naBa 2, 3ansitue 2
I'naBa 2, 3ansatue 2

I'nama 2, 3anstue 1
I'maBa 2, 3angrtue 2

I'maBa 2, 3aHgTue 2

I'naBa 2, 3ansarue 1
I'naBa 2, 3ansiTue 2
I'maBa 5, 3anarue 2

[l1aBa 2, 3anarue 2
I'maBa 7, 3ansarue 2

I'maBa 2, 3ansTue 3
I'maBa 2, 3aHstue 3

I'maBa 2, 3ansarue 2

KoHdurypupoBaHue 1 ycTpaHeHue Henonapok B pabote cnyx0 ISA-cepeepa

Tema

I'me o6cyxmaercs

KoHdurypupoBaHuie 1 ycTpaHeHHE HETOIanoK
MCXOMSIIETO HocTyma B MHTepHET

Kondurypuposanue poneit [SA-cepsepa

Koudurypuposanue I[SA-cepsepa mnsg Web-nvOaukarimm

Kondurypuposanue ISA-cepsepa B kauccine IMPOKCHU-CEpBEpa

Kondurypuposanne ISA-cepBepa a1t myOoIMKally CepBEpOB

KondurypupoBanue mpuspathuka H.323 Gatekeeper mis mommepkKu
ayauo- M BUIEOKOH(EpeHLM

Hacrpoiika mpaBuia MpuBpaTHUKA, B TOM 4ucie TeledOHOB,
3JIEKTPOHHOW TIOYTHI W TpoToKojia IP

Hacrpoiika agpecaroB npuBpaTHUKa cpeactiami Mactepa Add
Destination Wizard

Hactpoiika 1 ycTpaHeHMe HEMOMamIoK MOIK/IKYeHHIT 0 Teled®OoHHOMI
JIMHUYU ¥ BBI30BOB I10 TpeboBaHUIO clyx0bl Routing and Remote Access
(Mapupytuzauyst M yaaJeHHBIH TOCTYIT)

InaBa 3 zanntue 4

I'masa 6, 3angTue 1
I'naBa 6, 3ansTHE 2
I'naBa 6, 3anarue 3

I'naBa 6, 3anaTtue 2

Inasa 3, zamsmme 1
I'naBa 5, 3auarue |
I'naBa 5, 3ausTue 2

Imasa 6, 3ansarue I
I'naa 6, zanarue 3

I'nasa 8, 3ansrtue 1
I'naBa 8, saustue 2

I'naBa 8, 3ansitue 2

InaBa 8, 3ansTue 2

I'naBa 3, 3ansTue 4
InaBa 10, 3aHsTHE 2



Tema

Ine ob6cyxnaercs

Hacrpoiika ¥ ycTpaHeHWe HENONAIOK TPaBWJI MapiiipyTHIALHH IS
cratnyeckux [P-mapmpyroB B ciyxk6e Routing and Remote Access
(MapipyTtusanus v yaajJeHHbI JOCTYIT)

Hacrpoiika u ycTpaHeHWe HEeMoJalIoK JO0CTYyIa M0 BUPTYaTbHBIM
yacTHBIM ceTsam (VPIN)

KondurypupoBanue ISA-cepBepa B KauecTBe KOHEUHON TOUKH
VPN-tyHHens 6e3 rnomoird macrepa VPN Wizard

Koudurypuposanue ckBozHoro VPN-tyHHenst yepe3 [SA-cepBep

KoHdurypupoBaHue MaciutabupoBaHus MHOXECTBA [SA-cepeepos
CpeicTBaMM CIIyXObl 0GamaHCUPOBKM ceTeBoil Harpysku (MNetwork Load
Balancing, NLB) u npotokomna Cache Array Routing Protocol (CARP)

I'maBa 5, zansTre I
I'nasa 10, 3ansTue 1

I'maBa 7, 3ansitue 3
I'naBa 10, 3ansTue 2

Inasa 7, sanartue 3
I'masa 10, 3aHsTHE 2

[nasa 7, 3angaTtue 3
['maBa 10, 3ansaTue 2

[maga 7, 3ausrue 2

Kondurypuposanue, ynpaeneHue U ycTpaHeHMe Henonagok

B paboTe No/MTUK U npaBun

Tema

I'me oGcyxmaercs

KonburypupoBaHue u obecriedeHue 0e30MacCHOCTH OpaHIMay3pOB
B COOTBETCTBMM C KOPIOPATUBHBIMU TPEOOBAHUSIMU

KoHdurypupoBaHue (hijibTpos MakeToB ISl pa3IuYHbIX YPOBHEH
06e30MacHOCTH CUCTEMBI, B TOM YMCJIe OJIOKMPOBKA M3MEHEHM I
CUCTEMHOU KOH(UTypaluuu

CoznaHue U KOHGUTYPUPOBaHUE TTOJTUTHUK AOCTYIIA W TIPOMYCKHOM
CMOCOOHOCTHU

Co3nanue M KOHGUTYpUPOBAHUE TPABUI Y3JIOB M COACPKUMOTO [1is
orpaHuyveHus nocryrna B MHTepHeT

CosznaHue U KOHGUTYpUPOBaHKME MPaBUJI MPOTOKOJIOB AJST YIIPpaBIEeHUS
noctynom B MHTepHer

CosznaHue U KOHGUTYpUPOBaHKWE MPABUIJI MaplIPyTU3aLUU
IUIsl oTpaHuYeHust foctyna B MHTepHeT

Co3snaHue n KOH(bI/IFyDI/IDOBaHI/IC npaBu HpOHyCKHOﬁ CIMOCOOHOCTHU
Il OTpaHUYECHUSA 10CTyIIa B l/lHTepHeT

YcTpaHeHMe HemoianokK J0oCTyIa
YcrpaHeHue HemosagoK JIOCTyrna Ha ypOBHE IOJIb30BaTeNEeH
YcTpaHeHue Hemonamok J0CTyIlla Ha YPOBHE IAaKE€TOB

Co3znaHne HOBBIX 2JIEMEHTOB MOJUTUKK, B TOM YUCJIEe PacCIUCaHUIA,
MPUOPUTETOB MPOMYCKHOW CHIOCOGHOCTH, TTOAMHOXECTB aipecaros,
MOJMHOXECTB aipecoB KJIMEHTOB, OMpeAeIeHU MPOTOKOIOB

U TPYII COAEPXUMOTO

Ynpasnenue MaccuBamMu [SA-cepBepoB Ha MPEATTPUITUN

Co3nanne MacCUBOB TPOKCH-CEPBEPOB

OHDGZ[CHCHHC TOJIMTUKHU YPOBHA NPEANPUATUA B MaCCUBE

[naBa 4, 3ansiTue

I'naBa 4, 3angaTtue
I'naBa 4, 3anstue 5

Inaa 9, 3anstue 4

I'naBa 4, 3ansarue 4

I'nmaBa 4, 3aHaTtue 3

I'naBa 5, 3ansatue |

I'naBa 9, 3ansarue 4

I'naBa 10, 3ausaTue 1
I'maBa 10, 3ansTHE 2
I'naBa 10, 3ansTHE 2

I'naBa 4, 3aHsaTHe 2

I'maBa 7, 3ansitvie |
I'naBa 7, 3aHsiTHE 2

I'naBa 7, 3aHsaTue 2

I'naBa 7, 3angrue 1




XX 06 atoit KHUTE

Pa3seepTbiBaHue, KOHGUIypMPOBaHME U yCcTpaHeHue Henonapok B PaboTe KIMEHTOB

Tema

I1e o6eyxmaercs

[MnaHupoBaHKe pa3BePTBIBAHMS KIMEHTCKI X KOMITBIOTEPOB IS
ucnonsiosadug cryxo ISA-cepsepa ¢ yueToM ayTeHTHhUKALIMT
KJIMEHTOB, KJIUEHTCKUX OMEpalHOHHBIX CUCTEM, CETEBOM TOMOJIOTHH,
3arpar, CJIOXHOCTH U DYHKIMII KIMEHTOB

KoHburypupoBaHue u ycTpaHeHUe HETOJaqoK KIMeHTOB Secure NAT

YcraHoBKa MPOrpaMMHOTO o0ecriedeHus KJIMeHTa GpaHaMayapa
C y4eTOM 3aTpaT M CJOXHOCTH Pa3BepThIBAHUS

YCTpaHeHI/IC HEII0JIaI0K aBTOMAaTU4YE€CKOIo “[.)illhl\i‘;l'_v‘ pa

KondurypupoBanue Web-6paysepa Ha KJIMEHTCKUX KOMIIbIOTEpax AJIsl
ucnosb3oBaHust ISA-cepBepa B KadectBe HTTP-iipoxcu

InaBa 2, sansitue 1

I'naBa 3, 3aHsTtue |
[71aBa 3, sanarue 4

I'naBa 3, zansatue 1

I'nasa 3, 3angartue 2

I'naBa 3, 3ansitue 1

HaGniogeHue, ynpaBneHve u aHanu3a ucnonb3oBaHus ISA-cepeepa

Tema

Il1e obcyxmaercs

Ha6moneHue 3a 6€30MacHOCTBIO 1 UCITOJIb30BAHUE CETH CPEACTBAMU
MeXaHU3Ma BEJIEHUS XYPHAIOB U ONOBelel il

KoHdurypupoBaHue oOHapyXeHUS BTOPXKEHUIA

KondurypupoBaHue onopeieH#s ¢ OTHPAEKON afMUHUCTPATOPY
COOOIIeHUsI TIO 3JEKTPOHHOW TMOoYTe

ABTOMaTH3aIMsI KOHOUTYPUPOBAHUSI OTOBEIIEHUIA

HaGoneHuii 3a cocTosiHUEM OMOBELIEHU I

YcTpaHeHHe HemoNanoK ¢ 0e30MacHOCThIO ¥ WCIOJIb30BaHUEM CETH
OmnpefeneHne MOAKIIOUEHUH cpeacTBamu ¥1HAUTE Netstat

[IpoBepKa COCTOSIHUSI BHEIIHUX TIOPTOB cpeAcTBaMU YTUIUT Telnet
u Network Monitor

AHanus mpousBoautebHOCTH ISA-cepBepa ¢ ITOMOIIBIO OTYETOB,
B TOM YHCJI€ CBOAHBIX OTYETOB M OTYETOB O MCIomb3oBaHUU Web,

ImaBa 9, zansTre 1
I'nasa 9, 3ansTue 2

InaBa 4, 3anaTue 6

I'naBa 9, 3ansarue 1

I'nasa 9, 3ansatue 1

TnaBa 9, 3ansitue 1
I'masa 10, 3ansarue 1

I'nasa 10, 3ansaTue 1
I'nasa 10, 3anarTue 1

Imasa 10, zanarue 1

InaBa 9, zansTue 3

KCITOJIb30BAHUM TIPIIOXKEHUM, TpadUKa, a TAKXKE CETU U OE30ITaCHOCTH

I'maBa 2, 3ansatue 1
['naBa 9, 3aHsiTHE 5

OnTuMuU3anus MPoU3BoaUTeIbHOCTH ISA-cepBepa ¢ y4eToM TUIAaHUPO-
BaHUsI MOIIHOCTEW, OMpeae/ieHUs] TPUOPUTETOB M aHAIU3a TeHACHINIA

AHanu3 mpousBoauTebHOCTH [SA-cepBepa cpencTBAMW OCHACTKU I'maBa 9, 3aHsaTHe 5

Performance Monitor

Inaea 9, 3angarue 2
I'nasa 9, 3ansitne 3

AHanu3 npousBoauTeabHOCTH [SA-cepBepa Ha OCHOBAHUU
OTYETOB U XYPHAJIOB

YnpaBieHue UCNOb30BaHUEM OnepaTuBHON mamsaTu [SA-cepsepa
IUJIST KUIMPOBAHUS

I'naBa 9, 3ansartue 5




Hayano pabotbl

JlaHHBIA Kypc MpeaHa3HaYeH AJIsi CAMOCTOSITEIbHOTO M3YYeHUST ¥ CONCPXKUT YIPaXKHEHUS U MpaK-
TUYECKHME PEKOMEHIALMK, KOTOPbIE MIOMOIYT BaM IIOJIyYMTh HaBBIKK paboThl ¢ ISA-cepBepoM.
JIyis BBIMOJTHEHMST OONBIIMHCTBA 3a7aHMit HYXHBI [Ba KOMIIBIOTEpA MO yrpasieHueM Win-
dows 2000 Server ¢ makeToM mcnpasieHuii Service Pack 1, o6bennHEeHHBIE CETHIO.

AnnapartHoe o0ecneyeHue

KomMmmbloTepsl JOXHBI COOTBETCTBOBATh NMPUBEACHHON jAajlee MUHMMaNbHOW KoHbUTypaluu,
a YCTaHOBJIECHHOE Ha HUX 000pylIOBaHME HEOOXOOUMO BBIOPATh M3 CIHMCKA COBMECTUMOTO 000-
pynoBanus Microsoft Windows 2000 Professional Hardware Compatibility List:

* KommbloTep ¢ mporeccopoMm Pentium!l c gacroroit He Menee 300 MI'r mon ympasieHueM
Microsoft Windows 2000 Server unu Windows 2000 Advanced Server ¢ makeToM HcIIpaBiie-
Huit Service Pack 1 niam Gosee TMO3IHUM;

* He MeHee 256 MOaiiT oniepaTUBHON MaMSITH;

« XecTkuil quck ¢ pasgenom NTES pasmepom He meHee 2 [0aifr;

+ 200 Mo6aiiT cBOOOIHOrO MPOCTPAHCTBA HA AMCKE IMOCJE YCTAHOBKM ONEPAllMOHHON CHCTEMBI;

*  CETeBOW ajanTep IS MOIKIIOYEHUsT K BHYTPEHHEH ceTu;

» MoneMm ais poctyna B HTepHer;

+ mnpusox CD-ROM;

*  3BYKOBas KapTa M YCTPOMCTBO BOCTIPOM3BEAeHMS 3BYKA;

*  Mbllb Microsoft wiu npyroe cOBMECTUMOE yKa3aTeJbHOE YCTPOMCTBO.

MporpammHoe obecneyeHue

151 BHIMONHEHUS YIPaXHEHWI M MPAaKTUKYMOB JAaHHOIo Kypca HEOOXOAMMO CIIEAyIolee Ipo-
rpaMMHOE Oo0ecreyeHue:
* Windows 2000 Server (maket ucrpasieHuii Service Pack 1 wiu Gonee mo3nHmit);
*  120-mHeBHast mpobHas Bepcusi ISA-cepBepa (Microsoft Internet Security and Acceleration
Server 2000, Enterprise Edition) — ee BHI HalifieTe Ha mpUjaraeMoM K KHUTE KOMTAKT-IUCKE.

tnumanue!  [Ipunaraemas K naHHoMY Kypey 120-mHeBHas mpoOHas Bepcus He IpeaHa3HaueHa
JUISL TIPOJJAXHW U TIpEAsiaraeTcsi UCKIIOUUTENbHO A1l o3HakomaeHus. [loanepxka aToil Bepcuu He
npenoctasnsiercsi. [lompoOHee o MaHHOW KHMUIe M TpUIaraeMoM KOMIAKT-IucKe (B TOM uucie
OTBETHI Ha 9aCTO 3aaBaeMbIX BOIIPOCkl) — Ha Web-y31e TexHmdeckoit mommepxxku Microsoft Press
Technical Support http.//mspress.microsoft.com/support. Ecu Bbl Bce Xe 3aXOTUTE 3aJaTh BOIPOCHI
WM TIOJEJUTHCS CBOMMMU TMPEAJIOXEHUSIMU WIM KOMMEHTapusiMU, obpauiaitect B U3IATEIbCTBO
Microsoft Press mo ogHOMY M3 yKa3aHHBIX Jajiee aapecoB:

anektpoHHasd moyra: TKINPUT@MICROSOFT.COM,

mouToBhIi anpec: Microsoft Press, Attn:MCSE Training Kit — Microsoft Windows 2000 Professio-
nal Editor, One Microsoft Way, Redmond, WA 98052-6399.

MoprotoBka KOMIMblOTEpPa K BbIMOJIHEHUIO MPaKTU4eCKUX 3apaHun

MHorue mpakTUYecKHue 3aIaHus TaHHOTO Kypca BBIMOJHSIOTCS Ha IBYX KOMIIBIOTepax B CETH
Ethernet. /17151 BBIIOIHEHUS YIIpAaXKHEHWI HEOOXOOMMO HACTPOUTh CETh B COOTBETCTBUHM C IIPUBE-
JNeHHBIMU Jajiee YKa3aHUSIMU.

Ha nmepBoM KoMITbIOTepe YCTAHOBUTE CETEBOM amamTep M BHELIHHIT MOIEM, TMOTKIIOUYEHUH K
paboraronieii TenedoHHoi nuHuKM. Kommbplorepy HasHaubTe MMs Serverl M CKOH(PUTYypHpyiiTe
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ero Kak KoHtpoJuiep noMmeHa domainl| local. CereBoMy amantepy cepBepa Server! mpucBoiiTe
IP-anpec 192.168.0.1/24. He onpenensiiTe OCHOBHOM 103 s BHELIHEro MHTep(deiica, B Ka-
yecTBe ocHOoBHOro DNS-cepBepa HazHauybTe paboTalolMii BHEIIHUI cepsep B MHTepHeTe, a B
KayecTBe anbTepHaTHBHOrO DNS-cepBepa — 192.168.0.1. KpoMe cTaHIapTHBIX KOMIIOHEHTOB,
Ha Serverl caenyet ycraHoBuTh Management and Monitoring Tools (CpenctBa ynpaBieHUs 1
HabmoaeHus) u Windows Media Services (Cnyx0bsl Windows Media). [Ipexnae yem ycTaHaBiIu-
BaTh ISA-cepBep, Kak OMucaHo B IJiaBe 2, MOAKIIOYMUTECH C cepBepa K MpoBaiiepy U MpoBepbTe
paboTocnocoOHOCTh gocTyna B MHTepHeT.

TTocne ycranoBku Ha Serverl onepauuonHoi cucremMbl Windows 2000 yctaHOBUTE U CKOH-
durypupyiite ciayx0y KatajioroB Active Directory B COOTBETCTBUU C TIPUBEIECHHBIMU Jiajiee UH-
CTPYKLUSIMMU.

YcTaHoBUTE cepBep B KauecTBe MEPBOTO KOHTPOJJIEpa JOMEHa B HOBOM Jiece:

*  UMS$ HOBOTO JoMeHa M jeca — domain0l. local;

*  NetBIOS-umsa HoBoro nomeHa — DOMAINOI;

+ MecromnoyoxeHue 6a3pl naHHbixActive Directory — C:\WINNT\NTDS;

* MecTomnosoxeHue xypHainoB Active Directory — C:\WINNT\NTDS;

+  MecronojoxeHue manku Sysvol —CAWINNT\SYSVOL;

*  DNS ycraHaBiuBaeTcs 1 KOH(GUTYpPUPYETCsS aBTOMATUUECKU;

* BJOMEHE CJelyeT UCI0Ib30BaTh pa3pelIeHUs, COBMECTUMbIE C CEPBEpaMU, MPEIIeCTBYIO-
mumvn Windows 2000 [to ectp cienyer yctaHoBuTh duiar Pre-Windows 2000 compatible
permissions (Pazpenienus. coBmectumbie ¢ cepBepamu mpen-Windows 2000)]. B atom ciryuae
BO3MOXeH aHOHUMHBII TOCTYN K IOMEHHOU WHGMOPMAIINH;

* Active Directory ycTaHaBnuBaeTcsiir# moMmeHadomainO] local;

KoHTpoyuiep noMeHa pasmernaercs B CE iite Default- Firsi-Site-Name. YVnpasneHue cailTaMu ocy-
1eCTBIsieTcs: cpeacTBaMu ocHacTKU Active Directory Sites and Services (Active Directory — caii-
Thl U CJTyXOBbI)

3aBepiiuB KoHpuUrypupoBaHnue cepbepa Serverl, ycranoBute Windows 2000 Ha BTOpOM KOM-
nblotepe. Ha HeM 10CcTaTOYHO YCTAHOBUTD CETEBOM agamnTep, MOAKIIOUYEHHBIN K TOKaJIbHON CETH.
KoMmmbloTepy ciaeayeT Ha3HAYUTh UMs Seiver? 1 CKOH(PUTYPUPOBATh B KAYeCTBE PSIIOBOTO CepBe-
pa B tomeHe DomainOl. Cepsepy Server. mpucoiite IP-ampec 192.168.0.2/24, a B KauecTBe oc-
HOBHOTO IUTIO3a yKaxkuTe anpec 192.168.0.1. B kauectBe ocHOoBHOTO (mipearnounTaemoro) DINS-
cepBepa Ha3Ha4YbTe pabOTAIONINI BHEINHU cepBep B MHTepHeTe, a B Ka4ecTBe AILTEPHATHBHOIO
DNS-cepsepa — 192.168.0.1. KpoMe cTaHgapTHBIX KOMIIOHEHTOB Ha Server clieyeT yCTaHOBUTh
Management and Monitoring Tools (Cpeactsa ynpaBieHus u HabmoaeHus), Networking Services
(Cetesoie ciyx0b1) 1 Windows Media Services (CnyxOer Windows Media).

Ilpumevanue Ecnm HacTpamBaemble KOMIIBIOTEDE| ABISAIOTCS YACTBIO OONBIIEH CETH, BBl 00AXCHbL
MPOKOHCYJIbTHPOBATHCS C CUCTEMHBIM aIMUHUCTPATOPOM, YTOOBI M30eXKaTh KOHGMIMKTOB HEKOTOPBIX
rapamMeTpoB — MMEH KOMIIbIOTEPOB, J10MEHOB U APpYTUX cBOMCTB ISA-cepBepa, onMcaHHBIX B IJIaBax 2
u 3. Ecnu mpemnaraemble B Kypce NapaMelphl Helb3sl IPUMEHSITh B CETU, TOTOBOPUTECH ¢ aMUHU -
CTPATOpPOM O IIPENOCTABICHUH ANBTEPHATHEHBIX UMEH U IPYyTUX [IApaMeTPOB U HCIOJIL3YHTE IPU BbI-
IMOJIHEHUHM 3a[JaHMIA Kypca MMEHHO UX.

ONEKTPOHHbI BapuaHT KHUIU

Ha xoMmakr-aucKe, IpujaraeMoM K KHUTE, HAXOAUTCS 3JIEKTPOHHBI BApUAHT OPUTUHAIBHOTO
M3TaHKUS 3TOTO y4eOHOIro Kypca, KOTOPBIA HOCTYIIEH Ul IIPOCMOTpa Ipu Hamuumu Microsoft
Internet Explorer 5.0 nnu Gosiee Mo3aHe BepCUM.
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BcraBpTe KOMITAKT-IMCK, MTpUIaraeMblii K KHure, B npuson CD-ROM.
2. Buibepure kK MeHio Start (ITyck) koMaray Run (BeimoanuTs) u BBeaute Komanay D:\Ebook',
Autorun.exe, rne D: — 910 ums Bamrero npusoga CD-ROM.

SApablK 2JIEKTPOHHOTO BapuaHTa KHUTU Oy#eT pasMellies Ha paboueM crole.
3. Ienkuute kHonky OK. uTo6bI 3aBepiinTh paboTy Mactepa Installation Wizard.

I?;’Ji"b‘?v’;%'_?*-?.ﬁ%ﬂ'?ﬁ SJ'IGKT[)OHH&H BE€pPCHUA KHUTH JOCTYNMHA TOJbBKO C KOMIIAKT-IAUCKA.

Mporpamma ceptupumkaumm cneumanuctoB Microsoft

IIporpamma ceptudukanum crenuanuctoB Microsoft (Microsoft Certified Professional, MCFP) —
OTJINYHAasA BO3MOXHOCTb NOATBEPAUTHL Ballll 3HAHUA COBPEMEHHBIX TEeXHOJIOTUN U nmporpamm-
HBIX NIPOAYKTOB 3TOi dupmbl. Jlugep otrpacau B obnactu ceptudukannu — Microsoft paspado-
Tajla COBPEMEHHBIC METOALI TECCTUPOBAHUAI. SKSaMCHbI 1 nporpaMMbl cepmdmxaunu MOoATBED-
JST Bally KBaluUKaluo pa3padboTuuKa WM CIEUUaJNCTa MO pealu3aluy peuieHUui Ha OCHOBE
TEXHOJIOTUI M TPOTpaMMHBIX TpoaykToB Microsoft. CeprudunuupoBanusie Microsoft mpodec-
CUOHAIBI KBANM(HUMPYIOTCH KaK 9KCTEPThl U BBICOKO IIEHSITCA HAa PhIHKE Tpyna.

[MonpoGHee o mporpammax ceptudukanuu Microsoft — Ha ctpaHuue Attp.//www.tnicrosqft.com/nK/mcp.

Mpeumywiectea nporpammbl ceptudmkaumm Microsoft

[Mporpamma cepTudukaumu Microsoft — ogMH M3 caMbIX CTPOTMX W TOJHBIX TECTOB OLIEHKH
3HAHUU U HABBIKOB B 00JAaCTU MPOEKTUPOBAHUS, Pa3pabOTKU U COMPOBOXIEHUS MPOrPaMMHOTO
obecreueHus. 3BaHue cepTUudUUMpPOBAHHOro crnelnuanncta Microsoft mpucBaumBaeTcs JUUIb
TOMY, KTO JEMOHCTPUPYET YMEHUE PelliaTh KOHKPETHBIC 3adauyu, MPUMEHS POAYKTE KOMIIa-
Huu. [IporpaMMa TeCTUPOBAaHUS MO3BOJISET He TOIBKO OIEHUTh KBaJUGUKAIIUIO CIeIMaInucTa,
HO M CIYXWT OPUEHTUPOM I BCEX. KTO CTPEMMTCSI TOCTUYb COBPEMEHHOTO YPOBHS 3HAaHUU B
aroit obaactu. Kak u j11000ii Ipyroit TecT wiu sk3amMeH, ceptudukainus Microsoft ciyXut Kpu-
TepueM OIMNpele/IEeHHOTO YPOBHSI 3HAaHUIl CHeluaaucTa, 4TO BaXHO Kak IMPU TPYIOYCTPOUCTBE,
Tak U JUIsl KApbEPHOTO POCTa B OpTaHU3AIlUU.
Jna cneunanuceros. 3Banue Microsoft Certified Professional maer ciemyroniue npeumyiiecrsa:
e odunuaibHOe MPU3HAHWE 3HAHMIA M OMbITA PAGOTHI C MMPOAYKTAMU M TEXHOJOTMsIMU Microsoft;
e moamucka Ha MSDN. MCP monyyaeT cKMOKy Ha romoBylo MoamuckKy Ha Microsoft Developer
Network (msdn.microsoft.com/subscriptions) B TiepBBIii Tom Tocie cepTudukanum. (Kowkper-
HBIE YCJIIOBHS 3aBUCAT OT perrioHa. IMogpobHee — B Welcome Kit.) Pasmep ckuaku mpu rprob-
perenun 6moimmoreku MSDN Library cocraBnsier 50 mommapos CIIA;
®  OCTYN K TeXHHYecKoil uHdopmanuu o npoaykrax Microsoft B zamminennoii odoaactu Web-y3aa
MCP. 115 aToro ciefayeT OTKPBITb CTpaHUILy IO aapecy http.//www.microsoft.com/trainingand-

services, pa3BepHyTh y3en Certification u mwenxHyts ccouiky For MCPs Only;
®  JKCKJIO3MBHbIE CKHIKH HA MPOAYKTHI M YCJIYIH pa3jiMuHbIX KoMmmanmii. [TonpobGHee 06 aToM — Ha
Web-cTpanuiie o agpecy htp://www.microsoft.com/trainingandservicesPazsepuute ysen Certifi-

cation, menkHute ccbuiky For MCPs Only u nanee — ccoiiky Other Benefits;

® 3MO0Jembl, cepTudHKAT, OTYET 00 IK3aMeHe, KAPTOYKA JIsi OyMaKHUKA M 3HAYOK, CBUIETE]b-
cTBylomue o npucBoennn 3Banusa Microsoft Certified Professional. TTocne Toro Kkak BbI ycmern-
HO BBIIEPXKUTE dK3aMEH, Bbl MOJYYMTE MPaBO 3arpy3uTh JMEKTPOHHBIE KOMUU dMOJIEMBI U
oryera 006 3K3aMeHe ¢ 3allMIIeHHON o6mactu Web-vina MCP. [list 3T0Oro ciiefyeT OTKPbhITh
CTpaHUILy TIO ampecy hrip.//www.microsoft.com/trainingandservicespassepuytb y3en Certi-
fication u 1wenkuyTs cebuiky For MCPs Only;
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MPUTIALIeHUs Ha KOH(GEPEHIINU, CEMUHAPE U MEPOTIPUATHS, TIpeIHa3HadYeHHbIE IS CITe-
nmanucTon Microsoft;

OecIiaTHbli JOCTYN K oOHjaiiHoBoMy xkypHaay «Microsoft Certified Professional Magazine
Online». Ha 3amumieHHoit vactu Web-y3j1a 9TOTo XypHaia pacIoJ0oXeHbl: CBEXHUIA BBIITYCK
XypHajia (noctyneH toasko aass MC'P), mononHUTeIbHbIE, JOCTYIIHbIE TOJbKO B MHTEPaK-
THBHOM PEXMME MaTepHalbl ¥ KOJOHKHM, 0a3a JaHHBIX TOIbKO it MCP u peryaspHbie OH-
JIAHOBBIE YaThl CO crenuaauctamu Microsoft ¥ IpyruMu TEXHUUECKUMU SKCIIEPTAMU.
Kpowme toro, crenuanuctsl Microsofi Certified System Engineer mojy4aroT 10MOJIHUTENBHOE

NpCHMYILHECTBO!:

50-npoUEHTHYI0 CKHIKY HA roIOBYI0 uanucKy Ha KommakT-aucku TechNel wnu Tech Net Plus B
TeyeHHe roja mocje caauu 3k3aMena. (KoHKpeTHBIE yClOBUS 3aBUCSIT OT peTHoHa. Ilonpob-
Hee — B Welcome Kit.) Kpome Tors, GecrmatHbelii moctyn K Web-y3my TechNet (Atip://
www.microsoft.com/technel) Ha KOTOpOM OIYOJIMKOBAHO 95 % MarepHajoB C YKa3aHHBIX KOM-
MTaKT JUCKOB.

Jlns paGoromareneit H opranm3ammii. CepTu@UIIMpOBaHHBIE CIEIIUATUCTHI 3DMEKTUBHO pa-

00TalOT C HOBEUIIUMU TexHoJOoTUusIMU Microsoft, a 3HauuUT, opraHK3alia He TOJIbKO OBICTPO
OKYITUT 3aTpaThl Ha MPUOOPETEHNE ITUX TEXHOJIOTUIH, HO U CMOXET IOCTATOYHO OBICTPO TOJY-
yuTh MpuObLIbL. McciienoBaHus TOKa3bIBAIOT, YTO cepTU(UKALIMS COTPYAHUKOB IO MporpaMMam
Microsoft:

OBICTPO OKYITaeTCs 3a CUET CTaHIApTU3aLMU TpeOOBaAaHUI K O0YYEHMIO CTIEIIMATUCTOB U Me-
TOIOB OLIEHKM WX KBaTU(pHUKALINU;

MO3BOJIACTIIOBLICUTE 3 (MEKTUBHOCTh OOCTYKMBaHUS KIMEHTOB U TTPOU3BOAUTEILHOCTD TPY-
J1a, a TAKXKe CHU3UTH pacXobl Ha COIPOBOXIEHUE ONEPALIMOHHBIX CUCTEM;

MPEIOCTaBISIeT HaleXXHbIE KPUTEPUM HaliMa CIeIMaTIMCTOB U MX TIPOJABMKEHUS TI0 CITyK0e;

MO3BoJIsIeT pa3paboTaTth TMOKUE METOIBl OIIEHKHN MPO(eCcCUOHATBHOTO YPOBHS U TPEMUPO-
BaHUsI TIEpCOHAJIA;

MPEIOCTABISICT BO3MOXHOCTD MEPEITOATOTOBKI COTPYAHUKOB I 0OYYeHUs] HOBBIM TEXHO-
JIOTHSIM;

MO3BOJISIET OLIEHUTh NPO(ECCUOHATBHBIN YPOBEHb CTOPOHHUX (PMPM — TIAPTHEPOB MO OU3HECY.

HOI[]I)O6HC€ O IIOJIb3C CCpTI/ICI)I/IKaL[I/II/I IUTS Ballell KOMIIAHUUA — B Marepuajlax U IOKyMEHTax Ha

y3nme http://www.microsoft.com/trainingandservices (passepuute y3en Certification n 1enkHurte
ccoiiky Case Studies.). 3mech ommyGIMKOBaHbI:

.

«benasknurar «MCSE Criterion Validity Study White Paper, Oct. 1998» 00 olleHKe 3BaHUS
Microsoft Certified Systems Engineer (SysEngrCert.doc, 339 K6aiit);

npuMep ucrnojb3oBaHus ceptudukaunu B kKomrnanun Compaq (Compaq Case Study, Com-
paq .doc, 85 kbaiT);

puMep Hcroib3opannsa ceptudukauum B Komnanum CrossTier.com (CrossTier.com Case
Study, CrossTier.doc, 246 x6air);

npuMep ucnoib3oBaHus ceptudukainuu B komnanuu Extreme Logic (Extreme Logic Case
Study, Extreme Logic.doc, 74 x6aiir):

«0enas kaura» «Financial Benefits to Supportersof Microsoft Professional Certifications («®u
HaHCOBbIE BBITOIBI OT TMOMACPKKHU MpodeccruoHanbHO ceptudukanmu Microsoft ») (1998wpi-
dc .doc, 948 x6aiT);

npuMep Kucronb3oBaHusl ceprudukanm B komnanuu Lyondel (Lyondel Case Study, lvon-
del .doc, 20 k6aiiT);

MpuUMep UCIOJb30BaHus cepTudukanuu B komnanuu Prudential (Prudential Case Study,
prudentl.exe, 74 x6aiiT, camopacnakonbiBawmuiica daiin);
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+  TIpUMep UCMOJb30BaHUs cepTudukanuu B komnanuu Siellcom (Stellcom Case Study, stell-
com .doc, 72 kbaiirt);

*  Mpumep ucnonbzoBaHus ceptudukanuu B komnanuu Unisys (Unisys Case Study, Unisys.doc,
48 xOaiiT).

TpeOoBaHUa K couckaTtensim

TpeboBaHUSA K cOMCKATEISIM OMPEACHSIOTCS CIIEIMaTU2allneil, a Takke CIyKeOHbIMU (PYHKILIMSI -

MU U 3aJadyaM¥ COTPYAHMKA.

Couckarenb ceprudukara Microsoft mojokeH coaTh K3aMeH, [MOATEEpKIai0linii ero IIybo-
KM€ 3HaHUS B 00JIaCTH MPOTPaMMHBIX MPOIYKTOB Microsoft. DK3aMeHallMOHHBIE BOTIPOCHL, TIOM-
TOTOBJIEHHBIE C YYacTHEeM BEAYIIMX CHEIMaTUCTOB KOMITbIOTEPHON OTpaciu, OTPaXkaloT peanu
MPUMEHEHMS TTPOTPAMMHBIX TPOLYKTOB KoMIaHUM Microsoft.

e Ceprudunuposannsiii cnemuamictT Microsoft — KaHIMIAaTHl Ha 3TO 3BaHME CAAIOT dK3aMeH Ha
3HaHWE OHOW W3 OMNMepallMOHHBIX cucTeM. KaHIMmaT MOXET cIaTh TOMOJHUTENIbHbIE 3K3a-
MEHBI, KOTOpbIE MOATBEPAAT €ro MpaBo Ha paboty ¢ mpoaykramu Microsoft BackOffice, uH-
CTPYMEHTAJbHBIMY CPEACTBAMU WJIM MPUKJIAIHBIMU POTpaMMaMH.

o  (Cepruduuuposannsii cucTeMHbId uixenep Microsoft — KaHaMAaThl HA 3TO 3BaHUE CHAIOT
sK3aMeHbl Ha 3HaHue TexHomornn OC Microsoft Windows, ceTeBBIX TEXHOJIOTMI M TEXHOJIO-
TUil ceMeiicTBa cepBepHBIX IponykToB Microsoft BackOffice.

¢ CepruumupoBanHblii aaAMHUHHCTpaTOp 0a3 mamHeix Microsoft — KaHmMmaTel Ha 3TO 33aHHE
CIAIOT TPU OCHOBHBIX 9K3aMeHa M OIWH — TI0 BHIOODY.

¢ CepruunupoBaHHbIii pa3padoTYMK MPOrPAMMHBIX pellleHHii Ha ocHOBe mpoaykToB Microsoft —
KaHAMIAThl CAAIOT Ba 9K3aMeHa Mo ocHoBaM TexHojoruu OC Microsoft Windows u nqa —
M0 TEXHOJIOTMSIM MHTEIPUPOBAHHOTO ceMeiicTBa cepBepHbIX MpoaykroB Microsoft BackOffice.

¢  CeprudmunupoBanuslii npenonasateas Microsoft — couckarenio Halo MOATBEPIUTh CBOIO TEO-

PETUYECKYIO Y MPAKTUUECKYIO TIOATOTOBKY JIJIST BEACHUs COOTBETCTBYIOIINMX KYPCOB B aBTO-

PM30BaHHBIX yIeOHBIX LIeHTpax Microsoft. bonee mogpo6HbIe cBegeHNS O cepTudiuKalni 1o

3TOil MporpaMme BaM COOOLIAT COTPYAHMKM KoMmaHuu Microsoft mo tenedony (800) 636-

7544 (8 CIIA u Kanane) wunu Ha y3ne htip://www.microsoft.com/irain_cert/mc3a npeaenamu

CIIA u Kananbl obpaiaiiTech B MECTHbIE OTIaeJieHUs] KomaHuu Microsoft.

MoproroBka K aK3ameHam

PCKOMCHI[YIOTCH TPpU pE€XHMa IMOATOTOBKHU: CaMOCTOATEIbHAA paGOTa, I/IHTCpaKTI/IBHHﬁ PEXUM,
a TaKXC 3aHATUA C MHCTPYKTOPOM B aBTOPMU3O0BAHHBIX LICHTPAX MOATOTOBKMU.

CamocTosiTeNlbHas NoAroToBKa

CamocrosiTenibHas pabota — HambOosee d(PGhEeKTUBHBINA METOA MOATOTOBKY Al MHULIMATUBHBIX
couckareneit. M3matenbctBa «Microsoft Press» u «Microsoft Developer Division» mpennaraior
HIMPOKUIA CIIEKTP YYeOHBIX MOCOOMIT IJI1 MOATOTOBKM K dK3aMeHaM I10 MporpaMme cepTuguKa-
uuu creuuanuctoB Microsoft. YueOHble Kypchl A8 CAMOCTOSITEIBHOTO M3V'UEHH, aJpecoBaH-
Hble ClelManucTaM KOMIIbIOTEPHOI OTpaciu, colepXkaTr TeOpeTUYeCKUe U MPakKTUYeCKUue Mmare-
puanbl, MyJIbTUMEAMITHBIE TIPe3eHTallNK, yrnpaxHeHus u Heodoxoaumoe [10. Bee atu mocodus
MO3BOJISIOT U3YYUTh BECh HEOOXOAMMBIN MaTepuai, yToObl yCIEIIHO BblAepXKaTh J1000ii U3 cep-
TH(OUKALITMOHHBIX 9K3AMEHOB.
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MHTepakTMBHAA NOArOTOBKA

WHTepakTUBHAs MOATOTOBKA Yyepe3 MHTepHeT — anbTepHaTHBA 3aHATUAM B yUeOHBIX LEHTpaX.
BBl MOXETE BbIOpaTh HanboJjiee YIOOHBI paCoOpSAIOK 3aHSATHI B BUPTYaJbHOM KJlacce, TIe Ha-
y4uTeCh paboTaTh ¢ MPOAYKTAMU M TEXHOJOTUAMU KoMIaHuu Microsoft 1 MoAroToBUTECH K C1a-
Yye 3K3aMEeHOB. B MHTEepaKTHBHOM BMJE JOCTYITHO MHOXECTBO KypcoB Microsoft — kak oObIu-
Hble O ULIMAIbHBIE TECTBI, TAK M CIIELIMAIbHbIE, IPEIHA3HAYEHHbIE CIIEIIUATbHO JIS HHTEPaK-
TUBHOTO 00y4YeHus. MHTepakTHBHEIE pecypchl JOCTYIHBI KPYIJIOCYTOYHO B CEPTU(PULUPOBAH-
HBIX LIEHTPax IMOArOTOBKHU.

CepTuduumpoBaHHble LIEHTPbI TeXHMYeckoro oby4exns Microsoft

CepTuduMpoBaHHBIE IEHTPHI TeXHUUYecKoro ooyueHuss Microsoft (Certified Technical Educa-
tion Center, CTEC) — caMblif mpocTOii ¢crocod M3yYUTh MaTepuajbl Kypca Mol pyKOBOJICTBOM
OIBITHOTO MHCTPYKTOpa [UIS CAaYM 2K3IAMeHA Ha 3BaHUE CEPTUGUUMUPOBAHHOIO CIELMATMCTA
Microsoft. BcemupHas cetb yueOHbIX LieHTpoB Microsoft CTEC mo3BossieT cnenuaniuctam Io-
BBICUTh TEXHUUYECKUI IMOTEHUMAN MOA PYKOBOIACTBOM CEPTHU(MUIMPOBAHHBIX IperomaBaTeei
Microsoft.

IMompo6Hee o nentpax CTEC B CIIIA n Kanane — Ha Web-y3ne komnanuu Microsoft mo
ampecy Aitp://www.microsoft.com/CTEC/default.hikHa pycckoM #A3bike —  htip.//wwwmicrosoft.
com/rus/CTEC/default.htm).

TexHnyeckasa noppepxia
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B aroii rnaBse

B aT0li T1aBe pacckazaHO 00 OCHOBHBIX OCOOEHHOCTSIX M BO3MOXHOCTSX cepBepa Microsoft Internet
Security and Acceleration Server (ISA-cepBepa). Bol y3HaeTe 06 ocHOBHBIX possix |SA-cepsepa —
OpaHaMayapa u cepBepa Web-K3mmpoBaHusi, KOTOPBIE TMO3BOJSIOT 00€CTIeYnBaTh MOBHIIIEHHYTO
0e30MacHOCTb, a TaKXe MPEBOCXOAHYI0 MPOU3BOJUTENBHOCTb, YIMPABISEMOCTb, MaclliTabupye-
MOCTh M PacIIMpsIeMOCTh, a TaKXe O HacTpamBaeMoill 3ammre ISA-cepepa, korma oH (YHKIIMO-
HUDPYET B pexXuMe Hpanamvayapa, ero padoTe B KauecTBe cepBepa K3LIUPOBAHMS U MOILIHBIX BO3-
MOXHOCTSIX YIpaBJIeHMSI.

Mpexpe Bcero

Jlnsg u3ydeHUs] MaTepUaloB 3TOM TJIaBbl HeOOXOAMMO MMETh oOIlee IMpeAcTaBIeHUE O CIIEMyIo-
mux KomnoHeHTax Microsoft Windows 2000:

* ciayx0e katanoroB Active Directory;

*  IPYIIIOBOIi MOJTUTHKE;

+  koHcomu MMC (Microsoft Management Console).
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3angtvue 1. Kpatkuin 0030p ISA-cepBepa

Ha satom 3aHg9THM MBI paccKaxkeM O BO3MOXHOCTSX U IpeuMylnectBax ISA-cepsepa.

U3yuuB maTepuan aToro 3aHATHA, Bbl CMOXeTe:

¥ pacckasaTb 0 pa3iuyusx AByx Bepcuil ISA-cepBepa;
omnmcath PyHKIIMOHAJIbHbBIE BoanoxHoCTH ISA-cepBepa;

¥ 00bsSICHUTDb, Kak ISA-cepBep ucmoab3yeT Bo3MoxxHOCTH Windows 2000 nist obecneue-
HUsI TIOBBIIIEHHO! 6€301aCHOCTH, IIPOU3BOIUTEILHOCTH 1 YIIPABISIEMOCTH;

¥ pacckaszaTb O MacllTabupyeMocTu U paciiupsiemoctu ISA-ceppepa.

MpoaomXNTenbHOCTb 3aHATUS - OKOJI0 45 MUHYT.

ISA-cepBep — 3TO pacuiMpsieMblii OpaHaAMay3p MaciuTaba MpeanpusiTus u cepsep Web-Ka-
ITMpPOBaHUsI, KOTOPHI 0a3upyercss Ha onepamnoHHoi cucreme Windows 2000. MHoroypoBHe-
BBII OpaHaMay?p Ha 6asze ISA-cepBepa obecreunBaeT 3allluTy CETEBBIX PECYPCOB OT BUPYCOB U
HECaHKLMOHUPOBAHHOIO JOCTYIIA, a cepBep Web-KaluposaHus MO3BOJISIET OPTaHU3aLASIM 00eCc-
MeYnTh Oosiee OBICTPBIN mocTyn K Web-pecypcam, coxpaHss JIOKaJbHBIe KONTMU 00beKTOB MH-
TEepHETa M BO3Bpalllas MX I0Jb30BaTe/IAM 0e3 00pALIeHUS K y3/IaM, XpPaHsaliuM opuruHai. Pe-
XKUM paboThl ISA-cepBepa onpenensieTcsl B mpoilecce yCTaHOBKM — pexuM OpaHamayapa (Fire-
wall), cepBepa Web-wainuposanuns (Cache) niau cMemanHbiit pexxum (Integrated).

ISA-cepBep Mo3BOJISIET MUHUMU3MPOBATH CIOXHOCTH, COMYTCTBYIOLIME BHEAPEHUIO U YII-
paBIeHUIO OpaHIMAay3pOM U CEPBEPOM KIIIMPOBAHUSI, TIPEJOCTABIISISI MHTYUTUBHO TIOHSITHBIE U
MOIIHBIE CPEJCTBA YIIPABIEHNsA, B TOM Yucie ocHacTKM koHcoau MMC (Microsoft Management
Console), naneau 3adanui (taskpads) u actephl.

Oee Bepcun ISA-cepeepa

ISA-cepBep nocrasnsieTcst B AByx Moaudukauusax: ISA Server Enterprise Edition u ISA Server
Standard Edition.

ISA Server Enterprise Edition

DTa BepCUs YIOBIETBOPSET BHICOKMM Tp=BoBaHMsAM MO TIPOU3BOAUTENBHOCTH, YIIPABIASMOCTH U
MAacCIITaOMPyEMOCTH B Ccpeax ¢ MHTeHCKH BHEIM TpadukoM MuTepHeta. OHa MOAAepKUBAET LIEH-
TpaJM30BaHHOE YIIpaBleHHE CEPBEPOM, MHOTOYPOBHEBBIE MOJUTUKHU IOCTYIA, KJIACTEPU3ALIMIO
CEPBEPOB IMyTEM CO3IAHMST MACCUBOB M 00ECIIEYEHNE OTKA30yCTONUNBOCTH.

ISA Server Standard Edition

Dra Bepcust 00eCIEUMBAET BOIMOKHOCTII 3AIUThI CETEN MOCPENCTBOM OpaHAMAay3pa U K3LIUPO-
BaHue Web-co nepxaHusd Ui HEOOIBIINX MPEANPUITHI, paO0YUX IPYII U OTAEIbHBIX TOApa3-
neneHuit. OHa OTJIMYAETCSI TPEBOCXOJHBIM COOTHOILIEHUEM «1I€HA/KaueCTBO» CPEIU CUCTEM, TIPHU-
MEHSIEMBIX B KPUTUYECKM BaXKHBIX OM3HEC-Cpeaax.

OCHOBHble pasnuuus

@OyHKIMY 6€30MacHOCTH, KAIIMPOBAHUS, YIPaBIeHUS, TIPOU3BOAUTEIHHOCTH U PACIIMPSIEMOC-
TH OAWHAKOBHI B 0beux Bepcusax ISA-cepsepa. OmHako Bepcust Standard paboTtaeT TOJBKO Kak
n30JUpoBaHHBINA [SA-cepBep ¢ JIOKaTbHOI MOJUTUKON U TOAIEepXKUBaeT He Oosee 4 Tporecco-
poB. Bepcusi Enterprise MoxeT paboTaTh B MHOTOCEPBEPHBIX MACCHBAX C LIEHTPANHIOBAHHBIM
yIpaBieHUEeM, TIOJITUTUKAMU YPOBHS TIPEATIPUSITUSI U YPOBHS MacCUBa U HEOTPAaHUYEHHON Mac-
ITabUPYEeMOCTBIO.
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XoTsl 3Ta KHUTa M MOCBsIIEeHAa KOHGUTYPUPOBAHUIO W YIpaBieHUIO Bepcueil Enterprise
Edition ISA-cepBepa, moHMMaHUE pa3gWYUil MEXIYy ABYMSI BepCHUSIMU IIO3BOJISICT MPAaBUIbHO
BBIOpaTh MOAXOASIIYIO B TOM MM MHOHM CUTYAllMK. DTU pa3Nnuus MepeduciaeHbl B Tabnuue 1-1.

Taommna 1-1.  Pasamuusa ayx Bepcuii ISA-cepeepa

ISA Server ISA Server
Standard Edition Enterprise Edition
Pa3zgeprbiBanue TonbKo U30IMPOBAHHBII MHorocepBepHas KOHOUTYypaLus
cepBepa C LIEHTPATM30BAHHBIM YIIPABIECHUEM
Tloanepxka pa3s- Tonbko MOKaIbHAS MONUTHKA [TonuTuky ypoBHSI MPEATNPUSITUS U YPOBHS
JIMYHBIX YPOBHEH MaccuBa
MOJINTHKH
Macmrabupyemocts  He Gonee 4 mpoieccopoB He orpannuena
000pyn0BaHUs

Ponu ISA-cepBepa

|SA-cepsep — OTIMYHOE pelIeHUE ISl OPTraHU3alMii CaMbIX pa3HbIX pa3MEPOB, 3aMHTEPECOBAH-
HBIX B 00ecreueHUM Ge30MacHOCTU, MPOU3BOAUTEIBHOCTY U YIPABISIEMOCTU CETel 3a pa3yM-
Hble feHbru. C HUM MoryT paborath MT-meHemxkepsl, aIMUHUCTPATOPBl CETH U CIIEIAATUCTHI
nHbOpMalMoHHO Ge3omacHocTH. ISA-cepBep paboTaeT B OJHOM M3 TPeX BO3MOXHBIX PEeXU-
MOB: KaK Opanamayap (Firewall), kak kamupylouinii cepep (Cache) mim B cMEIIaHHOM PEXH-
Me (Integrated). B mociaenHeM ciayyae oH COBMeEIIAeT BbIMOJHEHME GYHKUMI OpadHaiMayipa v
cepepa Web-kammpoBanus. CylllecTByeT MHOXECTBO BapvaHTOB pa3BepThiBaHUs [SA-cepepa
B KOHKPETHBIX OPTAHM3alUsIX — B 3TO KHUTE OMUCAHBI JIUIIb Haubosee MONyisipHbIE.

Bpanamayap UHTepHeTa

ISA-cepBep MOXHO YCTaHOBUTb KaK BBIACICHHbBINH OpaHAMAay3p, BBIMOJHSOMUN hyHKIIMN 3a-
IIMIIeHHOro nuio3a MHTepHeTa misi KIMEeHTOB BHYTpeHHei cetu. ISA-cepBep paboTaer Hesa-
METHO («Ipo3pauHo») AT COETUHSIEMbIX KIMEHTOB, €CIU TOJbKO OHU He OOMEHUBAIOTCS WH-
dbopmanmeit, 3anpeneHHON OTpaHUYEHUSIMU TOCTYIA WJIM MpaBUIaMy 3allUTHI.

Paborast B kauecTBe OpaHaMayspa, ISA-cepBep MO3BOJISET peayn30BaTh OMpeaeIsieMylo 013-
HECOM MOJIUTUKY 6e3onacHOCTH Npu padote yepe3 MHTepHeT, nmpenoctasiss 6oraTble BO3MOX-
HOCTHM IO HACTPOWKe OOIIMPHOro Habopa MpaBuj, KOTOPHIE OMPEAESAIOT MOPSIOK MePEeChUIKU
yepe3 Hero Tpaduka pa3IMYHBIX Y3JI0B, MPOTOKONIOB U Web-conepxumoro. [TocTOSHHO KOHTPO-
JIMPYs 3aMpochl U OTBETHbIE COOOIEHUS MexXny MHTepHETOM M KIMEHTCKMMU KOMITbIOTEpaMu
BHYTpeHHel ceT, [SA-cepBep ynpasiiseT 10CTYIIOM Pa3IMYHbIX KIMEHTOB K TEM WJIU WHBIM KOM-
MbIOTEPaM KOPIOPAaTUBHOU ceTu. Takke OH MO3BOJSET YNPABIATb JOCTYNOM KIMEHTOB BHY-
TPeHHEH ceTu K KoMmmbloTepaM MHTepHeTa.

BesonacHas nybnukauus cepeepos

ISA-cepBep mo3BossieT MyOJIMKOBATh CIyXObl B MIHTepHeTe, He HapyIash 6e30MacHOCTb BHY TPEH-
Helt cetu. [y aToro oH oOpabarbiBaeT BHELIHUE KJIMEHTCKUE 3aMpochl OT UMEHU OMyOJIMKOBaH-
HOTO BHYTPEHHETO cepBepa.
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Cepeep npamoro Wehb-kawmpoeanig

BrimonHssg (hvHELMK cepBepa mpsimoro Web-ksunpopaHus, [ISA-cepBep NOMLIEPKHBACST LEH-
TPaiu30BaHHLIA K911 HauboJjiee 4acTo 3ampaliMBaeMblX JaHHbIX MIHTepHETa U UCTOIb3YET CO-

Nep>KMMOe K3Illa 11 00CIy>XKMBaHUS 3allpOCOB OT Opay3epoB B YacTHOM ceTh. TakuMM oOpa3oM
yhaaeTcs HOOUThCS TOBBIIIEHUST MPOM3BOAUTEILHOCTU Opay3epa, COKPaTUTh BpeMs OTKIMKA U
CHU3WTE TTOTPeOJIeHNE MPOMYCKHOM CITOCOOHOCTH MOAKIIUEeHN K MHTepHeTy.

Cepsep obpatHoro Web-kawumpoBanus

ISA-cepBep nHorma nmeiictByeT kak Web-cepBep, MCIOIb3ys JaHHBIE M3 K3IIa IS 00CIyXUBa-
HUS BXOJATINY KIMEHTCKHUX 3aliPOCOB U Tiepechulas 3alIpochl Ha JIOKaJbHBIN Web-cepBep ToJb-
KO TPU OTCYTCTBUU HYXHOU MHPOPMALIMU B KIIIIE.

Cepeep, coBmeluatowmii GyHKUMM OpaHamayapa U cepeepa
KawmposaHua Web-cogepxumoro

ISA-cepBep OOBIYHO MCITOJB3YIOT B OMHOM K3 PEXUMOB — OpaHAMay3pa WK CepBepa K3LIUPO-
BaHMS, OTHAKO CYIIECTBYET BO3MOXKHOCTbH COBMECTUTb 3THM (DYHKIIMM Ha OIHOM KOMIIBIOTEpPE
NIl obecrieueHust 6e30rmacHoi 1 ObicTpoli ¢Bsi3u ¢ MHTepHeToM. He3aBucumo oT BapuaHTa pas-
BepThIBaHMsI, ISA-cepBep obOecrieunBaeT BCe IMPEMMYILECTRBA HEHTPAIM30BAHHOTO YIIPaBIEHUS
Ha OCHOBE IOJUTHK.

Uuterpaumnsa c Windows 2000

ISA-cepBep 0aszupyercsa Ha TexHosorusx Windows 2000, 3a cueT yero obGecreunBaeTCsl MOBBI-

IIeHHas 6€30MacHOCTb U MPOU3IBOIMTEILHOCTE, a TAKXKE pacIIMPEHHBIe BO3MOXHOCTHU YITpaBJIe-

Hus. [lanee nmepeunciaeHbl Bo3MoxHocTu Windows 2000, npumeHnsiembie Ha [ISA-cepBepe a1t mom-

JEPXKU MepeurclIeHHbIX GYHKIIUIA.

e [Ipeod6pa3zoBanue cereBbix aapecoB (Network Address Translation, NAT). ISA-cepBep paciu-
psiet Bo3MmoxHocT NAT B Windows 2000, moanepxuBasi celiMalibHYIO MOJUTUKY A KIU-
eHtoB SecureNAT (puc. 1-1),

Mpumeyanne  Crangapr NAT onucan B nokymente RFC 1361 coobuectsa IETF (Internet En-
gineering Task Force). NAT siBnsercs rctpoetibiv komnoHeHToM Windows 2000 v ripeacraBisieT
co00if 1UTI03, CKphIBatomii [P-anpeca kaueHToB BHYTpeHHell JIBC (LAN) oT BHeITHUX KK~
€HTOB, YTO NOCTWUTAeTCsl IyTeM COTIOCTaBIEHUS! BHYTPEHHUX aIpecoB IPYTUM, TOCTYIMHBIM
M3BHE, azpecam.

e  HHTerpupoBaHHbIE BHPTYAALHLIE YacThbie ceTH (Virtual Private Network, VPN). ISA-cepsep
MOXHO cKOHUrypuposath kak VPN-cepBep 1isl MoAdepKKU 0€30MaCHbBIX YiaieHHbIX MO/~
KJTIOUSHW I TUTIA «IIUTI03 — HIT03» WK «KJTUEeHT — 1UTI03» yepe3 MHTepHeT. OcHoBaHHAan Ha
0o01IenTpUHATHIX cTaHAapTax noacucteMa Windows 2000 njst pa6otel mo VPN moanepxuBaer
npotokoisl PPTP (Point to Point Tunneling Protocol) u L2TP/IPSec (Layer 2 Tunneling
Protocol/Secure Internet Protocol).

o Avrentuthuxauns. ISA-cepBep mopaepxuBaeT npuHaATbie B Windows 2000 MeToabl TPOBEPKU

MOIJMHHOCTH, B TOM YKCJIe 6a30BYI0 ayTeHTUGUKAIIWIO, TTPOBEPKY IMOJTUHHOCTH T10 TIPOTO-

komaMm NTLM (NT LAN Manager) u Kerberos, a Takxke ayTeHTU(DUKAIIMIO Ha OCHOBaAaHUU

uubpOBBIX cepTUGHUKATOB.

e OrpaHnyeHHe BO3MOXKHOCTEI MOJIL30KATE/NCH 1O HACTPOWKE CHCTeMbl. [IJ19 YaCTUYHOTO WJIU
MOJIHOTO MpeloTBpalleHUs MOAUubUKAIIMU CUCTEMBI M0Jb30BaTeasIMu Ha [SA-cepBepe mpu-
MEHSI0TCS absoHbl 6e3omacHocTH Windows 2000.

*
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KnneHTbl BO BHYTPEHHEN CETU
Puc, 1-1. Mexanunim SecureNAT

baza naunnix Active Directory. Korma ISA Server Enterprise Edition xkoHurypupyercs mis
paboThl B MHOIOCEPBEPHOM MaccuBe, KOHMUIVPALINSA ¥ MOJUTUKU XPaHATCSA LIEHTPAJIU30BaH-
HO B 0a3e MaHHBIX CITyXO0bI KaTajmoroB Active Directory. Kpome Toro, njs ynpaBiaeHus O10OCTY-
1OM ToJIb30BaTesieil u rpynm Ha ISA-cepBepe yacTo mpuMeHSIOT naHHble Active Directory.
MHoroypoBHeBas nojcucTeMa ynpasienus Ha ocnoBe mosutuk. Cepsep ISA Server Enterprise
Edition mo3BoJjiseT MCIOJb30BaTh paclipenesieHHbIe CIyXO0bI KaTajioroB Active Directory, mis
3TOTO OIpeNeNseTCs] ONHA WU HECKOJBKO TOJUTUK, KOTOPBIC 3aTeM IMPUMEHSIOTCS K MACCH-
BaM BCETo MpEANPUITHS. YKa3aHHBIM MeXaHWU3M TMOAACPKUBAET MHOTOYPOBHEBYIO M MacIIITa-
OUPYEeMYIO MOICIM afMUHUCTPUPOBAHUS.

Anvunncrpatusubie Koncomm MMC. Wurepdeiic ynpasinenus ISA-cepBepoM HasbiBaeTcs |SA
Management (puc. 1-2) u npeacrasiseT coboit ocHactTky MMC, oTtoOpaxkaemylo B Bijie na-
nenau 3adanuu (Taskpad) unu B pacuwupennom eude (Advanced). Konconb MMC pacmupsiema
M TIO3BOJISIET «[JIaAKO» MHTETPUPOBATh CPEACTBA YIPABICHUS, CO3MaHHbIE CTOPOHHUMM I0-
CTABIIMKAMKA, B TTaHEb ypaBaeHus [SA-cepBepoM.

KagectBo oocayxusanusi (Quality of Service, QoS). ISA-cepBep obecrieunBaeT MeXaHU3MbI
yIpaBJIeHUs TMPOIYCKHOM CITOCOOHOCThIO, KOTOPBIe 6a3MPYIOTCS Ha CIyX0e KayecTBa 00CIy-
xuBaHus (QoS) B Windows 2000 u mpuMeHSIOTCS ISl paciipeaejeHus Tpaduka B COOTBET-
CTBHM C MPUOPHUTETAMMU.

IToanepKKa MHOTrONMPONECCOPHBIX cHUcTeM. [IJisi TMOBBIMIEHMS MPOU3BOAUTEILHOCTU Ha ISA-
cepBepe npuMeHsieTcs npucyrctpywomast B Windows 2000 apxuTekTypa 1oiepKki cuMMe-
TPUYHBIX MHOTONIPOLIECCOPHBIX BhluuciaeHuit (SMP).

ABTOMATHYECKOE OOHApYKeHHe NMPOKCH-cepBepa KimeHTaMu. [lommepkka MpOTOKOJa aBTOMATH-
yeckoro obHapyxeHus npokcu-cepsepa WPAD (Web Proxy Autodiscovery Protocol) Ha kiu-
eHTax 6paHaMayspa, OCHOBaHHOTO Ha ISA-cepBepe, MO3BOJIIET MM aBTOMATUUYECKU TOAKITIO-
yathcss K ISA-cepBepy, TIpM 3TOM HET HEOOXOOWMOCTH WHIWBUAYaJbHO KOH(MDUTYpMpPOBATH
KaXIbIiA KJIMEHT.

COM -obnext anmuuuctpupoBanus ISA-cepsepa. ISA-cepBep mpeacrtaBisieT JOCTYN M3 MPO-
rpaMM K MeXaHMU3My yIpaBJeHUS MpaBUIaMH OpaHAMaydpa M BCEMHM aIMWHUCTPATUBHBIM
rmapaMeTpaMu.
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IIpoctpancTBo uMeH ISA-cepBepa IMonutuka nocryna: [MpaBuna gocryna
Puc. 1-2. Oxkno ocHactku ISA Management

+ Web-duasrpsl. 151 KOHTPOJS U YIpaBIEHUS [TPOXOAAIIMM Yepes 1LTI03 TpaUuKOM MPOTOKO-
noB HTTP u FTP npumenstiorcst Web-dunbrpel ISA-cepBepa, co3maBaeMble Ha OCHOBE MH—
tepdeiica ISAPI (Internet Server Application Programming Interface).

«  Onosemenusn. ISA-cepep peructpupyer ornopeiieHus Windows 2000 B XXypHayie COOBITHIA.

MacwrabupyemocTb

Komnbrotepsr ¢ ISA Server Enterprise Edition MOXHO 00beAUHATh B MACCHUBBI [IJISI 00€CIICUeHUS

MOBBINIEHHOM OTKA30yCTOMYMBOCTH, OaJaHCUPOBAHUS HATPy3KW U PACIPECTIEHHOIO K3IIHPO-

BaHUs. MaccuB ISA-cepBepoB paccMaTpuBaeTCs W YIPaBIsSIeTCS] KaK €OAMHBINA JTOTHUYECKUI

00BEKT. YCcTaHOBKA MacCHBa TakKe TO3BOJISIET MOBBICUTH MTPOM3BOAUTEILHOCTh U CHU3UTH TIO-

TpebJeHre TIPOMYCKHOM crmocobHocTH. OObeIMHEHNE B MACCUBBI TTO3BOJISIET PACTIPEACIISITh KM~

CSHTCKHUE 3ammpochl Mexny MHOoTuMU [SA-cepBepamu, 4TO COKPAILIAET BpeMs OTKJIMKA Ha KIMEHT-

CKMe 3ampochl. 3a cUeT pacmpenesieHUs Harpy3Ku MeXIy cepBepaMy MaccuBa yaaeTcs TOOUTHCS

MOBBIIICHUST TTPOM3BOAUTEIBHOCTH 1a¢ Ha 000PYIOBAHUM CPEOHEN MOUIIHOCTH.

CylIeCcTBYIOT U Ipyrue BOIMOKHOCTH, CIIOCOOCTBYIOIINE BBICOKOK MacmTabupyeMoctu ISA-
cepBepa.

e JlomaepKKa CUMMETPUYHBIX MHOTOTponeccopibix Berunciaennii (SMP). ISA-cepBep ncmonb3y-
eT MpenMylecTBa momaepkku texnonorun SMP B Windows 2000 mrst mogmepXKi MHOTO-
MIPOLECCOPHBIX CUCTEM M MaCIITaOMpPOBaHUS IIPOU3BOAUTEILHOCTHU BBepX. Bepcust ISA Server
Standard Edition nmomnepxuBaeT n0 4 npoleccopoB Ha KoMmIbloTepe, a Bepcus |SA Server
Enterprise Edition — HeorpaHWYeHHOE YMCJIO IMPOIECCOPOB, YTO JOCTUTAETCS 3a CUYET MC-
TMOJb30BaHWSI MacCUBOB. B oTimume OT Apyrux mMporpaMMHBIX NMPOAyKToB Ha ISA-cepsepe
TMOTMOJIHUTEIbHBIC BBIYMCIMTEIbHBIE MOIIHOCTU MPUMEHSIIOTCS IUISl MOBBILIEHUS TPOU3BO-
NUTETbHOCTH.
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e Banancuposka cereBoii Harpy3ku (Network Load Balancing). [Tocrasnsiemast B coctaBe Mic-
rosoft Windows 2000 Advanced Server m Windows 2000 Datacenter Server ciyx0a 0amaHcH-
POBKM CETEBOWl HArpy3KU UCIOJb3yeTcd Ha ISA-cepsepax 11 oObeIUHEHUSI UX B KJIACTEPHI
1 obecrieyeHns OTKa30yCTOMYMBOCTH, BBICOKOI TOTOBHOCTH M TTPOU3BOAUTETHHOCTH. CIryK-
0a NLB ocobeHHO a(ppekTHBHA B KOHGUTYpalUsX, Tae TpedyeTcs o0eceuynTh paboTy OpaHi-
Mayspa, oOpaTHoe KauiupoBaHue (Web-nyOinvkauus) u myObaMKaluio CepBepOB.

PacLumpsiemoctb

Pan cTopoHHMX MOCTABHIMKOB MpeNoCcTaBIsa0T paciiupeHusi ISA-cepBepa, obecreuuBarolnne
JIOTOJTHUTEIbHBIE (YHKIIMM, TakKMe Kak OOHapyXeHHe BUPYCOB, UIbTpalus WHGOpMalim,
Kiaccrdukanys Web-y310B, paciipeHHbIe BOBMOXKHOCTH OTYETHOCTY U aAMUHUCTPUPOBAHUSI.

KieHTHl 1 pa3paboTYMKK TakKKe BIPaBe CO3aBaTh COOCTBeHHbIe pacimmpeHus ISA-cepse-
pa. [lns atoro B coctaBe ISA-cepBepa MOCTaBIsIeTCS TIOTHOLUEHHBINA KOMHAEKM Pecypcos 04s pas-
pabomuuroe (software development kit, SDK), mo3posionuii co3naBaTh JOTIOJHUTEIbHBIE PYH-
KIMY Ha OCHOBE CYllecTBYIONINX Bo3MoxHocTell ISA-cepBepa — OpaHamayspa, K3IIMPOBaHMS
u yrpasieHusi. Kpome Toro, B coctaBe ISA-cepBepa IOCTaBJISIIOTCS TUTIOBBIE CLIEHAPUM, OCBO-
0oXaaloIMe afMUHUCTPATOPOB OT HEOOXOAMMOCTH CO3[aBaTh MX «C HYJs»: 3a4acTylo JOCTaTou-
HO Jiilib U3MEHUTh TUIIOBOM CIIeHapuil, yKa3aB TpeOyeMble MPOTOKOJbI, MpaBUIa WM Y3JbI,
M yCMENIHO MCIOJIb30BaTh €ro ISl pellieHUs] CBOMX 3a1ay.

Apxutektypa ISA-cepsepa

[SA-cepsep obecrieynBaeT 3aLIMTY KOPIIOPATUBHOM CET Ha MHOTMX KOMMYHUKAIIMOHHBIX YPOB-
Hsx. ISA-cepep ocyuiecTBiseT GUIbTPALMIO HAa ypoBHE TMakeToB. [lpu BKIOUEHHOI (uibTpa-
uuu naketoB ISA-cepBep cTaTUuecKM ynpaBiseT MepechlIKON JaHHbIX Yepe3 BHELIHUI UHTEP-
¢eiic, olleHMBass BXOASIIMI U MCXOOALIMIA TpaduK A0 TOTO, KaK TOT JOCTUraeT Kakoro-iubo pe-
cypca. JlaHHble, Tpolleiye yepe3 huIbTphl MaKeTOB, MepenaloTcs cayxk0aM OpaHaMayspa u Web

MPOKCH, TOe BCTYMalOT B Urpy npaBuia ISA-cepBepa u ompenenseTcsi BO3MOXHOCTb 00C/TyK1Ba-
HUS 3ampoca.

ISA-cepBep obecreurBaeT 3alIUTy KIMEHTAM Tpex TUIIOB (puc. 1-3): OpanmMayspa, Secure-
NAT u Web-npokcu.

KnueHTtsl OpaHaMayspa — 3TO KOMITBIOTEPHI C YCTAHOBJAEHHBIM M PabOTAIOLIMM TPOTPaM-
MHBIM obecrieueHueM Kauenma opandmayspa (Firewall Client). 3anpochl OT KIMEHTOB OpaHIMay3-
pa moctymaloT Ha OpaHaMayap ISA-cepBepa, rme ompenenseTcsi BO3MOXHOCTb IpPEIOCTaBICHUS
noctyna. B manpHeilimeM Tpaduk OT KIMEHTa OpaHIMay?pa OOBIYHO IPOXOIUT yepe3 (hUIbTPhI
MPUIOXEHUN U APYTUX DOMOJHUTEIbHBIX Monyieid. 3anpoc HTTP-o0bekTa KieHTOM OpaHaMa-
yapa nepeHanpasisiercs: peaupektopom HTTP na Web-nipokcu, kotopeii, Bosspariiias 3alpolIeH-
HBII 06HeKT, MOXET IapajieIbHO pa3MecTUTh ero B cBoeM Kaine. [Ipu Hammuuu HTTP-o6bekTa
B kamie [ISA-cepBep He oOpariaercss B MHTepHeT, a Bo3BpalllaeT KOTHIO 00beKTa U3 K3lla.

KnueHtsl SecureNAT — 370 KOMIBIOTEPHI, HA KOTOPBIX HE YCTAHOBJIEH KJIMEHT OpaHaMaya3pa.
3amnpocsl oT KiaueHToB SecureNAT cHavana nmomanatoT Ha NAT-apaiisep, KOTOPBIM 3aMeHSIET IJI0-
oanbHbill [P-anpec MHTepHera kiueHTa SecureNAT Ha agpec KiueHTa BO BHyTpeHHel cetu. Jla-
Jiee 3ampochl OT KJIMEHTOB OpaHaMay3pa TOCTynarT Ha 6paHamayap ISA-cepBepa, rae ompenens-
€TCsl BO3MOXHOCTb JocTyrna. B manbHeiinieM Tpaduk OT KiIMeHTa OpaHaMaydpa MPOXOMUT Yepes
(unbTpbl MPUITOXEHUI U APYTUX NOTIOJHUTENbHBIX Moayaeil. Kak u B mpeapiaylieM ciyyae, 3a-
npoc HTTP-o6bekTa kineHTOM OpaHamaylspa nepeHanpapisiercs penupekropom HTTP Ha Web-
MPOKCH, U TOT, BO3Bpalllasi OTBET, MOXET MapajlieJIbHO pa3MeCTUTh MOTydeHHbI u3 MHTepHeTa
3alpollleHHbIN 00BEKT B cBoeM Katie. Jlanee oH He oOpamaercss B IHTepHET, a Bo3BpaiizeT Ko-
MU0 U3 K304,

2—-2186
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yk6a
Webinpokcu

Puc. 1-3. OO0mas cxema apxurektypsl [SA-cepnepa

Knnents Web-nipokcu — 370 110061e ioaaepxusaionue cranaaptsl CERN Web-nipuioxe-
HUs, HanipuMep Microsoft Internet Explorer. 3anpochl ot kineHToB Web-TIpoKcu HanpasisoT-
cst B ciyxx0y Web-rnpokcu [SA-cepBepa mis ornpeneeHrus BO3MOXHOCTU TPEAOCTaBAEHUs 10C-
Tyma. Ciyx6a Web-TIpoKcH BO3BpaniaeT 3anpolieHHbI i 00beKT HemocpencTBeHHO u3 UHTepHe-
Ta (OIHOBpPEMEHHO pa3Mellasi ero KON B Ka1ie) uinu u3 kama ISA-cepsepa.

B tabnuie 1-2 onrcaHbl OCHOBHBIE BO3MOXHOCTH ISA-cepBepa.

)

Tadauna 1-2.  OcHoBuble Bo3MOEHOCTH Microsoft ISA Server

Bo3MoKHOCTD LocTouHcTBa

Pexum Opanamayspa

npeanpusATus
KoHTtposb Ha ocHOBaHUU [SA-cepr:p IMHAMAYECKM M «WHTENIEKTYRIBHOY CTCOUT 3a
BCEX COCTOSIHUI TpadiMKoM, mepechlIaeMbIM Yepe3 OpaHaMay3p, KOHTPOIUPYs

IIPOTOKOJIbI U COCTOAHUE MOAKIIOYCHUA IIA obecreueHUs
HeﬂpﬂlesHOl‘r’l CBA3U U NPEAOTBpaLllCHUA HapyH.IeHI/Iﬁ 3allUTLI
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Tadmuna 1-2. (npodoaxcenue)

Kpatkuin afiaop ISA-cepeepa g

BosmMoxHoCTh

JIocTOMHCTBA

«HHTETIEKTYaTbHAT»

BesomacHas myGurkaln
CepBepOB, B TOM UHUCIIE
Web-cepsepob

O6GHapyXeHne BTOPXKEHWUIA

HHTerprpoBaHHasi TEXHO-
JIOTUSl BUPTYadbHbIX YaCTHBIX
cereit (VPN)

3amnpeleHne M3MeHeHU
CHCTEMHOM KOHMUTYpaLUK

Pa3bueHne moTOKOBBIX
MYJIbTUMEIUAHBIX JAHHBIX

«[1poapauHocT» OpaHAMay3pa

ISA-cepBep obecrieumBaeT He TOJIBKO 6a30Bble (PYHKIIMU MO (Did/ib~
Tpauus Tpaduka npunoxeHuii. CriennanbHbie GUIETPLL, paclo3HaK0-
1He BUIBI JAHHBIX, TMO3BOJISIIOT YIIPABJISITH TPAUKOM OTIAEIbHBIX
mpunoxeHuii. [lomaepxxuBaercs nepecklika, 6JOKUpOBaHUE, TIepe-
anpecanys 1 MOIUMUKAIIMS TaHHBIX CPEICTBAMU MHTEJUICKTYalb-
Hoil ¢punbrpauuu nporokoiaos HTTP, FTP, SMTP, snekTpoHHOI
moutsl, KoHMepeHMiH H.323 (MyIETHMETNA), TOTOKOBBIX MYJIbTH -
MeIUUWHBIX JaHHBIX 1 RPC

3ammra Web-cepBepoR, TOYTOBBIX CEPBEPOB M TPHIIOKEHMUIA
9JIEKTPOHHOTO OM3HEeca OT aTaK M3BHE 00eCTieuYnBaeTCsI MEXaHU3MOM
GesomacHom NyHiMKaLKM cepsepoB. ISA-cepBep BBICTYITAET

OT UMEHU OMyOJIUKOBAHHOTO cepBepa, 00ecreYnBas JOTOTHUTETb-
HBIIT ypoBeHb 3ammThl. [IpaBuna Web-nyGiukaniy mo3Boasiior
AWM TUTE Web-cepBephl myTeM paspelleHust 10CTyra JUIIb
omnpenesieHHBIM KoMmIbloTepaM. [IpaBuia myOoauKamuu cepBepoB
3AUIMILIAIOT cepBepbl OT HECAHKIIMOHMPOBAHHOTO JOCTYIa BHEILI-
HUX TOJIb30BaTENEH

BcTpoeHHbIe MeXaHU3MbI OOHAPYXKEHUsI aTaK OCHORAHEI HA TEXHO-
norun KommaHuu Internet Security Systems Inc. (1SS). B ciyuae
00HapyXeHUST BTOPXKEHUS MHULIMUPYETCS OMOBEIIEHNE 1 BBITIOJN-
HSIIOTCSI OTBETHBIE MelicTBUsI. OOHapyXUBAIOTCS CKAHHPOBAHME
moprtoB (port scan), WinNuke u «Ping cmeptu» (Ping of Deaih)
OGecnieunBaeTcs Moanep:Kka OCHOBAHHOTO Ha CTaHIApTax yaaJleH-
Horo noctyna ¢ npumMeHeHueM VPN-ciyx6 B Windows 2000. ISA-
cepBep nojuepxuBaer 6ezonacHbie VPN-noakao4YeHus, B TOM
qyycie MOoAKIYeHUsT GUTNATIOB U YAaleHHBIX MMOIb30BaTeNe

K KOpIIOpaTUBHOM ceTu yepe3 MHTepHeT

Macrep Security Configuration mo3BoJsisieT aAIMUHUCTPATOPaM
3a0JIOKMPOBATh KOMIIBIOTEPBI [UISI JIIOOBIX W3MEHEHMI KOoHdUTrypa-
LMY TyTeM OMNpeAesieHNs] COOTBETCTBYIOLIETO YPOBHSI 0GE30MacHOCTH
B 3aBUCUMOCTU OT (PYHKIIMI, BbINOJHsIeMbIX ISA-cepBepom

B KOPIIOPATUBHOMW CETH

3HAYMTETbHBIN 00bEM TIPOITYCKHOM CITIOCOOHOCTH yIaeTCsl COKOHO-
MWTh 32 CUET pa30MeHUs] TTOTOKOBBIX TaHHBIX CpencTBaMu (DUIb-
TpoB MyJabTuMenua ISA-cepBepa, KoTophle, Tosydyas JaHHBIE U3
WMHutepHeTa, pacnonaraioT ux Ha cepBepe Windows Media Techno-
logies Server W MpenoCTaBISIIOT AJISI JOCTYNA MOJIb30BATEISAM
BHYTPEHHEI ceTn

Tporokon SecureNAT obGecreunBaer paciiupsieMble M «IpO3pay-
Hble» MEXaHM3MBbI 3alIUTHI OpaHaMay3pa s Bcex I1P-kineHTOB
IyTeM TMHAMMYECKON 3aMeHBI IobanbHBIX [P-ampecoB Ha JIoKaib-
Hble. [Ipu 3TOM He TpebyeTcsi HUKAKOTO JOTOTHUTEIBHOTO KITU-
eHtckoro 1O u mporpaMM KOHGUTYPUPOBAHUSI KIMEHTOB

(cm. caed. cmp.)
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DchozHbie cBeaeHVs 06 1Sh-ceprepe

B03MOKHOCTH

JlocTOMHCTBA

HanexHas avreHTH(hMKALHS
ToJib3oBaTeseit

HpyxaTanyas ayreHTU(PUKA-
LIMsI 1O MPOTOKOy SSL
(compsixeHue)

Pexxm ceppepa K3HIMpOBAHHA
Web-undopmanmm

ObecneuynBaeTcsl CTaHAAPTHBIMU CPEACTBAMU ayTeHTUGUKAIUU
Windows (NTLM u Kerberos), BeIITOTHSIETCS Ha OCHOBaHUU
cepruch 1KaToB KIMEeHTOB U xelneil. Kpome Toro, mommepxupaercst
0a3oBast 1 aHOHUMHasl ayTeHTUdUKauus B Web

Ha Web-ceppepax, roe criemyer obecre4nTh ayTeHTUDUKAIATIO

1 mudpoBaHUe MPU KIMEHTCKOM jaoctyre, ISA-cepBep obecneun-
BaeT CKIOIHYIO 06e30MacHOCTh M (QWIBTPAINIO OpaHIMay3pa TOCpe-
CTBOM JIBYX3TAITHOUW TPOLIEAYPHl ¢ IPUMEHeHWeM Tpotokona SSL.
Ha neprowm arane [SA-ceppep 3anpainBaeT y KJIueHTa cepTudukar
TOJIb30BaTels M TIPOBEPSIET colmepKaliecss B HEM JaHHbIE, a Ha
BTOPOM — MIPEACTABJISAET CBOI COOCTREHHBI cepTUdUKAT cepBepa
Web-cepBepy. B ommmume ot GosbimHcTBa OpaHaMayapoB ISA-cep-
Bep IM0210JseT MTPOBepATh 3alndpPOBaHHbBIE TaHHBIE 10 TOTO, Kak
OHM NoCTyIAT Ha Web-cepeep

BbICOKOITPOM3BOAUTEIBHOE
Web-kamuposanye

«UHTenekryanbHoe»
AKTHBHOE KIIIUPOBAHME

Kanm POBAHME TIO paCIIMCaHUIO

PacnipeneneHHoe U Mepapxu-
YecKoe K3IIMPOBaHUE

INpu Hamuuuu [SA-cepBepa TTPOU3BOAMTEIIFHOCTD JOCTYyMa K KOp-
rnoparusHoMy Web-cepBsepy M3BHE M IOCTYIT MOJb30BaTelIeil BHY-
TpeHHel ceTu B MHTepHET CYIIeCTBEHHO BO3PAcTaeT 3a CYeT OBICTPO-
ro kamupoBanus Web-nHdopmMaliii B ollepaTUBHOU MaMSITH

U Ha JIHCKAX

DyHKLMT aKTUBHOTO KoIIMpoBaHus [SA-cepBepoM MOMyIIpHOI
MHPOPMILIMK 3aMeTHO obJieryaeT KJIMeHTaM IMOJydeHHe CaMbIX
CBeXMX NaHHBbIX. ISA-cepBep aBTOMAaTMUYECKHU OMpeesisieT, Kakue
Web-yanil nanbosee MOMYISPHBI ¥ KaK 4acTO MH(OpMALUA Ha HUX
0GHOBIACTCS (2 3HAYUT, ¢ KaKOU MEepPUOJUYHOCTHIO HYXXHO OOHOE-
JIATB ee FONMIK B K3IIe) Ha OCHOBAaHWM MHGOPMALMKM O TOM, Kak
JoJro OOBLEKT XpaHUTCST B KAIIEe WM KaK JaBHO OH ObUI 3arpyXeH.
[SA-ceprep akTuBHO 3arpyxaet Web-narHbie B K3 B MEPUOIBI
HU3KO 3arpy3Ku CeTH, TIPU 3TOM He TpeOyeTcsl BMellaTe IbCTBa
JIHCTIETYE PA CETH

CylIecTByeT BO3MOKHOCTEL 3aTpyXaTh B K3II COIEPXKUMOE 1EJIhIX
Web-ya3n0B mo pacnucaHuO 3arofisi, 10 TOrO Kak K HUM 00paTsiTcst
KJIMEHTBl 3arpyska Mo pacimcaHuio TapaHTUPYET aKTyalbHOCTh
MPeIOCTaBISIEMBIX TIOJIb30BATE/SIM JaHHBIX M TaHHBIX,
XpaHSIIMXCSl Ha cepBepax-3epKajiax

B Bepcuu ISA Server Enterprise Edition MoxHO ckoHbUTYpUpOBaTh
pacripefieieHHOe KdIIUpoBaHUEe B MmaccuBax [SA-cepBepos.
Kpome Toro, aiMuHUCTPATOPHI BIpaBe CO3/1aBaTh MEPAPXUU,

WIN LIETIOYKHU, KIIIEH, YTO TO3BOJISIET KIIMEHTaM TOIy4YaTh JOCTYIT
K MHboOpMaIuyu 13 OauXkaliero K HUM Kalla
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YuuduuuposanHoe ynpasieHue

YrpapieHUe JO0CTYIIOM
Ha OCHOBE TMOJUTUK

MHoroypoBHeBO€ yIpaBjicHUE

YnpaBiaeHue MPOMYCKHOMN
CIMOCOOHOCTBIO

WuTterpauns co cayx060i
karajoroB Active Directory

I'padbuueckue naunenu saceatitii
(taskpad) u macrepsl
KOHOMOUTYpUpPOBaHUS

YaaneHHoe ynpaBiaeHue

BeneHue XypHaios,
OTYETHOCTh U OTIOBENIEHNA

VrpapieHue BXOJSIMM ¥ MCXOASIIMM TOCYIIOM OCYIIECTBIISIETCS
Ha OCHOBaHUU WHGMOPMAIMU O TOJIb30BATENSIX, JaHHBIX TPYIII,
MIPUJIOKEHUI U aipecaTtoB, a TakKe B 3aBUCUMOCTU OT TUIA
vHOOPMaLMU U O pacnucaHup. Mactepbl KOH(Urypauuu
TMOJIUTUK TTO3BOJISIIOT OIPENESIUTh Y3JIbl U COACPKUMOE, HOCTYI

K KOTOPBIM pa3pellieH, a TaKXe OTPAHUYUTh MepeYeHb JOCTYITHBIX
MIPOTOKOJIOB Pa3IebHO TSl BXOSAIIETO U UCXOMASIIEro TpaduKu.
Kpome Toro, MOXHO paizpellinTh WX 3alPETUTh CBSI3b MEXKIY
KOHKpeTHbIMU [P-anpecamu 1o yKazaHHBIM MPOTOKOJIaM U TOPTaM

Bepcust Enterprise Edition mommepXXuBaeT MHOTOYPOBHEBOE YIIpaB-
JICHWE Ha OCHOBE MOJIMTHUK IOCTYIMa YPOBHSI MAacCUB M TPEINPUSI-
TusA. TakuM 00pa3oM oGecrieunBaeTCsl IPEeMCTBEHHOCTD TTIOJIMTUKA
TIpeNIpUsATUS B GWIManax u moapasaesieHUsIX, IpUIYeM MECTHBIE
AIMHHUCTPATOPhI BIIpaBe NOMOJHUTENBHO OMPENEsATh TOKATbHBIC
MpaBWJIa B COOTBETCTBMU C MOTPEOHOCTSIMU CBOMX TOApA3ICTICHUN

OO6ecreynBaeTCsl BO3MOXHOCTD YIPaBIsATh MPOMYCKHON CHOCO0-
HOCTbIO M UCIIOJIB30BAHUEM CETU, HazHaydasd IIPUOPUTETHI IIPU
BBIIEJICHUM TPOIYCKHOW CITOCOOHOCTU [UIsi KOHKPETHBIX 3allPpOCOB
uHpopmaiuu B MHTepHETe Ha ypOBHE TPYIIH, HpHIOXKeHNH, y37I0B
v tunoB nHbopmaunu. Ha ISA-cepBepe mcmomb3ylorcst mpe-
MMYILIECTBA CJIyXObI yrpaBieHus kKadectBoM (oS B Windows 2000

WHTerpauus co ciiyx060ii katamoros Active Directory mpu pa3BepThI-
BaHuUM ISA-cepBepa HeoOs3aTesibHA, OJHAKO OHa [TO3BOJLAET
LIEHTPAJM30BaHHO YIPaBJsITh U XpaHUTb B Active Directory uHpop-
Maluo 000 BcexX MOJb30BaTeNIsAX, MpaBUjiaX U KOHMUTYypaluu.

B Bepcuu Enterprise Edition ciayx6a Active Directory mo3BoJsiet
WCTIONB30BaTh EANHYIO CXEMY, Pa3BepTHIBATh KAIIMPYIOIINE MacCHU-
BbI, ABTOMATUYECKN PACIIPOCTPAHSITh U3MEHEHUST TapaMeTPOB
Maciitaba MpeanpusiTUs, MoaydaTh JOCTYN K MOJUTUKAM JOCTyMa
U TyOJUKAIIMK, a TaKKe BBIMOJHATh MOHUTOPUHT KOHMUTYpaluii

DTN 37IeMEHTHI O0JIETYaloT TIepeMellIeHHe 110 MHTepdelicy U BBITION-
HEHME CTaHAAPTHBIX 331a4 N0 KoHMUrypupoBanuio. B yactHoCTH,
MacTepbl IPUMEHSIOTCS IS yOIuKauu cepepoB Microsoft
Exchange Server, koHdurypuposanus ISA-cepBepa B KauecTBe
uoro3a VPN unm 151 co3naHust MpaBuWIl Y3JI0B U COAEPXKUMOTO

ISA-cepBepbl YIpaBisilOTCSI YAAJIEHHO IOCPEICTBOM OCHACTOK
MMC wunu ciayx0s TepmuHaioB B Windows 2000 ( Microsofl
‘Windows 2000 Terminal Services). KpomMe Toro, Uisi ynaaeHHOTO
yrhpaBlieHuUsl ciyxOamu |SAcepsepa agMUHUCTpaTOpaM Mpeao-
CTaBJISIETCS BOBMOXHOCTD MIPUMEHSITh CLIEHAPUU KOMAHIHOM CTPOKH

JleTanu3upoBaHHbBIE XypHasbl OE30MAaCHOCTU U JOCTYyIa CO3[al0T-
csl B CTAaHIApTHBIX hopMmaTax JaHHLIX, B TOM 4yucie B (popmarax W3C
n ODBC. CymiectByeT BO3MOXHOCTb CO3IaBaTh BCTPOSHHBIC OTYETHI
o Web-Tpadmke, 00 UCHONB30BaHUM MPUJIOXKEHUIA, CXeMax CETeBOro
Tpaduka u Ge3onacHocTH. (INOBENIEHNS HA OCHOBE COOBITUIA MOX-
HO HACTpauBaTh IJisi aBTOMAaTUYECKOU OTIpPaBKU 3JIEKTPOHHOM
MOYTHl AAMAHUCTPATOPaM, OCTAHOBKM WJIM 3allycKa CIIy>X0 WJIU
ApPYTrUx IEUCTBUIM, ONpPEAEsIeMbIX KDUTEPUSIMU ONOBELLICHUS

(cm. caed. cmp.)
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Bo3smoxHOCTD JocrouncTea

YrnpapieHue Ha ypOBHE AJIMUHUCTPATOPBI BIIpaBe YIPABIATh CPEICTBAMU CITYKObI
MoJIb30BaTeNei Opannmayspa ISA-cepBepa, mpemocTapisis IOCTYII Ha ypOBHE

OTHeNBH 51X TT0JIb30BaTe e, a He mpocto IP-aapecos, uro
ofiecney 1paeT 00jiee TOUHOE YIIPaBIEHUE TOCTYIIOM KaK JIJIst
BXOIALETO, TAK M UCkonguero TpaduKa Uil BCeX MPOTOKOJIOB

MpakTukym. MpeseHTaums, nocesuiesxas ISA-cepeepy

Ceiiyac Bbl MOCMOTPUTE 15-MUHYTHYIO MYJIbTUMEIUNHYIO PE3CHTALUIO, 1IOCBALIEH-
HYIO BO3MOXHOCTSIM M rpeuMy necTsaM ISA-cepsepa. [1s1 3TOro mBaXibl LIEIKHHUTE
(aiin ISA_Demo.exe, pacnonoxeHHbii B nanke \Exercises\Chapterl\ Ha mpuiaraemom
K KHHUIe KOMIMAKT-JHCKE.

Pesiome

ISA-cepBep 1m0O3BOJISIET CO3MaBaTh pellieHUs MOAKII0UeHUs K MHTepreTy MacinTaba 11eJ10To Mpem-
MPUSATHSI, KOTOPBIE COAEPKAT YCTONYMBD ii MHOTO(DYHKIIMOHAIBHBINA OpaHIMay3p U MacIITabu-
pyembiii Web-kamr miist yckopeHust pabo1rur B UHTepHere. Bpanamaysp u cepBep K3IIMPOBaHUS
Web-conepXrumMoro MOXHO pasBepThiBAT> KaK M0 OTAEJIbHOCTH, TaK M COBMEIIATL — BCE OIpe-
NIEJISIETCST IPOEKTOM CETU M TPeOOBAHUSIMU 3aKa34MKa.

ISA-cepBep mocraBisgercss B ABYX BepCHUAX, YTO TMO3BOJISET YAOBICTBOPUTH JIOObIC OU3HEC-
TpeboBaHUS U TpeOOBaHUS K MpoekTaM ceTeil 3aka3duuka. ISA Server Standard Edition mo3BoJisi-
eT obecreynTh GYHKIIMKM OpaHIMay3pa ¥ cepBepa KIIMIMPOBAHMS U MPEANPUATHS B HEOOIb-
LIMX KOMITAaHUSX, padouMX IpyInax v otacnsueix noapasaeneHusix. Bepcust ISA Server Enterprise
Edition npeaHa3zHaueHa s 6ojee KPYMHbBIX OpraHM3alMidi U SBJsSeTCS MaclITabupyeMbIM pe-
LICHKMEM C IOAAEePXKKOI OpaHaMayapa u cepeepa Web-Ka1uupoBaHus 61arogapst moaaepxKe MHO-
rOCEpPBEPHBIX MACCHUBOB U MHOTOYPOBHEBBIX IOJUTHK.

PazButble pyHk1nu 6e3omacHocT ISA-cepBepa 0a3upyloTcs Ha MOLIHBIX BO3MOXHOCTAX 0a3
JaHHBIX 6e3omacHocTH B Windows 2000 1 nozBoisi0T KOHGUTYpUPOBaTh MpaBKiIa 6e30MacHOC-
TH, OCHOBaHHBIC Ha KOHKPETHBIX THIaX rpadrKa Ha ypOBHE OTIEIbHBIX ITOJb30BaTEICi, KOM-
nblotepoB uiu rpynn Windows 2000.

Konconb ynpasnenus ISA Managem:nt obecreyrBaeT MPOCTOTY YIpaBlieHUs OpaHaMayd-
poM u kaieMm ISA-cepsepa. OHa Gasupyercsa Ha KoHcoau MMC u oObenMHSET BCe ¢phiyary
ynpaBieHusi» ISA-cepBepoM, IMO3BOJSISA LIEHTPAJIM30BAaHHO KOHTPOJMPOBATH €ro paboTy ¢ IO-
MOILbI0O MACTEPOB M IAHENEeH 3afaHuil, KOTOPhIE CYLIECTBEHHO yIPOLIAIOT Hauboiee MOMyIsp-
HBIC NIpolieayphl ypaBieHus. ISA-cepBep Takke oOeciiesyBaseT MOIITHBIC CPEACTBA YIIPABICHMUS
0e301MacHOCTbI0 Ha OCHOBE MOJUTHUK. AIMUHUCTPATOPHI IOJYYalOT BO3MOXHOCTh YIIPABISAThH
JOCTYIIOM M IIPOIYCKHOM CIIOCOGHOCTBIO, OMpEAesis X s JIOObIX CYIIECTBYIOIINX IEMEHTOB
MOJUTUKUA — II0JIb30BaTE/Ieli, KOMIIbIOTEPOB, IPOTOKOJIOB, TUIOB MHGOPMAaHOHHOrO HAIoJ-
HeHwusl, pacnucanuii 1 Web-ysnos. Hakoren, [SA-cepsep — 310 upe3BbIUaiiHO rMbKasi pacilu-
psiemas miaTdopMa ¢ COOCTBEHHBIM KOMILIEKTOM pecypcoB mjs paszpadoryukoB (SDK) u Habo-
POM TUITOBBIX CLIEHAPHMEB, KOTOPHIC MO3BOJISIOT HACTPpaMBATh apXUTEKTYPY MOAKIOYeHUS K UH-
TepHETY B COOTBETCTBUM C TTOTPEOHOCTSIM OM3Heca.
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3anstue 2, bpangmayap Ha O6ase ISA-cepsepa

MHTepHET MpeaoCTaBIIsIeT OPraHM3alusIM HOBbIE BO3MOXHOCTH CBSI3M C KJIMEHTAMU, TTapTHEpaMu
U COTPYAHUKAMU, OAHAKO €ro UCIT0Jb30BaHUEC CBA3aHO C ONMPEACICHHBIM PUCKOM U TPYIHOCTAMM,
YTO BBI3BIBACT HeOGXOﬂI/IMOCTI) TNIPUHATUA JOIMOJTHUTCIBbHBIX MEPD IJI4 obecrieueHusI 6C3OHEICHOCTI/I,
MPOU3BOJUTEILHOCTU U yIpaBisieMOCTU. BMmecte ¢ poctoM momyisipHOocTH MHTepHeTa pacTyT U
TpeOOBaHUSI K MPOU3BOAUTEIBHOCTH M Oe3omacHocTu. bpanmmaysp ISA-cepBepa mosBosser pe-
IIUTb MHOTHE CBSI3aHHBIE C 3alIUTON Hp06HCMbI, mpeaocCTaBJisid BO3MOXHOCTHU IO YIIPAaBJIICHUIO
JOCTYIOM KaK M3BHE K KOPIMOPAaTUBHBIM CETEBBIM pecypcaM, Tak M U3 CeTH K cepBepaM B MHTep-
HeTe. YIpaBiieHHe OOCTYIIOM OCYLIECTBJISIETCS HAa OCHOBAHMHU IIPAaBMJ, PeaJu3yeMBIX COIJIACHO
HaCTpaMBaeMbIM IMOJUTHUKAM, YKCIO KOTOPHIX MPAKTUYECKU HUYEM HE OTPAaHUYEHO.

M3y‘WIB mMaTtepuan 3T0oro 3aHsaTus, Bbl CMOXeTe:

I pacckasats o TpexypoBHeBo# ¢unbTpanuu Ha ISA-cepBepe;

D pacckasatb 0 BCTpoeHHBIX puiibTpax mpuioxeHuit Ha ISA-cepsepe;

D onwucars Tunsl o6HapyxuBaeMbix ISA-cepBepoM arak Ha ypoBHE TMAaKeTOB U Ha YPOBHE
MPUIIOXEHU.

MpoaoMmKUTENbHOCTb 3aHATUSA — OKONO 35 MUHYT.

Metoapl dunbTpaumm

bpannmaysp obecrneuynBaeT 3alIUTy, MPUMEHSS pa3uyHble METOAb GUABTPAIMU, B TOM HHUCIE
(GUILTPALMIO TMaKeTOB, HU3KOYPOBHEBYIO (UIBTPALMIO MPOTOKOJIOB M (QuiIbTpanuio Tpaduka
npunoxeHuit. Ha pa3Butsix OpaHaMayspax MpeanpusiTusi, K Yucily KOTOpbIX oTHOcUTCST ISA-
cepBep, 3TU METOIbl OOBENUHSIOTCS Ui 00ecreueHus] 3aIlUThl HA MHOTMX YPOBHSIX CETH.

®unbtpauua IP-naketoB

OuUabTPHI MAKETOB TO3BOJISIOT YIPABISATh BXOAANIMM U UCXoAAIUM noTokamu [P-makeToB yepes
ISA-cepBep (puc. 1-4). Ilpu BKIIOYeHHON (DMIBTpallMM TMaKeTOB (BKIIOYCHHWE M OTKIIOUEHME
dubTpay BEITIONHSIeTCS B nraoroBoM okHe IP Packet Filters Properties) Ha BHenTHeM MH-
Tepdeiice UTHOPUPYIOTCS (TO €CTh He MPOIYCKAITCs) BCe MaKEThl, MPOXOXICHNE KOTOPHIX He
paspeieHo ssBHO. CucTema rnepexBaThiBaeT U OLIEHUBAET MaKeThl 10 TOrO, Kak OHU IMOManyT Ha
Oosiee BBICOKMI ypoBeHb OpaHAMaydpa WM Ha GUILTP MPUIOXKEHUN.

3aronosok IP 3aronoBok MonesHble gaHHble
UDP/TCP

Kro otnpasun? Kyna? Kakoit cnyx6e/npunoxeHuio? Kakue AaHHble?

Puc. 1-4. @unstpauns IP-nakeToB

CkoHburypupoBaB ¢GuibTphl 1P-11akeToB Ha paspelieHre MepechUIKI JTUIITb OrpaHMYEHHOTO
Yycia BIOJHE ONpeaeIeHHBIX TUIIOB MaKeTOB, Bbl CYIECTBEHHO MOBBLICUTE 3aIIUIIEHHOCTh CBO-
eit cetn. @uipTpanus [P-makeToB TakKe MO3BOJISIET OJIOKMPOBATh TPAPUK OT KOHKPETHBIX Cep-
BepoB MHTepHeTa M He MPOIYCKaTh IAKeThl, KOTOPHIE SBHO OTHOCATCS K Hambojee MOIyNIsip-
HBIM BuAaM atak. KpoMe Toro, BaM IpemoCTaBIsIeTCs IIPaBO 3a0JOKHMPOBATh ITAKETHI, alpeco-
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BaHHbIC OMpeAeIeHHBIM ClyX0aM BO BHYTpeHHE ceTd, B ToM unciae Web-nipoxcu, Web-cepse-
py uau nouyroBomy SMTP-cepeepy.

q)l/lﬂprbl IP-nmaketoB NOoAACPKUBAIOT aHAJIU3 ITaKETOB HA OCHOBAHUU TAKUX KPHICPHER, KaK
TUII CITYXKObI, HOMEP MOPTa, UMSI KOMITEIITEPa-HCTOYHHMKA UM KOMIIbIoTepa-TipueMHuKka. ®Ouiib-
Tpbl [P-makeToB cTaTuyeckue, TO €CTh OHU MPUMEHSIIOTCS K OTIPeieIEHHBIM TTOPTaM U He U3Me-
HSXOT CBOUX CBOﬁCTB, MOCTOSAHHO INpoInyCcKas WiIu 6)10K1/1py$1 IMaKeTbl COTJIACHO 3aJaHHbLIM KpHU-
tepusiM. Paspemaionine Guabtpsl (Allow) GecrpenaTcTBEHHO MPOMYCKAIOT Bech TpaduK uepes
yKa3aHHBIA MopT, a 3anpeinaioure (Block) — moJHOCTBIO OJOKUPYIOT.

Npumesanne Jlaxe ecaM GUIBTPAIMs MAKETOB OTKITIOUEHA, CBSA3b MEXIY TOKATLHOU CEThIO U
HHTepHETOM CTAaHOBUTCSI BO3MOXKHOM TOJIBKO TIOCJIE TOTO, KaK Bbl CKOH(UTYpHUpYeTe IpaBuiia
MIPOTOKOJIA Ha SIBHOE pa3pelleHre A0CTyIa.

@dunbTpauua Ha ypoBHE KaHanoB (MPOTOKONOB)

TpenycMoTpeHa BO3MOXHOCTh KOH(BUIVpUpoBaTh (UIBTPALIMIO HA YPOBHE OTHE/NBHAIX TIPOTO-
KOJIOB TpadMKa, TPOXOIAIIIETo Yepe3 [SA-ceppep, HACTPOMKONM TIPaBUJI TTOJUTHKHU JOCTYIIA 1
npaBua nyGunkaran. Kak mokasaHo Ha puc. |-3, 3Ta 0COGEHHOCTD MO3BOJISIET KOHTPOJIMPOBATh
CEaHCHI, a He MPOCTO OTAEJbHbIE TOAKIIOUEHUS WM MakeThl. CeaHC 4acTO OXBAaThIBAET MHOTHE
TMONKIIOYCHUST — TaKUM 00pa3oM 0OeCTIeUMBAETCSl PS BaXHBIX IPEUMYIIECTB U KIUSHTOB
OpaHmMayspa, paboTAIONIMX MO YIpaBIeHUEM OTIepallMOHHBIX cucTeM ceMeiicTBa Windows.

OCcHOBHOE NOAKMOMEHNEe -

e o
3 e T —

Knuent

Puc. 1-5. ®wisTpanus ceaHcoB Ha YPOBHE KAHAJIOB WM CEAHCOB MOXKET OXBAThIBATh
HECKOJIBKO NMOJKJII0YeHUH

[AvHamunyeckaa ¢punbTpaums

I1SA-cepsep moaaepXuBaeT AMHAMUYECKYIO (PUIBTPAIMI0O HA OCHOBAHUY MPaBUJI MOJUTUKU JO-
cTyma ¥ mpaBui myoaukauuu. OHa MO3BOJISIET aBTOMAaTUYECKU OTKPbHIBATh MOPTHI TOJbKO Ha
BpeMsI CBSI3U U 3aKpbIBaTh MOCTIEe pa3phiBa MOAKIIOUeHUs, biarogapst Takomy noaxomy MUHUMU -
3UPYETCSl YMCI0 OTKPBITHIX TIOPTOB BO BCeX HATIPABIEHUSIX U 00eCTIeYrBAETCS BBICOKUI YPOBEHb
3alIUTHI CETU.

@unpTpalig Ha YpOBHE KaHAIOB 00eCreyrBaeT BCTPOSHHYIO MOJAEPXKKY TAKUX MOAIEPXKUBAIO-
LIMX JOTOJIHUTENIbHBIE MOAKII0UEHHUs MTPOTOKOI0B, Kak FTP u mpoTokojbl norokosoil nepena-
yr MyJabTUMeara. OCHOBHOE U JOTOJHUTENIbHbIE MOIKIIOYeHUs TPOTOKOJIAa YKa3bIBAIOTCS He-
MOCPEACTBEHHO B MOJIB30BATENILCKOM MHTepeiice 6e3 KAKOro-JIudo JOMOJHUTEIHLHOIO IIPOrpam-
MMPOBAHUS WJIM TIPUMEHEHMS CPEICTB CTOPOHHMX MOCTABIIMKOB. B mpoliecce HACTPONMKYU BbI
MOXETe OTpeNeJIUTh HOMEp MOopTa WM WX AUana3oH, TUM npoTtokoja, npotokoa TCP uiu UDP,
a TaKKe HampaBJIeHUe — BXOISIIEe WU UCXOISIIIee.
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®dunbTpauma Tpaduka npunoxeHui

Haubonee cioxHblit BapuaHT yripasjieHUs TpadrKoM yepe3 OpaHamMaysp — 3TO 3allUTa Ha yPOB-
He npuioxeHuii. KauecTBeHHbIe (DUIBTPHI MPUIOXKEHUI MTO3BOJISIOT aHATM3UPOBATh MOTOK aH-
HbIX KOHKPETHBIX MPWJIOKEHUMN U BEITTOIHATE OCOOBIE, XapaKTepHbIE IJIs1 JTaHHOTO MPUIOXKEHUS
Onepalnn, HampuMep KOHTPOJb, SKpaHUPOBaHUE WM OlloKMpOBaHWE, IIepeHanpaBieHue Uin
MoIM(MUKALINIO JaHHBIX ITPU UX MPOXoae Yepe3 OpanaMaysp. Kak mokaszaHo Ha puc. 1-6, 3TOT
MeXaHU3M TPUMEHsIeTCS AJIs1 3alIUThl OT TAKMX YIpo3, Kak Hebe3omacHble KoMaHabl SMTP uiu
aTaku Ha BHyTpeHHUe cepBepbl DNS. Bo Bcex cpeacTBax CTOpPOHHUMX MTOCTaBIIMKOB, MpelIHa3Ha-
YEHHBIX [UISI TIEPEKPBITUS JOCTYMa K OMpEAEICeHHOMY COAEPXAHUIO (IKPAHUPOBAHWE), B TOM
yuce st OOHapyKeHUsI BUPYCOB, JIEKCMUECKOTO aHa/In3a U Kiaccudukauuu Web-y3ios, Mpu-
MeHs0TCcs Web-GuabTpsl U GUABTPHI MpUIoXeHUs. TakuM 06pa3oM 3TU JOMOJHUTENbHbIE MPO-
rpavMHBIE CPEACTBA PACIIMPSIOT (PYHKIMOHATbHBIE BO3MOXHOCTH OpaHIMayapa.

HTTP: 3anpewexHsii Web-y3en

— e —————
_r‘,'m Y p—

e HTTP: Bupyc

HTTP: ATakanepenosiHeHus 6ypepa
30HHON NepepayYm

SMTP: Komanwna VRFY*

KopnopatueHbIn
cepBep

Puc. 1-6. PuabTpaunus Ha ypoBHE NMPUJIOKEHUM

B cocraBe ISA-cepBepa mocTaBIsIIOTCS pa3IMYHbIe BCTPOEHHBIE (PUILTPHI TpahuKa IPUIOXKEHUI.

- @®uibtpsl peaupekropa HTTP ynpasisior nepecsuikoit npssmbix HTTP-3anpocos ot 6paHa-
Mayapa 1 kiaueHToB SecureNAT k Web-npokcu. TakuM oOpa3om obecreurBaeTcs «IIpo3pay-
Hoe» KAIIMPOBAHME JUISl KJIIMEHTOB, KOTOPhIE HE B COCTOSIHMM TepeKOH(MHTIYPHPOBATE CBOM
Opay3ep Ha IepeHanpaBjeHue 3anpocoB Ha Web-npokcu.

= DuIbTpbI A0CTYNA MO MPOTOKOTY FTT mepexBaThiBalOT U MPOBEPSIOT JaHHbIe MpoTokonaa FTP.
PaGoratoniast B pexxuMe siipa MOJACUCTEMa Iepeladyn JaHHBIX 06ecreyrBaeT BHICOKYIO CKO-
POCTb JUIs1 pa3pellieHHOro Tpaduka.

«  @uabtpet SMTP nepexBaThIBalOT ¥ MPOBEPSIOT TpaUK 3JIEKTPOHHON IOYTHI, Mepechliae-
Moii 1o nporokoiay SMTP, Takum 06pa3oM 3alluiiasi MOYTOBbIE cepBephl OT aTak. PUIbTp
pacrno3HalT Hebe30macHble KOMaHIbl M CIOCOOHBI MPOBEPSITH COOOILEHUSI BJEKTPOHHOIA
MOUTHI Ha TPEAMET 3alMpelleHHOTO COAEePXKaHUsI WIM MPEBbIILIEHUS pa3Mepa U 0TOpachiBaTh
Takue coabliuer s 10 TOro, Kak OHM IOCTUTHYT MOYTOBOTO CepBepa.

»  @uastpel SOCKS nepechuialoT B cityxk0y 6GpaHamayspa ISA-cepBepa 3armpochl OT ITOAIEPKI-
aromux SOCKS 4.3 npuinoxeHni Ha KIMEHTCKMX KOMITbIOTepax 0¢3 YCTaHOBJICHHOIO KJIH-
eHTa OpaHnmayspa. Joctyn npunoxeHus kiameHTa SOCKS k MHTepHeTy ynpaBiisieTcsl Tipa-
BUJIAaMU MOJUTUKU AocTyna. B otaumuue ot Winsock, SOCKS nmoaaepkuBaeT Bce KIMEHTCKUE
ruiatopmbl, B ToM uyKcie Unix, Macintosh 1 HecTaHAapTHbIE BBIYMCIUTEIbHBIE YCTPOMCTBA.

- @uuptpel RPC oGecrnieynBaioT CI0XHYIO (UIbTPALMIO BHI30BOB YAAJCHHBIX MPOLEAYP IS
orpeaesieHHbIX MHTepdeiicoB, BHIOOP KOTOPBIX OIMPEAENSIeTCs] aiMUHUCTPATOPOM.
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- O@umptpel H.323 nepenanpapnsior H.323-nakeTsl ¢ JTaHHBIMU MYJbTUMEINA U TeJeKOH(be-
PEHUCEA3YW W YIPABISET BbI30BaMHU, B TOM 4YMCJIE TO3BOJISIIOT OOCIYXMBaTh BXOIALIHE 3a-
MPOCH U TOOKJIIOYAThCS K ompeneleHHOMY npuspamuuky (gatekeeper) H.323.

«  (DWILTPbI MOTOKOBBIX MYIETHME INIHLIX IAHHBIX TTOJIEPKUBAIOT OTPAC/IEBbIC CTAHAAPTHI, B TOM
yucie Microsoft Windows Media Technologies 1 06a TOTOKOBBIX IIPOTOKOIa KoMIaHuU Rea-
INetworks — PNA (Progressive Networks Audio) m Real-Time Streaming Protocol (RTSP).
OHM TaKXe MpeNoCTaBISIOT MOIb30BATEISIM BO3MOXHOCTb pa30MBaTh (pa3MHOXaTh) OHJIAM -
HoBble motoku Windows Media u ta<us oOpa3oM 3KOHOMUTh TOJOCY MPOMYCKaHMUS.

«  @unbtpsl npotokosia POP u o6Hapyxenus atak Ha DNS pacmo3HaioT U 6JI0KMPYIOT MHOTUE TUIIBI
aTaKk Ha BHYTPEHHHWE CEpBEphbl, B TOM UMCIic TepernonHeHue Oydpepa mMeHu y3na B DNS, mepe-
rosiHeHue Oydepa 30HHOI epenayu u 0ydepa moutoBoro mporokoia POP (Post Office Protocol).

ITpuBpatHuk Gatekeeper H.323 mcmonb3yeTcss coBMeCTHO ¢ GuabTpoM mpotokoma H.323 mis
MOJAEPXKKHN BCEX BO3MOXKHOCTEN CBS3M -apervcTpupoBaHHbiX KineHToB H.323 ¢ mpumoxeHus-
MU, COBMeCTMMBbIMM C mpuBpatHukoM H.323, mampumep NetMeeting 3.x. [lpuBpatHuK mnpemo-
CTaBJISIET 3apETMCTPUPOBAHHBIM KJIMEHTAM YCIYrd MO MapUIpyTU3allMU BbI30BOB M JOCTYIY K
KaTaJory afpecaTtoB, a TAKXe MO3BOJISIET M0 U3BECTHOMY TICEBIOHUMY CBSI3aThCsl C HUMU IPYTUM
kaueHTaM. KnueHThl, 3apeructpupoBaBiuuecs Ha H.323 Gatekeeper, mojydyaioT BO3MOXHOCTb
KCTIOJIb30BAaTh €T JJIsl YUaCTUsl BO BCTpeYax ¢ MpUMEHEHUEM BUIEO, 3ByKa U JaHHbIX B JIBC u
I'BC, uepe3 6panamayaspsl u MHTepHeT. Hactpoiika npuBpatHuka Gatekeeper H.323 BbimosHs-
ercst cpenctBamu KoHcomm ISA Management B yzne H323 Gatekeepers (puc. 1-7).
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Puc. 1-7. Kondurypuposanue npuspatnukoB H.323 Gatekeeper

Ha ISA-cepBepe onpeneneHbl okoso 100 mpoTOKOJIOB MPUIOXKEHUIA, KpOME TOT0, aiAMUHUCTpA-
TOpaM TPEIOCTaBICHO MPABO OMPEAEATh TOMOJHUTEIbHBIE TIPOTOKOJBI, 3a1aBasi HOMEP W THUII
nopra, npotokon — TCP unu UDP — u nanpasnenue. [logmepxka IpoTOKOJIOB C 100aBOYHBI-
MU (BTOPUYHBIMU) TTOIKITIOUEHUSIMHU obecrieunBaeTcs: cpeactBamMu [10 kineHTa OpanaMayapa
WY GUIBTPA IPUITOKEHUH.
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MpaBuna nponyckHoi cnoco6HOCTU

IIpaBuia MPOMYCKHON CIMOCOGHOCTH OIPENENISIOT MPUOPUTETH MOoAKII0YeHui. CpencTsa yrpas-
JICHWST MPOMYCKHOM crmocoOHOCThIO ISA-cepBepa He OTpaHUYUBAIOT €€, a JUIb HHOOPMHUPYIOT
cnyx0y kauectBa obcayxkuBaHus (QoS) Windows 2000 o mpuopuTeTax TeX WJIM MHBIX CETEBBIX
MOAKIoYeHUH. [TONKI0YEHUAM, ¢ KOTOPBIMU He CBSI3aHBI HMKaKHe TpaByia IPOTMYyCKHOM CITo-
COOHOCTH, TIpPUCBAMBaETCs MPUOPUTET MO yMoOJYaHUI0. JIto6oe MOIKII0YeHWE C TAKUM IpaBu-
JIOM TIOJTb3yeTCs MPEUMYIIECTBOM Tepen MOAKIIoUYEeHUEeM ¢ TPUOPUTETOM IO YMOJYaHUIO.

WuterpuposanHas noaaepxka VPN

ISA-cepBep objieryaer amMUHUCTPATOpaM YCTAaHOBKY M oOecriedeHHre 0e301acHOCTH BUPTYaJTbHBIX
yactHbIX ceTelr (VPN). Kak mokaszano Ha puc. 1-8, VPN — 3T0 pacmimpeHue 4aCTHOM CeTH, [1poO-
CTUPAIOILEECs MaJeKo 3a ee Tpeaeibl Yyepe3 COBMECTHO HCIOJb3yeMble WM OOIIeTOCTYITHBIC
ceTH, Takue kKak MHaTepHeT. VPN M0O3BOJACT TepechliaTh TaHHBIE MEXIY IBYMS KOMITLIOTEPaMK
yepe3 OTKPHIThIE CETH TaK, KaK 3TO MPOWCXOAMT IO CBSI3M THUIIA «TOYKAa — TOYKa* B YaCTHOM
cetu. ISA-cepBep MOXHO CKOHGUTYpUPOBaTh Kak cepBep VPN 115 obecrieueHus1 6€30macHoit
CBSI3U MEXIY LUTIO3aMU VI JJISI TOJNEPXKKU YIaJIeHHOTO HOCTYIa MeX1y KJIMeHTaMU U 1UTI03a-
mu uyepe3 MHTepHer.

NokanbHsM ISA-cepeep
JlokaneHan ceTe

VYnaneHHas cetb

Puc. 1-8. Tlomaepxka VPN cpencrBamu ISA-cepBepa
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Ha ISA-cepBepe B JIOKaJIbHOI CETH BBITIONHSIETCSI MacTep co3MaHus JioKanbHoit VPN, a Ha
ISA-cepBepe B ynajieHHOI ceT — MacTep co3naHus ynaieHHoit VPN, ISA-cepBepbl nonkmo4a-
I0TCSI K CBOMM UHTepHET-nipobaiizepam ([SP). B mporecce ooOMeHa nHdopmalmeil fTaHHbIE UH-
KaIcylIupyloTcs U nepechuiarotes yeped VPN-tyunens. OcHOBaHHbIE Ha OTpacieBbIX CTaHAA-
prax ciyx6el VPN B Windows 2000 rnojmnepxisaioT TyHHelIbHbIe MpoTokoiasl PPTP u L2TP/
[PSec. DTH MPOTOKOJIBI UCIONB3YIOTCS IS VIIPABICHWS TYHHEISIMU M MHKATICYISIIMM YaCTHBIX
JaHHBIX. 1g co3manus mojaHoueHHoro VPN-nomioueHisg fTaHHbIe, TepechiiaeMble 110 TYHHE-
710, cenyer mmdpoBaTh.

BcTpoeHHble MexaHU3Mbl OOHapY)XeHUsi BTOPXKEHUIA

B ISA-cepBep BCTpoeHBI MEXaHU3MbI, KOTOpbIE MO3BOJSIOT OOHAPYXMBATh aTakKi Ha CeTh. Al-
MUHHUCTPATOPBI OpaHAMay3pa O0BIUHO O PeAe/iAIOT ONOBEEHUA, THULIUUPYEMbIE TPU 00HApPY-
KEHUU BTOPXKEHMs, a TAKXE OTBETHBIE N2iicTRI, NpeaNpUHUMaeMble CUCTEMO. B dncie moc-
JIETHUX — OTIpaBKa co06mieH s aMMUHUCTPATOPY 1O 3JIEKTPOHHOW TIOUTe MW Ha MemKep,
OCTaHOBKa CIIyXOBI OpaHAMayspa, CO3laHMe 3amucu B XypHane coObrtmii Windows 2000 wmin
3alyck 3apaHee OmnpelesieHHOW mporpaMMbl uiu cueHapus. OOHapyxeHue BTOpxeHUN Ha ISA-
cepBepe BHITTOJNHSAETCS KaK Ha YpOBHE (DMIBTPOB MAKeTOB, TaK M (DUIBTPOB MPUIOXKECHMIA.

Mpumeyaune  OyHKIMKM OOHAPYXEHMS BTOPKeHHIT ISA-cepBep OCHOBBIBAIOTCS HA TEXHOJIOTUH,
MOJIYYEHHOH TI0 JIMLIEH3UU OoT KoMmaHuu [nternet Security Systems Inc. (ISS), pacronoxeHHO! B
Atnante, mrar Ixopmkus (agpec B MiHtepHete — hiip.//www.iss.net).

OOHapyXXeHne BTOPXEHWIA ¢ NomMoLysio GUNLTPOB NaKeToB

IMepeuncieHHble qajgee TUIBI aTak [SA-ceprep oOHAPYXKMUBAET Ha YPOBHE (DUILTPOB IAKETOB.

¢ CkaHHpoBaHHe BcexX MOPTOB (port scan) — IOMbITKA MOAKIIOUUTLCS K OOJIbLIEMY YUCITY MOp-
TOB, YeM HACTPOEHO Ha CepBepe.

® Araka mepevyHcjieHHs nopToB (enumerated port scan) — IOIbITKA MEePEeYMCIUTh BCe paboTalo-
1I1e Ha KOMIMbIOTepe CIyXObl MyTeM HampaBjieHUs 3alpoCcOB Ha Bce MOPTHl U TMOJTYYEHHUS
OTBETOB.

e [P-araka 0e3 co3nanus noakmouenuss (IP hall scan) — BbIMosHSIETCS MHOTO MOMBITOK MOJ-
KJIIOUUTHCS K aTaKyeMOMY KOMITBIOTEPY, OJHAKO aTAKYWUIHH YKIIOHSETCSI OT CO3IaHUSI MO/~
Kio4yeHust. Takum 00pa3oM Hamnanaiokii MhITaeTCsl 0OHAPYXUTh OTKPBITHIE OPTHI U MPU
9TOM M30eXaTh PerucTpallui TMOIKIOUEHUS CUCTEMON.

e Araka c o6parHoii aapecauneii (land attack) — mpenycmatpuBaet co3nanue TCP-noaxiove-
HUSI, B KOTOpOM JIOXHBIN [P-aapec u mopt ncroynuka cosnanaer ¢ IP-ampecom 1 HomMepom
MopTa aTakKyeMoro Kommbiotepa. B mexoTtophix peanmzauusx npotokosa TCP takas ataka
BBI3bIBAET 3al[MKJIMBAHUE U aBAPUNHBIN OTKa3 KOMIIbIOTEPA.

¢ «Ping cmeptu» (Ping of Death) — k makeTy 3anmpoca uiu KOHTPOJISI CBSA3M (ping) MO MPOTOKO-
ny ICMP (Internet Control Message Protocol) n1o6aBisiioTcs U30bITOUHBIE JaHHBIE. YCIIell-
HO BBITIOJTHEHHOE HaraJieHUe TIPUBOIUT K TIEpETioIHEHUIO OycdhepoB sipa MpHu TOIbITKE OT-
BETUTh U aBapUUHOMY OTKa3y KOMIIbIOTEpA.

o UDP-6omba (UDP-bomb) — oTnpaBka aTakyeMoMy HekoppekTHoro UDP-nakera. B Heko-
TOPBIX PaHHUX BEPCUSIX ONepalMoHHbIX cucteM monydeHue UDP-naketa ¢ ommOOYHBIMU
3HAYEHMUSIMU B OTIPeNieIeHHBIX MONAX nbizbisacT paspymerne OC,

® Araka nmepenayu cpoynbix AaHHbIX B Windows (Windows out-of-band attack) — npeanpurnma-
€TCsl B MOIBITKE BbI3BATh OTKAa3 B 0OC/IYy>XMBaHUM KOMIIbIOTEpa, 3alluiieHHoro [SA-cepse-
poM. YcreurHoe HamaJeHue BbI3bIBACT aBAPMIHBIN OTKa3 KOMIIbIOTEpa WM HapylleHHe €ro
MOAKJIOUEHUS K CeTHU.
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Ha ISA-cepeepe Takke MpeaycCMOTPeHbl (UIBTPHI MPUIOXeHUN ¢ nonnepxkroit POP u DINS,
KOTOpBIE aHAM3UPYIOT Bech Exo/sinmil TpahuK Ha MpeaMeT ooHapyXeHMs atak. OuibTp oOHa-

pyxeHus atak Ha DNS mepexBaTeiBaeT U aHanu3upyeT Bech Tpapuk DNS, HampaBlieHHBIH BO
BHYTpeHHIOIO ceTb. PWIbTp 0O0HapyxkeHUs atak 1mo POP mepexBaThIBacT U aHaIUM3UPYET BeCh

tpaduk nporokosa POP, noctynawonivii Bo BHYTpeHHIOI ceTb. DUIbTpbl KOHGUTYpUPYIOTCS
Ha 06Hapy>|<eHMe TUIIOB aTakK, ONMCaHHbIX JaJIce.
e Tlepenoanenue Oydepa umen y3108 B DNS (DNS Hostname Overflow) iporcxonur, Korma oT-

BeT DNS Ha 3ampoc MMeHHU y3/1a NpPEeBbIILACT YCTAaHOBACHHYIO AAMHY. [lpunoxeHus, He Mpo-
BepSIIOIIME AJTMHY UMEH Y3JI0B, MOTYT, BO3Bpalllasi CIMIIKOM AJTMHHOE UMSI, BbI3bIBATD Mepe-
MOJIHEHME BHYTPEHHETO Oydepa, 4TO MO3BOJISET yIaIEHHOMY 3JI0YMbBILIIIEHHUKY BBITIOJHSTh
CBOM KOMaHJIbl Ha aTaKyeMOM KOMIIbIOTEpE.

¢ Tlepenonnenue Oyepa nomepa y3na B DNS (DNS Length Overflow) oGycioBieHo orpaHU4YeH-
Holt 4 6aiitamu nauHoi nosst IP-aapecoB. CoznaBas otBeT DNS Gosnblieit JJIMHBI, HEKOTOPbIE
npujoxeHus novcka B DNS nepenofHS0T BHyTpeHHME Oydepsl, TpeaocTaBisisa yaaleHHOMY
3JI0YMBIIIIEHHUKY BO3MOXHOCTb BBIITOJIHUTD €10 JIIOObIe KOMAaH/IbI.

o  3onnas nepenaua B DNS (DNS Zone Transfer) ¢ npuBuierupoBaHHbIX IOPToB <C HOMEpaMH
1—1024) BeImonHsETCS, KOraa npuioxeHre KimeHta DNS npuMeHsietcst uis iepeaayuu naH -
HbIX 30HbI ¢ BHyTpeHHero cepeepa DNS. Homep mopra ucTouHMKa OTHOCUTCS K AMANAa30HY
MPUBUJIETMPOBAHHBIX HOMEPOB MOPTa, YKa3blBasi Ha KIMEHTCKHUIA Tpo1iecc.

e  3ounas nepenaya B DNS cnopros BepxHero quana3ona (¢ Homepamu Gosee 1024) BbInosHsieT-
cs1, Korja npuiaoxeHue kiareHta DNS npuMeHsieTcst aJisl mepenayu 30Hbl ¢ BHYTPEHHETO cep-
Bepa DNS. Homep mopra MCTOYHMKA OTHOCUTCS K IMana3oHy HOMEPOB IOPTOB BEPXHETO
JMana3oHa, yKa3blBas Ha KJIMEHTCKUIA MpoLecc.

¢ [Ilepenosnenune Oypepa POP (POP Buffer Overflow) — Hamagaiommwii mbiTaeTcsl MOJYYUTH
KopHeBoii noctyn K cepepy POP myrem mepenosHeHusi BHyTpeHHero Oydepa Ha cepsepe.

BesonacHas nyonukaums

st 00paboTKK Ex0isiiMX 3aNIPOCOB Ha BHYTpeHHME cepBepbl, Hanpumep SMTP, FTP, cepseps
0a3bl MaHHBIX U Opyrue, Ha ISA-cepBepe mpuMeHseTCsS MeXaHU3M ITyOJIMKaIlMK CepBepOB. 3aIpo-
Chl TIEpPEHANpPAaBJISIOTCS BHYTPEHHEMY CepBEPY, PACIOJOXEeHHOMY HUXe Mo uepapxuu, yem ISA-

cepsep.
[lybnukauusi cepBepoB MO3BOJISIET ONMy0JMKoBaTh B IHTEpHETe MpakTUYECKU J1I000i KOM-
nLioTep BHYTpeHHel cetu. [Ipu 3ToM 3ammra He HapyiuaeTes, TaK KaK BCe BXOASILUE 3dTIPOCEH]

1 HCXOISIINE OTBETHI IpoXomsar depe3 [SA-cepsep. Ilpu myOnukamuuy cepbepa KOMITBIOTEPOM
ISA-cepBepa, ero IP-anpecom daktmuecku cranosutcs anpec ISA-cepBepa. [locerurenm, 3a-
NpalluBaloLKe 00beKThl, MoJaraloT, yTo obduawTcs ¢ ISA-ceppepoM — KoMmmblotepoM, IP-an-
pec KOTOPOro OHM KCIIONB3YIOT, a Ha CAMOM [ieJie B3aMMOZEHCTBUE OCYILIECTBIISIETCS C OMyOIn-
KOBaHHBIM CEPBEPOM.

Hampumep, npm Hanmumu Microsoft Exchange Server m ISA-cepBepa BHI BIpaBe CO31aBaTh
npaBuja MyoJuKalMy cepBepa, B KOTOPbIX OTOBOpeHa MyOJMKalus cepBepa 3JeKTPOHHON MOYThI
B MntepHere. B omucaHHo#i cutyauuu OpaHamaysp ISA-cepBepa NepexBaThIBaeT 3JEKTPOHHYIO
nouty, npuxoasuiyto Ha Exchange Server, a 3Hauut, ISA-cepBep BBHIIISIAUT 111 KIMEHTOB, Kak
cepBep 2JeKTPOHHOM mouThl. ISA-cepBep mo3BondT ¢unabTpoBaTh TpaduK, MepechliaeMblii Ha
Exchange Server, B COOTBETCTBMU C JIIOOBIMU, 3apaHee OTpeAeSeHHbBIMU aIMUHUCTPATOPOM Ipa-
BujaM u nonutukam. Joctyn K Exchange Server HUKOT/a He TIPeNOCTaBISIeT BHEIIHUM T0JIb30-
BaTe/sIM HAIMpsSIMyl0O — CEpBEp PaclojioXeH B CBoed 0e30macHoil cpeie M IMPOAOIKAET E3anMO-
NeiiCTBOBaTh C IPYTMMU BHYTPEHHUM CETEBBIMM CIyXKOaMU HaIpsIMYIo.
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Thasa t

Puc. 1-9 unnoctpupyer, kak onucaHHbIM criocoooM [SA-cepsep mpumeHsietcs st Ge3o-
macHoi nyGnukauuy Web-cepBepoB. Korma xnmenT MHTepHeTa 3anpammBaeT o0beKT Web-cep-
Bepa, 3anpoc Hampasisiercs Ha [P-anpec ISA-cepBepa. I[TpaBuna Web-ny6ankauun, cKoHQUry-
pupoBaHHble Ha [ISA-cepBepe, pacro3HalOT 3almpoc U MEepechLIaloT £ro Ma BHYTpeHHUiT Web-

cepsep.

BHyTpeHHWin cepBep
widgetsinternal

3anpoc widgets. microsoft.com
3anpoc widgets.microsoft

Puc. 1-9. ISA-cepsep 3amumaer ony0/JIMKOBAHHbIE CepBepbl BHYTPEHHEN ceTn

Pe3iome

BpannmMaysp ISA-cepBepa obecrieurBaet (hiILTPALIMIO HA TPEX YPOBHSIX. Bo-TepBbIX, KOHTPOJIU-
pysa npoxoxaenue [P-naketor, ISA-cepBep mponyckaeT uin 6JIOKMPYET IMOIKII0UEHE HA OCHO-
BaHMU MHdOpPMALUKM O TUMe CIyx0bl, HoMepe mopra, MMEHU KOMUBIOTEDA-UCTOUHNKA WIM KOM-
neloTepa-npuemMynka. OuibTpsl naketoB IP cTaTMyHbl: OHU pabOTAIOT NKIIL Ha OMpPEAeIeHHbBIX
MopTax U JIMOO MPOIMyCKaloT, JIMOO0 OJIOKUPYIOT MPOXOXAeHUe MakeToB. Bo-Bropbix, ISA-cepBep
obecrieynBaeT MOIAEPIKHBAIOLIME CeaHChl MeXaHM3MBbl (DUILTpalMK HA YPOBHE KaHAJoB B opMme
MPaBWJI TIOJIUTUKY TOCTYIA U IPpaBUII 1iyGs tikaiiii. DTa 0COOEHHOCTD ITO3BOJISIET BHIIIOIHATD q1-
HaMUYECKYI0 (DMIBTPALIMIO MAKETOB ¥ 00ECIEYUTh MOAAEPKKY IPOTOKOJIOB C J0OABOYHBIMM IO~
KimoueHusIMU. W, naxonen, GuIbTphl Tpagika npuioxeHuit Ha ISA-cepBepe MPUMEHSIIOTCS ISt
aHajM3a MOTOKOB JaHHBIX OTACIbHBIX MPUIOXKEHUI M BBIMOJIHSIOT 0COObIe TIpeoOpa3oBaHUs B 3a-
BUCHMOCTH OT THIIa IPUJIOXEHUS, B TOM YKCJIe KOHTPOJb, 3KpAHUPOBAaHUE WU OJIOKUPOBKY, Ie-
peHanpaBieHue WIM M3MEHEHME JaHHBIX ['PH MPOXoJe uepe3 OpaHaMaysp.

CJ0XHasi MHOTOCJIOMHAsl CTpYKTypa OpaHamayspa ISA-cepsep MO3BOJISIET CO31aBaTh MoOLil-
Hble M TUOKME MOJUTUKMU YMpaBJICHUS AOCTYIIOM, OOHApyxXeHUS BTOPXKEHMit, Ge30macHoOi Imy-
OJIMKAIIMU CEpBEPOB, BBIAEICHMS MPOTYCKHONI CTOCOOHOCTU B COOTBETCTBUU C IMPHOPUTETAMH U
uHTerpauuei ¢ VPN.
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3anatue 3. KawwupoBanue Ha ISA-cepBepe

J1s1 MOBBILIEHUS] TTPOU3BOAMTEILHOCTH ceT Ha ISA-cepBepe peanu3oBaH KaIll, B KOTOPOM Xpa-
HATCSI YacTo 3ampalirBaeMble 00beKThl. UTOOBI B K3Ille pa3Melladuch JaHHbIE, HauboJee yacTo
HCTIOTb3yeMble B KOMITAHUHY 1 3allpalinBaeMble MoJb3oBaTeIsiMu UHTepHeTa, HE0OOXOIMMO €ro
CKOH(UTYPUPOBATh COOTRETCTBYIONIHM 00pa30M.

U3yumB matepuan 3T1Oro 3aHATHA, Bbl CMOXETE:

D o00bscHUTD pa3inuuue Mexay MpsMbIM U o6paTHBIM Web-KalupoBaHueM;

[l pacckasars, kak mportokon Cache Array Routing Protocol ucmomnb3yercs s yiydiie-
HUS TIPoIIeayp KOHGUTYPUPOBaHUS K31a MaccuBa ISA-cepBepos;

D pacckasarh 0 npenMyllecTBAX HepapXuIecKuX KOHGOUTYypalnii K3MMpoBaHs Ha 6a3e
ISA-cepBepos.

MpoAoMKUTENLHOCTb 3aHATUA — OKONO 30 MUHYT.

BbicokonpouasoauTenbHbii Web-kaiu

Cnyxx6a Web-mpokcn ISA-cepBepa momnepxuBaeT Ko1 Web-00beKTOB, KOTOpPEIE BO3BpalIaloT-
cs B OTBET Ha KJIMEHTCKUE 3ampochl. Ecim B Ka1le HeT 3alponieHHOTo 00beKTa, MHUIIMUPYETCS
HOBBII 3alpoc OT MMEeHM KiueHTa. [loixyyuB oTBeT oT ymaneHHoro Web-cepsepa, ISA-cepsep
K3UIHMPYeT €ro ¥ BO3BpAlllaeT OTBET KIMEHTY.

B mpotiecce ObicTporo kamupoBaHus B mamMaTtu ISA-cepBepa Haubolsiee yacTo 3ampalivBae-
Mble JAHHbIE Pa3MEIIalOTCsI B OMEPATUBHON MaMATU KOMIIbloTepa. DTO MO3BOJSET COKPATUTh
BpeMs OTKJIMKA, TaK KaK HYXXHBIE JaHHBIE M3BJIEKAIOTCS M3 MaMiITH, a He ¢ nucka. ISA-cepsep
TakKXe IMMOIAEPXKUBAET ONTUMMU3MPOBAHHBIN K311l JUCKOBOTO BBOJA-BBIBOLA, KOTODPHIM COKpalla-
€T BpeMsI OIepalnii TMCKOBOTO YTEHUS U 3amucu. [lepeuncieHHble METOMUKN YMEHBINAIOT Bpe-
Ms OTKJIMKA W TTOBBIIIAIOT OOIIYI0 MPOM3BOAUTEILHOCTD CUCTEMBI.

Cepaep npamoro Web-kawmpoBaHus

ISA-cepBep MOXHO YCTaHOBUTH B KadyecTBe cepBepa MpsiMoro Web-K3IIMpOBaHMS, KOTOPBIiA
MOANEPXKUBAET AO0CTyl B MHTepHeT KJIMEHTOB BHYTpeHHel ceTu. ISA-cepBep moamepxKuBaeT
LEHTPAJTM30BAHHBIN K3II YaCTO 3anpalinBaeMbix 00beKToB MHTEpHETa, JOCTYI K KOTOPBIM OCY-
LIECTBIISIETCS € JII0OOTr0 Opaysepa Ha KOMIIbIOTEpE, PACTIOJOXEHHOM 3a OpaHAMAay3poM BO BHY-
TpeHHe# cetn. Ha mpemoctaBieHre 00bEKTOB M3 K3IIA YXOIUT CYIIECTBEHHO MEHBIIE PECypCOB
U BpeMeHM, YeM Ha 3arpy3Ky HaHHBIX U3 MHTepHeTa. TakuM 06pa3oM, KIIIMpPOBaHUE TTO3BOJISI -
€T MOBBICUTDH MMPOU3BOAMTEILHOCTh KIMEHTCKOTO Opay3epa, CHU3UTh BpeMs OTBETa Ha IOJIb30-
BaTEJIbCKUI 3aIIPOC U COKPATUTH MOTPeOIeHNE TTPOMYCKHOM CITOCOOHOCTH Ha MOAKIIOUYEHUX K

NuTepHeTy.

Puc. 1-10 wnmocTpupyeT MmperMylnecTBa KaumpoBaHusl Ha ISA-cepBepe oIS mob30BaTe-
neii. XoTs Ha pUCyHKe TTOKa3aH JUITb MeXaHU3M IpsaMoro Web-kalinpoBatus (Korma KIMeHTHI
U3 BHYTPEHHel ceTu obpamaiorcsi B MHTepHeT), mpotiecc obpaTtHoro Web-kanmmpoparus (Korna

noJjib3oBaTeNd MHTepHeTa 3ampallluBaiOT pecypchl y onyoaMKoBaHHBIX Web-cepBepoB BO BHY

TpPeHHE! CeTH) TOJHOCThIO aHAJOTUYEH.

1. Ilepsslii moab3oBaTenb (KnueHt 1) 3ampamuBaetT Web-o0bekT.

2. ISA-cepBep mpoBepsieT, HET JM 3aIllpOIIeHHOro 00beKTa B Ka3lle. Tak Kak oObeKTa TaM HET,
ISA-cepBep 3ampallBaeT ero y COOTBETCTBYIOIIEro cepBepa B MHTepHeTe.

3. Cepsep B UHTepHeTe BosBpaliaeT 00bekT ISA-cepBepy.

4. ISA-cepBep pa3meliaet KOMuo 00bEKTa B CBOEM K3Ille U BO3BpalaeT o0bekT Knuenry 1.
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5. KumeHT 2 3ampammBaer TOT Xe CaMblil OOBEKT.
6. Kommbiorep ISA-cepBep eo3ppaliaer 00beKT U3 KallIa, e oGpaiiasck B IHTepHeT.

KnveHT 1

KomnbioTtep
ISA-cepBepa

Puc. 1-10. Mexanusm npsvoro Ksmmposanus Ha ISA-cepsepe

Cepeep obpatHoro Web-kawwmpoBaHus

ISA-cepBep MOXHO pa3MmecTuTh nepen Web-cepBepom, Ha KOTOPOM pPacHoJIararoTcs KOMMep-
yecKue CBsi3aHHbIe ¢ Ou3HecoM Web-pecypchl WM KOTOPBIN MOAIEPHKHMBAET CBA3b C ICJOBBIMU
maptHepamu. C TOYKM 3peHHMsS BHEIIHMX Iojb3oBaTeneitr, ISA-cepBep BbImonHSET poib Web-
cepBepa, o0CIyXuBas KIMEHTCKUE 3anpochl Web-HHbopMaliii U3 CBOETO K3II1a U MepernpaBiss
3anpochl Ha Web-cepBep TOJbKO TOT/IA, KOTJa HYXHBIX JTaHHBIX B K3IIIE HET.

Wra6G-xsapTMpa

Puc. 1-11. OO0parnoe K3muposanue na ISA-cepeepe

Kak mokaszaHo Ha puc. 1-11, korga kmienT MHTepHeta n3 @paHuuu 3amnpaiiBaetT WHGOp-
Manmo y Web-cepsepa, pacnosoxeHHoro B jiokanbHoi cetn B Kananme, ISA-cepsep Bo ®@paH-
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1M1 aHanusupyet 3anpoc. Ecim TpeGyembie naHHble UMetoTcs B Kate ISA-cepsepa, nHbopma-
UM HEMEJIEHHO BO3BpallaeTcs KIMEeHTY. Bricokas MpOM3BOAUTEIbHOCTD TOCTUTAETCS 32 CUET
MpeOCTaBIeHNS JaHHBIX C KoMITbloTepa ISA-cepBepa, KOTOpbIiA HaXOMUTCST OJIMXKe K KIMEHTY.

Ecnu tpebyemoro odbekta Ha (hpaHuysckom ISA-cepeepe HeT, 3alpoc MepernpaBisieTcss Ha
ISA-cepBep B Kanane. Eciu oObekTa HeT U B Ka1e MaccuBa B KaHane, kaHagckuii maccuB ISA-
cepBepoB obpariaercs 3a 00bekToM K Web-cepsepy,

3arpyska uHgopmavmm no pacnmcaHuio

Ha ISA-cepsepe BOZMOXHOCTY MOBBIIIEHUST TTPOU3BOAUTETBHOCTH KAIIMPOBAHUST PACIIMPEHBI
3a cyeT 3arpy3ku Kaiia no pacnucanuio. Crnyxba 3aepysku codepixcumozo no pacnucanuro (Sche-
duled Content Download) mmo3BosisteT mmonydath gaHHbie 1o npoTtokoiy HTTP mpsimo B kamr ISA-
cepBepa — Kak o 3arpocy, TakK v 1Mo pacrnucaHuio. B nanbHeliemM Bbl MOXETe 3arpyxarh B KI1II
ISA-cepBepa naHHbIe, KOTOpbIE, KaK OXMIAETCs, TOHAN00SATCS KJIMEHTaM B OpraHu3auuu. Jta
nHbopManus OyIeT MpeaoCTaBIsIThCs MOJb30BaTeNsIM HEMOCpeaACcTBeHHO U3 kaiua [SA-cepsepa,
a He u3 UnrtepHera.

Bol BripaBe 3arpy3uTh Kak HECKOJIbKO CTPaHUIL JaHHBIX, TaK U coaepxaHue Bcero Web-ysa.
ITpu co3gaHum 3agaHusl Ha 3arpy3Ky JaHHBIX B K3II MOXHO OINpEAe]NTh, KaKylo UH(POPMALUIO
ClIeNlyeT 3arpyxaTb, HalpUMep JIUIIb JaHHbIE U3 OMHOTO JOMEHA WU C 3alaHHOM TITyOUHOH (Yuc-
JIOM TIEPEXOI0B) OT YKa3aHHOTO ajipeca, a TakXKe OTpaHMYMTHCS JUILb 3arpy3Koii Tekcra. Paspe-
maetcst KoHguryprposath ISA-cepBep Ha K3IIMPOBAaHUE JUHAMUUYECKOTO COMEPXKAHUS — JaXKe
€CJIU B 3aT0JIOBKaxX yrpaBieHus KauieM npotokona HTTP ykazaHo, uto uH@opmanus He k31mi-
pyercs. 3arpyska BBITIOJHSIETCS TI0 paCIIMCAHUIO B 3aaHHOE BpeMsl MJIU MEPUOIUYECKU C OIpe-
JeJIEHHBIM UHTEPBAJIOM.

3anaHUpOBaHHbBIE 3aaHUS 3arPY3KU HACTPAMBAIOTCS KaK IS UCXOMSIIUX, TaK U BXOISALINX
Web-3anpocos. Insg ucxongiinx 3apocoB OMpeAesioTcs Haubosee 4acTo 3ampalirBaeMble
noJsib3oBaresisiMu MHTepHeTa pecypebl. Jlanee HacTpauBarOTCs 3aaHus Ui 3arpy3KU B KAUI JaH-
HbIX U3 MIHTepHeTa, KOTOphIe B AabHENIIIEM MPEOCTaBISIOTCS MOIb30BaTeNSIM BHYTPEHHE CEeTH.
Hng Bxogsimux Web-3ampocoB JaHHbIE JoKanbHOTo Web-cepBepa 3arpyxarorcs B Kail ISA-ceppe-
pa Uil ipeiocTaBieHust MHGopMaluu nosb3oBarensiMm MHTepHera ¢ Hero, a He ¢ Web-cepBepa.

AKTMBHOE K3LUMPOBaHUE

ISA-cepBep MOXHO CKOH(UTYpUPOBAaTh HA aBTOMAaTHUECKOE OOHOBJIEHUE 00BeKTOB Kala. [1pu
BKJIIOUYEHHOM aKTHBHOM K31MpoBaHuU [SA-cepBep aHanu3upyeT 0OBEeKThI B K31IE, ONpeaAesss,
KaKWe M3 HUX 3allpaliuBaioTcs 0cobo yacto. [lpu «ycrapesaruns TOMyIIpHBIX obbekTonr ISA-
cepBep aBTOMATUYECKM OOHOBJISIET X KOMUIO B KAllIe,

AKTHBHOE K3IIMPOBAHUE TMO3BOJSET XPAHUTb B K3IlE W TMPEJOCTaBISITh KIMEHTAM CaMble
CBexXue Komuu 00LeKTOR, PErysipHO 3arpyxas ux ¢ ucxomHoro Web-cepBepa 10 UCTEUEHMS
cpoka ux rogHoctd. OCHOBHAs 1LI€Jb 3TOTO — YCKOPEHUE JOCTYMa ISl KIMEHTOB, MPU KOTOPOM
B OOBIYHBIX YCIIOBUSIX TTOTPEOOBATOCH Obl 3aITPOCUTH U MOJYYUTh OTBET OT MCXOIHOTO CEPBEPA B
Tpoliecce MPOBEPKU «CBEXECTH» JaHHBIX. TaK KaK aKTUBHOE K3UIMPOBAHME CO3AeT ONpeaeseH-
HYIO Harpy3ky (Kak Ha npokch, Tak U Ha nojkioueHne K MHTepHeTy), 0OHOBISTh pEKOMEHIYeT-
sl TOJIbKO 0OBEKTHI, KOTOPbIe HaBepHsIKA MOHAM00STCS KIMEHTaM.

OnHoOI yacTOThl OOpallleHUs HeAJOCTAaTOUHO IJISl OMpeNeseHUs] JaHHBIX, HYXKAAWIIAXCH B
OOHOBJIEHNU, Beib MHOTHE TMOMYJsPHBIE CTPAHULIBI HE YCIEBAIOT YCTAPETHL, TaK KaK KJIMEHTHI
OOHOBIISAIOT UX BPYUHYIO. JIpyrue xe 00beKThl 0Ka3bIBAIOTCS BOCTPEOOBAHHBIMU JIMIIb KOPOTKOE
BpeMeHU. [Ipu omnpeaeseHUM HYXHbBIX OObEKTOB MEXaHW3M aKTUBHOTO K3LIMPOBAHMS ClEIyeT
MPaBWIY: K3UIMPYIOTCS JIUIIb yeTapeBaloline 00beKThl, MTOBTOPHO 3ampaliiBacMble KIMEHTAMU.
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Mpotokon CARP n maciutabnpyemocTs cepeepa

K3LLMpoBaHus
Bepcus Enterprise Edition ISA-cepsepa ochaluera nognepxkoii mporokona CARP (Cache Array
Routing Protocol), KoTopblif MCTIONIB3YETCS T 00ECTIEUEHUS] «[IANKOro» MaCIITAOMPOBaHUS U

MOBBIIIEHHOW MPOU3BOAUTENLHOCTU TPU paboTe HecKoabKuX [ISA-cepBepoB ¢ 00beNMHEHHBIM
JIOTUYeCKUM KamieM. [Tl ompeneneHusT «IIyTH pa3pellieHus 3ampoca» B IMpeiesiaX MaccuBa B
CARP ucnosnb3yercst Mapiipyrisaiis, oCHOBaHHas Ha xemie. [lyTh paspelieHus 3amnpoca Juoo
yKa3bIBaeT TOYHOE MECTOMONIOXEeHNE HY KHOW MHOOPMAIIMK B MACCUBE MJIM B K31l MOTIMHEH-
HOTO cepBepa, MO0 MHGOPMUPYET O HEOOXOAUMOCTU MEPBUYHOM 3arpy3Kd M KIIIMPOBAaHUS
naHHBIX U3 MHTEpHETA.

CARP oGmamaeT psooM IpernMyLiects.

* 3acyer 4YETKOTO OMNpeAeIeHUs] MECTOIOJIOXEHUS 3anpalinBaeMoil MHGOpMaLMK B MTPOTOKO-
ne CARP orcyrcTByeT 00MeH cooBiieHHIMN-3aMpocaMy MeXIy MpOKCH-CepBEpaMu, KOTO-
PhIil 0OBIYHO BHIMOJHSETCS B ceTsix ¢ mpotokonoMm ICP (Internet Cache Protocol) u yBenu-
YUBAET HATPy3KY Ha CeThb, 0COOEHHO MPU OOJILIIOM YUCIIE CEPBEPOB.

+  CARP ycrpansier ny61poBaHue MHGOPMaLMK, KOTOPOE NPH IPYTUX YCIOBUSIX CIy4aeTcsl B
MaccuBe mpokcu-cepBepoB. B cetu ¢ ICP B kaiax mMaccuBa M3 ISITU CEPBEPOB MOXKET ObI-
CTPO HakKaruIMBaThCsl MyOnupyloias MHopMalius, MmojaydeHHas: ¢ Hauboiee 4acto 3arpa-
muBaeMbix URL-anpecoB. OcHoBaHHas Ha xeine mapiupyrusauns B CARP npenorspaniaer
ny0nvpoBaHue, MOJNEPXUBAsT €NUHbII JIOTMYECKUMI K31 Ha BCeX MATU MPOKCHU-CepBepax.
B pesysnbrate BpeMs OTBETa Ha 3alpOC CyUIECTBEHHO YMEHBIIAETCA, KPOME TOTO, ropasio
3 deKTUBHEE HMCMOAL3YIOTCH PeCypChl cepBepa.

*  CARP obecneunBaeT 3p¢eKTHBHYIO MacIITaOMpPyeMOCTh TP POCTe uuciia cepBepoB. biaroma-
Pl OCHOBAHHOM Ha Xellle MapLIpyTU3alnu, He Hy>KeH 0OMEH COOOLIEHUSIMU MEX]y paBHOIMPAB-
HbBIMHU y371amu, a 3HauuT, CARP paboraer ObicTpee 1 a¢dekTrBHee Py 100aBICHUN HOTIOAHH-
TEeJbHBIX MPOKCU-CEPBEPOB. DTOT MEXAHU3M CYIIECTBEHHO OTJIMYAETCS OT MEXaHU3Ma MPOTOKO-
na ICP, B KoTOpoM MJisl ompeneNneHus] MECTOTOJNIOXEHUsT HYXHOW WH(pOpMalMM MPUMEHSIOTCS
Co0BLUIEHNS — YPE3BBIYAHO HEA(DMEKTUBHBIN TIpoIece, HHULIMHPYIOLWWI 3HAYUTEbHBIN N0~
0aBouHBIii ceTeBoil Tpaduk. Maccusbl [CP xapakrepusyloTcsi «0TpUIIaTeIbHON MaciuTabupye-
MOCTBIO®, TO €CTh, YeM OOJIbIIIe CEPBE[OB B MacCUBE, TeM OOJIbIIIE 3aIIPOCOB B CETH, YTO, €CTe-
CTBEHHO, [epPerpyKaeT CeTh.

* CARP aBromatnueckupekoHdurypupyeTcs npu 100aBIeHUU WM yIaJleHUM CEPBEPOB Mac-
cuBa. brarogaps ocHOBaHHOW Ha Xellle MaplIPyTU3aluu, MPU N00aBIEHUN WU yIaJleHUU
CEpBEepOB TpeOyeTCs Ul HE3HAUMTENIbHOE MepeHa3HaueHne B K3llle MHMOpPMalMK C pas-
nauuHbiXx URL-agpecos.

+ CARP obecrieunBaeT ynpasiseMoe pacripefesieHre TaHHbIX B K3IIe MEXIy cepBepaMu Mac-
CHBa — PaBHOMEPHOE UJIM B cOOTBETCTBHH KOG OULIMEHTaMU, OTIpeie e HHBIMY AJIST OTAENb-
HBIX CEpBEPOB.

3a cyeT 4YeTKOTO OMpeAeTeHUS MeCTOr ONiokeH A 3anpainBaemMoii uudopmannuu B CARP He
HYXHO MOIAePXHUBaTh 00beMHBbIe Tabiliilbl pacoNloXeHUs WHhOopMaluy Kalua. bpaysep BbI-
MOJIHSIET C 00BEKTAMM CTAaHAAPTHBIE OTIePaALIMH.

ISA-cepBeprl MaccuBa MHOTAA UMEIOT pa3iMyHOE 1O MOIIHOCTA 00OPYyIOBaHME, YTO TpeOyeT
pacrhpeleNaTh Harpy3Ky K3IIMpoBaHUs HepaBHoMepHo. B mpotokone CARP mpenycmorpena
MepeHacTpoiiKa KOHPUTYpAILMK ¢ ONpeizieHHeM KO3(QOUIIMEHTOB Harpy3KM U OTAENTbHBIX
CEepBEpPOB MaccuBa.

Kpome Toro, CARP moamepXuBaer paszieibHy10 HACTPOUKY AT BXOAALIMX U UcXoasammx Web-
3amnpocoB. Hampumep, MoxxHO pa3pemnts CARP 1151 MCXOAIIIMX 3a1pOCOB M 3aIPETUTD IS BXO-
JAAX,
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Wepapxuyeckoe KaLLMpoBaHUE

Bepcus Enterprise Edition ISA-cepBepa nomiepxuBaeT Tak Ha3HIBAEMOE UEPAPXUUECKOE KIULU-
po6arue, UMW K3IIMpOBaHUE B Lieroukax. [lom mepapxuein (MM LEMOYKOI) Moapa3yMeBaeTcs
CTpyKTYypa, coctosiuas u3 [SA-cepBepoB miaM MX MaccuBOB. B mpoiiecce moucka TpebyemMoro
o0beKkTa B Ka3llle KJIMEHTCKME 3alpochl MepechUialoTcsl BBepx Mo uepapxuu. Ilocie obHapyxe-
HUs MCKOMOTO 00beKTa pe3y/ibTaT 3alpoca MPOXOAUT Yepe3 KOILIM BCEeX CEPBEPOB B IEMOYKE,
Moka He BO3BpalllaeTcs KiaueHTy. Mepapxuum — 310 3¢ deKTUBHOE CPEACTBO paclpeesieHUs Ha-
IPY3KM MEXIy cepBepaMu U o0ecTieueHUs] 0TKa30yCTONYMBOCTU. AIMUHUCTPATOPHI BIIPaBe CO-
3naBaTh uepapxuu [SA-cepBepoB B unanax u moapasieieHusIxX.

Ha puc. 1-12 nokazaH kiueHT B dummane, 3anpaimmBarommii pedopmaciio B MHtepHere. 3a-
npoc noctynaet Ha ISA-cepBep dunuana, a 3arem (Ho 10 oGpaieHns B UIHTepHET) — B perMOHab-
Hoe oTeNneHue Wi mTad-kpaptupy. [locne usBieyeHus: HyxHoit uHopmauuu uz Unreprera ISA-
cepBep B IITa0-KBapTHpe KIMIHPYET ee U Bo3spaiuaeT ISA-cepBepy puimana, KOTOPhIi B CBOIO 0Ye-
pefib Takxe K3IIMPYeT AaHHBbIE M TOJbKO TOCJE 3TOrO BO3BpalllaeT MX KIMeHTy. [lpermyiiectso
MEePapXUUYECKOro K3IIMPOBAHUS B MPUBEICHHON CXeMe 3aKII0YaeTcsl B TOM, YTO MPU MEPBUYHOM
obpallleHuyu TaHHbIe TepecbutaoTes u3 MHTepHeTa yepes 1Tab-KBapTupy, a Mpu MOBTOPHEIX 3aIl-
pocax — TMPeOoCTaBIISIIOTCS] HETTOCPEICTBEHHO M3 MaccuBa ISA-cepBepoB B unae.

KnuentWeb-npokcu

OTtaneneHne

—
&7

Knment Web-npokcu

ISA-cepsep Orpenenve

Maccue
B LUTabG-KBapTMpE

Puc. 1-12. HepapxuyecKoe KIIIMPOBAHHE

Hepapxnyeckoe K3LIMPOBaHKE BaXKHO JIJ1s1 OU3HECa, TaK KaK 00ecriedrBaeT MaKCUMaJIbHYO OJ1H -
30CTb MHGOPMAIMK B K311Ie K ToTpeouTeao. Hampumep, Ha IpeanpusaTUM MEXaHW3M KJIIMPOBa-
HUS OXBAaThIBAET HE TOJBKO LIEHTPATLHOE MECTOIOJIOXEHNE Ha KPalo CETH OpraHU3alluu, a pacrpo-
CTpaHsieTCsl Ha ypoBeHb paboumx TPy U GuauanoB. Y ceT MHTEPHET-IpoBaiiiepa CTpyKTypa K3-
HIMPOBAaHUE MOXET KPOME LIEHTPATbHOW OXBATHIBaTh M PETMOHATBHBIE TOUKU MPUCYTCTBUS. Kpome
TOTO, KAIIMPOBaHME TIO 1IETIOUKE 00ECTIeYMBaeT OTKa30yCTOMYNBOCTD, CO3/IaBasi Pe3epBHBIE Map-
HIPYTHI, KOTOPbIE MCTONB3YIOTCS B CIIy4ae BHIXOIA U3 CTPOSI OCHOBHOTO MapIipyTa.

Mapwpytusauns Web-npokcu

Konuenuus co3nanust nepapxuu (v Lenovyek) cepBepoB Moyyryia pa3BUTHE B paBUax Map-
nrpytusanu Web-TipoKcH, KOTOpbIe MOAPa3yMeBalOT YCIOBHYIO MapIIpyTU3aLlMIO, B 3aBUCHUMO-
cTu ot anpecara. IlpeacTtaBbre cebe, YTO KOMIaHUs ycTaHoBUJIa ISA-cepBep B cBoeM (imnmane
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B BenukobOputaHuM M TOAKIIOUMIA €r0 K MECTHOMY WHTEpHET-TpoBaiinepy. [lanee anMuHU-
CTpPaTOPBl HACTPOMJIM TIPABWIIO MapiipyTH3auny Ha ISA-cepBepe B duimaie, mpemycMaTpuBao-
11ee MepeHanpaBieHre 3apocoB K OpUTaHCKUM y3i1aM MHTepHeTa JIoKaTbHOMY MHTEPHET-IPO-
Balizepy, a BCeX OCTaJIbHBIX 3aIpocoB — Ha MaccuB ISA-cepBepoB B mTab-kBaptupe B CIIIA. 3mech
nogunHeHHbIN [SA-cepBep B OpuTaHCKOM duinaie Mojib3yeTcs npenmMyliiecTsaMm Kaia Ha [SA-
cepBepe B 1ITab-KBapTupe. JJOMmoHUTETbHBIM TPEUMYIIECTBOM TaKKe SIBJISIETCST T00AaBOYHOE K3-
HIMPOBAHMKE JOKAJIbHBIX 00BEKTOB, 3aTPYXKEHHBIX Ha [SA-ceppep B hunnane, dyepes TIOKaIbHOTO
MHTEpHeT-MpoBaiiaepa.

Puc. 1-13 mmmocTpupyer, Kak 3ampockl Web-rpokcy mepeHanpasisioTcs Ha pa3HbIe CepBe-
pBI B 3aBUCMMOCTH OT azipeca sanpaiuviacmblix y3moB. ISA-cepBep B uinane nepenpasisieT B
MHTepHeT Bce KJIMEHTCKME 3ampochl Web-yaios BHYTPM CTpaHbl. 3ampochl ApYTr¥X y3JI0B Ha-
TpaBISIOTCST BBepX Mo mepapxuu Ha ISA-cepsep B CIIA.

ISA-cepeep
= sCLUA

ISA-cepBep
“ & BenukoGputaHum

3anpoc
MECTHOrO
Web-yana

3anpoc Web-y3na
B pYrow cTtpaHe

Pue. 1-13. Mapmpyruszauus Web-npokcu

Pesiome

ISA-cepBep MpUMeEHseTCs Ul COBeplieH CTBOBAHNMSA CBA3M MEXIY JIOKaJlbHOM ceThio U MHTep-

HetoM. Beimonnsst mpsimoe Web-kamupoBanue, [SA-cepBep coxpaHsieT faHHBIE U1 KTUEHTOB

BHYTPEHHE! ceTu MpU UX o0panieHnu K 1aHHbIM B MMHTepHeTe. ObpatHoe Web-KalinpoBaHUe

HCTIONB3YeTCs IS 00CTYXKMBaHUSL 3alIPOCOB BHEIIHUX KJIMEHTOB, 00paIiaininxcs K onyoamKo-

BaHHBIM CepBepaM BO BHYTpeHHei cetu. B obenx onmcanHbix cutyauusix [ISA-cepsep obaeryaer

U YCKODSIET IOCTYN ToJb30BaTesNell K MHMopMauu.

Mexanusm kamupoBaHusi Ha [SA-cepBepe Takke MPeAOCTaBISET U APYTe BO3MOXHOCTH:

K3IMPOBAHME IO PACIHCAHUIO — TIOAIEPXKUBaeTCsl KoHburypupoBaHue [SA-cepBepa 1151 ma-

HOBOIi 3arpy3Ku B K311 4acTo 3anpamuBaeMoit nHdopmanuu u3 MHtepHera;

AKTHBHOE K3ITHPOBAHNE — aBTOMaTUUecKasl 3arpy3ka yacTo U3MEHSIEMBbIX JaHHBIX B TIEPUO/IbI

CHUMXEHMUS CeTeBOro Tpaduka;

pacnpenenenHoe kamuposanne — Bepcus Enterprise Edition ISA-cepBepa momamepxuBaeT mpo-

tokon CARP, xoTtopelii mo3BosisieT 00beqUHITh KA1 MHOTUX ISA-cepBepoB B eIuHBII JIO-

TUYECKUN KA1,

® pepapxuyeckoe Kammpoanne — ISA-cepseprl Bepcuu Enterprise Edition o0benuHsIOTCS B
HMepapXuyuecKylo CTPYKTypy C CO3IaHKMeM Lierouek Kauieil. B aTom ciayyae KIMEeHTHI, Kak mpa-

BUJIO, MOJIYYalOT 3apPOIIeHHYI0 WH()OPMALIMIO U3 K3IlA CAMOro reorpaduuecku OJM3KOro K
HUM cepBepa.
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3anatue 4. OcobeHHocTn ynpaBneHus ISA-cepeepom

OtpacrieBble UCCIeIOBaHMS TMOKa3bIBAIOT, YTO OOJIBIIMHCTBO M3bsTHOB 3aIlIUTHI OOYCIOBICHO
HEYIOBJIETBOPUTEIBHON HACTPOIKON OpaHAMAayspoB, a He IJI0X0il paboToit 000pynoBaHUS WU
nporpaMMHoOTo obecriedeHus. ISA-cepBep ympoimaer obecredeHne 6e30mMacHOCTH, obOyerdast
Nponeypsl BHEAPEHUST HAlesKHOTO OpaHaMayapa IMyTeM MPEeIOCTaBIEHUs] MHTYUTUBHO TTOHSIT-
HBIX, HO TEM HE MEHee MOIIHLIX CPEICTB YIPaBIEHMUSI.

U3yumB marepuan 3T1oro 3aHATHH, Bbl CMOXETE:

[l pacckasarp, Kak cpeactBamMmu ISA-cepBepa obecreunTh LEHTPATU30BAHHOE aIMUHMU-
CTPUPOBaHME U KaK OHO TMO3BOJISET MOBBICUTH OE30MACHOCTb CEeTH;

I pacckasarb, Kak aIMUHUCTPATOPHI TPUMEHSIOT TOJUTUKY TIPENNIPUSTUS U MaCCUBOB
IUTsE TUOKOTO yNpaBieHUs 10CTyroM B MHTepHeT.

MpoponX1UTEeNnbHOCTb 3aHATHA — OKOJI0 20 MUHYT.

MHTYUTMBHO MOHSATHLIA MONb30BaTeNbCKUA UHTEPdEINC

MMC-ocnacrka ISA Management mpeacTaBisieT co00i 3HAKOMBIA M YIOOHBIA MHTepbeiic s
BBITIOJIHEHUS TIPAKTUYECKH BCEX 3a/1ay 1o aiMUHUCTprpoBaHuto ISA-cepBepa. OHa obecrieunBaeT
MIPOCTOTY U YIPaBJIsIeMOCTh MpoIleccoB amMuHucTpupoBaHusi [SA-cepsepa. ['paduueckue namenu
3adanuii (taskpad) B ISA Management MO3BOJISIIOT «OJHUM IIETUYKOM MBIIIW» PEIINTh CTAHIAPT-
HEBIE 3a/1a4/ U 3aIyCTUTh MACTEDP, KOTOPBIE VIIPOLIAT HAMOOJIEE YaCTO BHITIOJIHAEMBIE TIPOLIEAYPHI
yIpaBJIeHUs], B TOM YHUCIIE:
* HayvaJbHBIEC Omepalui;
»  kxoHpurypupoBaHueV PN -niomkmioueHnii — T0KaJIbHBIX, yIaJIeHHBIX ¥ TUIIA «KITUEHT — CEPBEP»;
*  ompezeeHre TIPaBUI MPOTOKOJIOB;
*  co3MaHue MPaBWI Y3JI0B U CONEPXKUMOTO;
*  Cco3IaHue MpaBWJI MPOMYCKHOI CITOCOOHOCTH;
*  KOH(pUTypHUpOBaHME Oe30MacHON MyOIUKALINY,
*  KOH(UTypUpOBaHUE MOYTOBOTO cepBepa 3aluiineHHoro ISA-cepsepom, myonukanuo u odec-
reyeHue ero 6e30MmacHOCTH, a Takke KOH(PUTYpUpoBaHUE TIOJUTUKU MOUYTOBBIX CIYXO;
* obecrieyeHre OE30MACHOCTY CUCTEM C OTPaHUYEHHBIMU BO3MOXKHOCTSIMU MO KOH(MUTYPUPO-
BaHMUIO MOJI30BATEISIMU.

BcTpoeHHble MexaHu3Mbl agMUHUCTPUPOBAHUS

ISA-cepBep noanepxuBaeT GyHKIUM ¥ OpaHIMayspa, U cepBepa KIUIUPOBAHUS KaK Ha OT/IeJb-
HBIX cepBepax, Tak (B Bepcum ISA Server Enterprise Edition) m B MaccuBax. IlpemycmoTrpeHa
Takke BO3MOXHOCTb yCTaHABIMBATh OTAeAbHbIe [SA-cepBepsl A BBITOJIHEHUS pa3HbIX QYyHK-
M, TO €CTh BBIAESTh OTAEIbHbBIE KOMITBIOTEPHI JJISI pa3HBIX KOMITOHEHTOB, a aIMUHUCTPUPO-
BaHUE BBITIOJTHATH HEHTPATN30BaAHHO, CPENCTBAMU OJHOM OCHACTKU. ENUHBIN MeXaHU3M yIpaB-
JIEHWS yIPOIIAET 3324y OMHOBPEMEHHOTO YIIPaBJIeHUs U 3alIUTON CeTH, U MPOU3BOAUTELHOC-
Thio Web-noctyna. Enunsiit untepdeiic KoHOUTYpUpOBaHUS MOJUTUK AOCTYIIA, IIPHMEHAEMBIX
KaK K OpaHaMay3py, Tak U K cepBepy KIIIMPOBaHUs, 00ecrieurBaeT HEMTPOTUBOPEUYMBOCTD U TO-
cJIeoBaTeIbHOCTD MPOLIeAYp YIpaBaeHUs AocTynoM B UHTepHeT.
*  YHubuuupoBaHHAas MOJUTHKA U YIIPaBJIeHHE TOCTYIIOM — HE3aBUCUMO OT pexxuMmalfpariMay-
ap, cepBep Web-kasiinposanus win cmemaHHbiit) [SA-cepBep mpenocTaBiaseT HEMPOTUBO-
peuurBbIe MPOIIEAYPHI yIIpaBAeHUs 10cTyIoM B UHTepHeT Ha OCHOBaHUU TOJUTHUK YIIpaBJe-
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HUs noctynoM. OrpaHUYEeHUS AOCTY 14, 3aJaHHbIe HAa OpaHaAMaydIpe, MPUMEHSIIOTCS U K cep-
Bepy Web-kauimpoBaHus.

*  VuuduuMpoBaHHbIe MEXaHU3MBbI YIIPALIeHHd — eIWHBIH uHTepdeiic yrpaBieHus Web-komm-
POBAHMEM M OpaHAMAay3poM MPeroCTaBIsIeT MHOXECTBO MpeumyllecTB. bpaHnamaysp u cep-
Bep Web-K311npoBaHKHs COBMECTHO UCITOJB3YIOT OMHU CIYXKOBI pPervcTpaliHi COOBITUIA, OT-
YETHOCTU M ONOBELIEHHA.

LlenTpanu3oBaHHOE AIMHHHCTPUPOBaHKe 0OBIYHO 0OecieunBaeT O0bIYI0 Oe30macHoCTb. Bee
aJMUHUCTPAaTUBHBIE ONIEPALIUM BLITOJIHAIOTCSA ¢ OZHOTO KOMITbIOTEpa, a 3afaHHas KoHGUrypa-
LS TIPUMEHSIETCS KO BCeM KOMIMLIOTEPAM, obecrieynBasi yHUDUKALIMIO KOHGUTYpPALIUU TTOJIH -
TUK IOCTymna. DTO OCOOEHHO BaXKHO [JIsI KPYMHBIX OPTaHU3alUi, [Jie MaCCUBBI COCTOSIT U3 6OJIb-
moro uucia ISA-cepBepos.

VnpaBneHMe AOCTYNOM Ha OCHOBE MOJINTUK

ISA-cepBep MO3BOJISIET OMPEENSATh U MPOBOAUTD B KM3Hb ENUHYIO JJISI BCEH OpraHu3aliiuu mo-
JIUTUKY paboTel ¢ MuTepHeTOM. KOHTPO.1L BCeX BXOASIIMX U UCXOASILINX 3aIIPOCOB U MIPUMEHE-
HHUe TpaBua noctyna Ha ISA-cepBepe rapaHTHpyeT BBIMOJHEHUE TPEOOBAHUM ITUX MOJUTUK
MOJIb30BaTEJISIMA BHYTPEHHUX U BHEIITHUX CETEM.
Ha ISA-cepBepe mpuMeHsI0TCS IpeaonpeaeeHHble, HacTpauBaeMble, pacliupsieMble U Mo-
BTOPHO MCTIOJIb3yeMble JIEMEHTHI [OJINUTHEK, B TOM YUCe:
®  [IOIMHOXKECTBA a/JpecoB KiMeHToB — [P-anpecawny, nmpu HaaIu4IUuM CITy>KObl KaTaJIoTOB Active
Directory, nmpoueniiue ayTeHTU(GUKALUIO IMOJIb30BaTEIN U IPYIIIIBI;
® [oAMHOXKecCTBa ajapecaTtoB Bo BHemHux cetsax — URL-anpeca;
*  MPOTOKOJIbI;
® Tunbl MHpopMaMKH — pa3UYHbIe BUABI JTaHHBIX B HTepHeTe, HanpuMep (aiiyibl co 3ByKOM,
BUICO, TEKCTOM WJIM M300paxeHussMu. [lomnepxuBaercs Oosee moapoOHas AeTaau3aius,
HarpuMmep (aiiibpl ¢ pacMpeHusIMUA .wav, .mp3, .mov wim .gif;
® 3ananus (rpadukn);
*  NPUOPUTETbI NPOMNYCKHOM CHOCODHOCTH,

DTH U Apyrue 3JIEeMEeHThl MOJUTUKK ONpenessiorcsi B ocHactke ISA Management (puc. 1-14).

kg Entres

?I""

< By M3 Gateksesers

T T re—— T el

Puc. 1-14. OnpenejieHne HOBOrO 3JeMEHTA MOJUTHKH
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[Mocne onpeaeneHus: 31eMEHTH MOJUTUKU UCIOJb3YIOTCS IS CO3MaHUS MOJUTUK AOCTYMa,
KOTOpPBIE COCTOSIT U3 Ha3BaHUI MPOTOKOJIOB U MpPaBUJI Y3JI0B U coaepxumoro. [IpaBuia mpoto-
KOJIOB (puc. 1-15) onpemesstioT mepedeHb MPOTOKOJIOB pa3pelle HHBIX IJIsT B3aMOAEHCTBYS MEX -
Iy TOKaJIbHOM ceThio 1 MHTepHeToM. Harnpumep, mpaBuio mpoTtokosna, KOTOpoe paspernaeT Kiv-
eHTaM pabotatb o npotokoiny HTTP. [IpaBuia y310B U conep>XuMoro onpeaesior, Kakue 1aH-
Hble y3JI0B MIHTepHeTa NOCTYMHbI KJIMEeHTaM BHYTPEHHEH ceTu, 3alikmenHoil [ISA-cepsepom. B

TOM YKCJI€ MOCPEACTBOM IPaBUJI, K IPUMEPY, MOXKHO MPEIOCTABIATh KIMEHTAM HUYEM HE OIpPa-
HUYEeHHBI JOCTYN K JIIOOBIM y31aM M HTepHeTa.

—
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Puc. 1-15.  KoHudurypupoBanne noJMTHKM JOCTYNA MyTeM HACTPOIHKM MPABMJI

Kpome KoHbUTYpUpOBaHUS TOTUTUKHY T0CTyTNa B UHTepHET aIMUHUCTPATOPHI BIIPaBe HAaCTpa-
WBAaTh MOJUTUKY IMyOIMKALIMH CEpBEPOB IJISI JOCTYTa BHEITHUX KIUEHTOB. DTH MOJUTUKH COCTOSIT
M3 MpaBui NyG/IMKaluK cepBepoB miau npapui Web-nyGnukaumnn. Ipasuiaa nyGIuKanuy cepBe-
pOB OUIBTPYIOT Bce BXOISIINE 3alIPOCHI, IPU HEOOXOAMMOCTH TPEeoOpasyIoT X M HATPAaBIAT
COOTBETCTBYIOLIMM cepBepaM BO BHYTpeHHeil cetu. [IpaBuna Web-mybiaukauuu npeoOpasyior u
nepechbUIaloT BXoasiiue 3anpockl Ha Web-cepBepbl BHYTpeHHe ceTH, 3amuineHHoi [SA-cepse-
pOM.

MuoroypoeHseeas NnoNUTUKA

Bepcusa Enterprise Edition ISA-cepBepa moanepxuBaeT ABa YpPOBHS MOJUTUKU — MaccuBa U
MpeanpusiTus.

IIpumeuanne Bepcus Standard Edition ISA-cepBepa moaaepxkuBaeT TOJIbKO MOJTUTUKY aBTOHOM-
HOTO cepBepa.
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Monutnka maccuea

ISA Server Enterprise Edition ycTraHaBimuBaeTcsl 100 KaK aBTOHOMHBIN cepBep, JMOO B Kaue-
CTBE y3/a MaccuBa, B MaccuBe WM Ha aBTOHOMHOM CEpBEpPE HOAUMUKA MACCUBA COCTOUT U3
MpaBUJ y3JI0B M COJEPXaHMs, MPaBUJ TMPOTOKOJOB, ¢GunbtpoB I[P-makero, mpaBun Web-riy-
OMMKalMU U TipaBuII myGaukaliny cepBepoB. JIIs Bcex WieHOB MaccuBa 3aaHa eIuHass KOHGU-
Typamusi, 9To obJerJaet yrpasjicHHe U afMUHUCTpUpoBaHue. [Ipy M3MeHeHUN KOHGUTYpaIun
MaccuBa M3MEHSIOTCS mapameTphl Bcex ISA-cepBepoB MaccuBa, B TOM YHCIe BCE MOJUTUKH JO-
CTyIa M KON POBAHUS.

Monutuka npegnpusTus

Toaumuka npednpusmus CTOUT HA YPOB:=HL BbllIe. Ee MOXHO MPUMEHUTHh K OAHOMY MJIM He-
CKOJIbLKUM MaccUBaM B KOpHopaTuBHOi cet. [loluTHKa MpeanpusiTUs COCTOUT U3 TIPaBUJI MPO-
TOKOJIOB M TMPAaBUJI Y3JIOB U coiepxkaHus. OHa MPUMEHsETCS K Jio0oMy MaccuBy (puc. 1-16) u
paciiupsieTcs 3a CYeT COOCTBEHHOW TOJUTUKU MaccuBa.

Puc. 1-16. IToaMTHKY NpeanpusaTHsi MOHXHO NPUMEHSATh K HECKOJLKHM MACCHBAM

Paspemienue moauaepxku o0enx MOJUTUK — MPENNPUSATUSI U MacCuBa — TO3BOJIsSIET obecre-
YUTh peanu3aluio eIMHONW KOPIOPaTUBHOM MOJIUTUKM BO Bceil opraHu3aluu. B To ke Bpemst
MOXHO TPEIOCTABUTh JOKANbHBIM aAMUEHCTPATOPAM MPABO MO Mepe HEOOXOAMMOCTH M3MEHSITh
KOHGUTYpalMIo Ha ypoHe OTIAeI0B uiu ¢dunuanoB. Hanmpumep, MoJnuTHUKA NMPEANPUSITUS pa3pe-
mwaet goctyn no npotokoiny HTTP u 3anpeitaer mo0ble npyrue mpotokoJibl. Ha ypoBHe Maccu-
Ba, I1e AeUCTBYeT yKazaHHasl MOJUTUKA MPEANPUSITUS, Pa3pellaeTcsl N00aBUTh MPaBUIO, Oorpa-
HUYMBAKOIIEE KPYT CYOBEKTOB, KOTOPBIM nocTyneH mporokon HTTP. Ilepeompenenenue monu-
TUKY MPEANPUSITUS TOJIUTUKON MAcCUBA “allpellicHo, TO €CTh B MACCHBE HeJlb3sl pa3pellnuTh CBA3b
MO IPYT¥M TIPOTOKOJIAM.
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Pesiome

ISA-cepBep ympoiaeT obecriedeHre 6€30IacHOCTH, 00Jieryast IpoLeayphl YCTAHOBKY 3aIlIMIHEH -
HOro OpaHAMayspa W cepBepa K3IIMPOBAaHUSI, a TaKXe MPEIOCTaB/sie UHTYUTUBHO TOHSITHbBIE,
HO TeM He MeHee MOIIHBIE CpencTBa yrnpasineHus. ['paduueckue nanesu 3adanuii (taskpad) s ISA
Management MO3BOJISIIOT «OAHUM ILEJTYKOM MBIIIN» PElIaTh CTAHAAPTHBIE 3aJa4l M 3allyCKaTh
MacTep, KOTOpbIe yPOoLIAIOT Haubosee MOMyasipHble MPOLEAYPHl yrpaBieHus: Llentpanusosan-
HOE aIMMHUCTPUPOBAHME O0BIYHO 0OecTrieynBaeT 00Jbliyio Oe30macHoCcTh. Bece anMUHUCTpaTHB-
HbIE OTlepalliy BHITIOJHSIOTCS C OJHOTO KOMIIbIOTEPA, a 3aaHHast KOH(UTypauus npuMeHsieTcs
KO BCEM KOMIIbloTepaM, obecrnieunBas yHUGUKALNIO KOHOUTYPALIUY TTOJUTUK JOCTYMA.

ISA-cepBep mo3BoJIIET OMpene/saTh U MPOBOAMTH B XWU3Hb €NMHYIO U BCE OpraHu3aluu
MOJIUTUKY paboThl ¢ MIHTEpHETOM MOCPENCTBOM Ha3HAYEHUsI MPaBWI JJIsl MPEIOTIPEACICHHBIX U
ITOJIb30BAaTEIbCKUX 3JIEMEHTOB IOJMTHUK. Pa3pellleHue nonnepXku M KOHQUTYpHpOBaHUE 00EnX
MOJIUTUK — TIPENNPUSITUS U MaccuBa — TIO3BOJISIET OOECMEUnTb peaau3aluio eAMHON Kopropa-
TUBHOI MOJTUTUKM BO Bcell opraHu3anuu. B o ke BpeMsl MOXHO MPeI0CTaBUTh IOKAJIbHBIM aqMu-
HMCTpPATOpaMm MpaBo MO Mepe HEOOXOAMMOCTU U3MEHSTh KOH(MUTYPALIMIO Ha YPOBHE OTAEIOB MU
(punuanos.
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3akpenneHue marepuana

2| IMpuBeneHHBIE HUXE BOMPOCHI MTOMOTYT BaM JIy4Yllle YCBOUTb OCHOBHBIE TEMbl JaHHOM

e rnaBel. Ecim BBl He cymeere OTEETHTL Ha BOIPOC, IOBTOPUTE MaTepPHal COOTBETCTBYIO-
mero 3aHaTusi, OTBETHI U1l CAMOMIPOBEPKU — B MPUIOKEHUM A «BONPOCHl M 0TBETHI» B
KOHILIE KHUTH.

1. Kakoit mpoToKoJj Mmo3BoJjisieT Opay3epaM aBTOMaTHuYeCcKU Moakiatovatbes K ISA-cepsepy?

2. Kakue ¢pyHKUUMM BBINOJHSET (punbTp peaupexkropa HTTP?

3. Kak u korga B koHburypanuu [SA-cepsep mpuMeHsieTcs cinyx0a kataaoros Active Directory?
4. Kakosbl npeumyiectBa rpotokona CARP no cpaBHeHuIo ¢ potokosiom 1CP?

5. 3ayeM IPUMEHSIOTCSI MHOTOYpPOBHEBBIC MOJUTHKHU B Bepcuun ISA Server Enterprise Edition?

6. Kakag BosmoxHocts B Windows 2000 Advanced Server miam Windows 2000 Datacenter Server
MO3BOJISIET MOBBICUTh MPOU3BOAUTEIBHOCTh MaccuBa ISA-cepBepoB Bepcuu Enterprise Edi-
tion?
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B aToit rnase

B s10i1 raBe pacckazaHo o0 TOM, YTO TpeOyeTcs MJis1 ycTaHOBKM ISA-cepBepa. Ycnex ycTaHOBKM
ISA-cepBepa BO MHOTOM OIpeleisieTcsl JIaHNPOBAaHUEM M MPeIBapUTEIbHOM MOoAroToBKOM. W3
3TOI TJaBbl BBl y3HaeTe, KaK MOATOTOBUTCS K ycTaHOBKe ISA-cepBepa, Kak OLIEHUTH TpebOBd-
HUS K CeTH M pa3paboTaTh COOTBETCTBYIOIIYIO UM CETEeBYIO CTPYKTYpy. Kpome Toro, 3mech Omm-
CaHbl NpPOLENYPLl MHULIMANIU3ALMU MPeANpUsiTUs, ycTaHOBKU [SA-cepBepa u co3naHus maoau-
yvl 10kanvHbix adpecos (Local Address Table, LAT), a TakxXe 0COOEHHOCTU TJaHMPOBAHUS Tepe-
xoma ot Proxy Server 2.0 x ISA-cepBepy (3T0 0COOEHHO TOJIE3HO aAMUHUCTPATOPaM).

Mpexage Bcero

Hyist u3ydyeHus MaTepuaaoB 3TOW IJIaBBI HEOOXOIMMO:
*  BBIMOJHUTH MMPOIENYPHl YCTAHOBKM, ONMCaHHBIE B pa3neie «O0 3TOi KHUTE»;
*  UW3YYUTh MaTepUaJIbl BCEX 3aHSATUIA TJIaBHI 1.



34 YcraHoBka |SA-cepaepa naea 2

1. MnanupoBaHue yctaHoeku ISA-cepsepa

[Mpexne yeM yctaHaBimuBaTh ISA-cepBep, HeoOXOmMMO 3apaHee cobpaTh MHGOPMALIMIO, KOTO-
past ToHamOOUTCS BaM B Ipoliecce ycTaHOBKHU. ClrienyeT U3yduTh TpeOOBaHUS K CETH U pa3pabo-
TaTh COOTBETCTBYIONLYIO CETEBYIO TOIOJIOTHIO, €CJIM, KOHEUYHO, ee eIlle HeT.

M3yurB matepuran SToro 3aHATuUs1, Bbl CMOXETE:!

v ompenenaTh HanboJjiee MOAXOMSIIINIA BapuaHT ycTaHOBKU ISA-cepBepa — B KadecTBe
M30JIMPOBAaHHOTO cepBepa WM MacCUBa;

v" ompenessiTh ONTUMAJbHbBIN pexym paboTel ISA-cepBepa (OpaHaMay3p, cepBep KAIIU-
POBaHUS WJIU CMEITAHHBIN ) ;

¥ OmpemeNsTh 060pymIoBaHUe, HEOUXOAMMOE IS BRIOpaHHON KoHpuUTrypaunu ISA-
cepBepa;

v' ompenensaTh TOMOJOIUIO CeTH [l:i BhiIOpaHHOU KoHdurypauuu I[SA-ceppepa.

MpooomKNTENBHOCTL 3aHATUS — OKOMO 60 MUHYT.

[Tpu nnaHupoBaHuu ycTaHOBKU ISA-cepBepa cienyeT B3BECUTh TPeOOBAHUS K CETU M IPaKTUYeC-
KUe OrpaHUYeHMUsI, CBSI3aHHbIe C GMHAHCOBBIMU 3aTpaTaMu U MPOU3BOIUTENbHOCTBIO, U PEILUTh:
* Kak ycTaHaBauBaTh ISA-cepBep — B KauecTBe M30JMPOBAHHOIO CepBepa MM MACCHUBA;
* B KakKOM pexuMe JoJiKeH paborath ISA-cepBep — Kak OpaHIMaysp, KaK cepBep KAIIMpPOBa-
HUSI WA B CMEIIIaHHOM pPEeXHMe, TO €CTh BBITIOJHSATH (hyH K11V TIepBOrO 1 BTOPOTO;
* Kak OpraHM30BaTh MOAKIIOUeHUE K MHTepHeTY;
* TUTAHWPYETCS JIU pa3MeliaTh BO BHYTPEHHEH CeTH CepBephl, PeCYPChl KOTOPHIX ITyOIUKYIOTCS
B WUHTepHeTe;
*  KaKWe M3MEHEHMs CYLIECTBYIOEN CTPYKTYPHI CETH MOTPeOyIoTCs I ycTaHOBKM ISA-cepBepa;
*  CKOJbKO KOMIIBIOTEPOB HEOOXOAUMMO IEePEHACTPOUTH Iocie ycTaHOBKM ISA-cepsepa.

MnaHupoBaHue KoHdUrypauum o0opyaoBaHUs
M NOAK/IOYEHUs

AmnnapaTHyto KoHburypauuio ISA-cepBepa u crocod noakiawodyeHuss Kk MHTepHeTy cienyeT Iuia-
HUPOBATh B COOTBETCTBMM C OXHAAEMOI CeTeBOi Harpy3koii. Jlajee onmuchIBalOTCS BO3MOXKHBIE
KOH(UTYpAIIMU CUCTEMBI IUTSI pa3IMIHBIX BApUAHTOB MCIONb3oBaHus ISA-cepBepa.

MuHumanbHble Tpe6oBaHMa K 000PyAOBaHUIO
ISA-cepBep paboTaeT Ha KOMIblOTEepe MO yINpaBieHUEM oxHOil U3 Bepcuit Microsoft Win-
dows 2000 Server. Kpome ceteBoro azanrepa, kotopblit Windows 2000 UCITOIB3YET IS NOMKII0-
ueHMs KO BHYTpPeHHeH ceTw, s monakiaoueHuss K MHrepHery Ha ISA-cepBepe ciemyeTr mpem-
YCMOTPETh JOIMTOJTHUTEIBHBIN amarnTtep IJ1d BHeITHe# cetr, MoaeM vtk agantep ISDN (Integrated
Services Digital Network).

Jlanee mepevyrclieHbl MUHUMAbHbBIE PpefosaHisa K 000pyI0BaHUI0, HEOOXOAMMOMY ISl pa-
60THl ISA:

* KOMIIbIOTEp ¢ mpoleccopoMm Pentium W unum aHanoruyHeIM ¢ paboueit yactotoir 300 MI'ig
WM BBIIIE, TION YIpaBJeHWEeM omnepannoHHON cucteMbl Windows 2000 Server mimm Win-
dows 2000 Advanced Server, ¢ makeToM obHoOBIeHMI Service Pack I mmm Gostee mo3mHUM Ml
Microsoft Windows 2000 Datacenter Server;

* 256 MoGaiiT oniepaTUBHOMN MaMsITH;

+ 20 Mo6aiiT cBOGOIHOIO JMCKOBOTO MPOCTPAHCTBA;
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* cereBoii aganTep, coBMecTuMbIii ¢ Windows 2000, 1y moakaodYeHUs KO BHYTPEHHEH CeTu;

* coBMmectuMblii ¢ Windows 2000 ceteBoit amantep, Moaem win agantep ISDN s moakioue-
Hust K UHTEepHeTy;

* paszgen ¢ ¢aitnoBoii cucteMoit NTFS Ha nokanbHOM XECTKOM JMUCKE.

JI7st co3maHusi MacCuBa U IPUMEHEHUsI MTOJUTUK MIPENTPUATHUS B TIOKAILHOM CETH HYXHa TaKXKe
cimyx06a KaramoroB Active Directory B Windows 2000.

TpeOGoBaHWUs pNs yaaNeHHOro agMUHUCTPUPOBAHMS

Jns ynaneHHOro aiMuHUCTpupoBaHus ISA-cepBepa ¢ KoMmmbloTepa Moj yrnpabieHueM Win-
dows 2000 Professional unu mo6oit Bepcun Windows 2000 Server mocTaToOuHO OCHAacTKU [SA
Management. s moaknodyeHus: K ISA-cepBepy KOMITbIOTEP, ¢ KOTOPOTO BHIMTOJHSIETCS yaa-
JICHHOE aIMUHUCTPUpPOBaHUE, NOJKEH ObITh wieHoM noMeHa Windows 2000.

Kpome ISA Management, mans ynpabiaeHus ISA-cepBepoM MOXHO MCIOJIb30BaTh YCTAaHOB-
JICHHYIO Ha HEM CIIy>K0y cepBepa TEPMUHAJIOB; YIPABJIEHUE OCYIHIECTRIAETCH Yepe3 yaaJeHHOe
nmoakioyeHue K ISA-cepBepy cpencTBaMy KJIMEHTa cepBepa TEPMUHAJIOB.

TpeGoBaHus pns OpaHgmMayapa

ISA-cepeep, yCTaHOBJICHHBIN KaK BbIIEICHHBIN OpaHAMAay3p, BBITOJIHSIET POJIb 0€30I1aCHOTO IIITIO-
3a B MHTepHET 111 BHYTPEHHMX KIMEHTOB. B 3TOM pexume OCHOBHBIM (DAaKTOpPOM, OIPEic/istio-
IIMM TpeOOBaHUS K MPOEKTY, SIBJISIETCS MPOMYCKHAasl CIIOCOOHOCTb MOAKIIOUYEHUsT — OHa NOJXKHA
OBITH TOCTATOYHOM ISl TTOMAEPKKHU JOCTYIa BHYTPEHHUX KJIMEHTOB B MHTEpHET.

B rafnuue 2-1 mepedrciieHbl TpeOOBaHMS K YCTPOMCTBAM M ITOIKITIOYCHUIO UIST Pa3IMIHBIX
3HAYEHMI MPOIYCKHOM CITOCOOHOCTU, HEOOXOAMMOI KiueHTaM OpaHamayspa U SecureNAT.

Ta6mmua 2-1.  TpeOGosanus K mpoueccopy M moakaouenuio Kk Murepuery
TpeboBanust Tunnpoueccopa TMonxmouenue
K TponycKHoil K MHTepHeTy
CIOCOOHOCTU
1-25 Mowut/c Pentium 1II, 300 MIu T1, xabenbpHbBINM MOTEM
nmu xDSL
25-50 Mowut/c Pentium 111, 550 MIx T3 umm nyuine
cBbime 50 Mout/c ITo ogHomy Pentium III, T3 unu nyume
550 MTI'u Ha Kaxabie
50 Moéwut/c

TpeOoBaHWUs ANg NPSIMOro K3LIMPOBaHUS

ISA-cepBep, yCTaHOBJIEHHBIA KaK cepBep NpsIMOro KawmmpoBaHus Web- u FTP-undopmaimu,
LIEHTPaJM30BaHHO XPaHUT KOIIMHU YacTo 3ampaiinBaeMbix B MHTepHEeTe 00bekTOB. KainupopaH-
Hble OOBEKTHI HOCTYIIHBI AJIs1 Opay3epoB BCeX KJIMEHTOB BHYTPEHHEH CeTH opraHu3auuu. B atom
peXrMe OCHOBHBIM (DAaKTOPOM, OTIPENeisoIiM TpeOOBaHUS K TIPOCKTY, SIBJISIETCS YMCIO KITMCH-
TOB, KOTOPBIM TpebyeTrcs noctyn B MHTepHeT. B Tabauiie 2-2 nepedrciieHsl anmnapaTHbie TpeboBa-
HMS IS TIPEAIOIaraeMoro 41cjia BHyTPEHHUX KJIMEHTOB, MOTY4aAI0IIMX JOCTYI K 00beKTaM B MH-
TEpHeTe.
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Tadmuna 2-2. TpeOGoBaHus K 00beMy ONEPATHBHOW MAMSTH U JUCKOBOTO MPOCTPAHCTBA

Yucio Kommerotep OrnepaTiBHasK JlckoBoe MmpocTpaHCTBO,
nonmb3oBareneit  [SA-cepeepa namsaTh (M06aiT) OTBEJICHHOE
IUTSI KL POBAHUS
o 250 Omun ISA-cepsep ¢ 256 oT 2 1o 4 I'Gaiit
Pentium II, 300 Mli1
1o 2000 OnuH ISA-cepsep ¢ 256 10 T'6aiiT
Pentium 111, 550 MI'1
coimre 2 000 ITo onHomy ISA-cepBepy mno 256 Ha no 10 I'6aiiT Ha Kaxabie
¢ Pentium III, 550 MTu kaxnere 2 000 2 000 monb3oBaTenei
Ha kaxabie 2000 mosb30- rosib3oBateseit

Batenei. Mcnonbayiite J
ocHacTKy Performance Monitor

(MMpou3BOAUTENBHOCTD) AT .
TMOUCKA «y3KUX MECT» U [1pH

HEOOXOOUMOCTHU N0GaBLET2 '

nonosHUTEeIbHbIE [SA-

cepBephl B MacCUB

JI71s UCToIb30BaHUsI KOUIMPYIOMIKUX BO3MOXHOCTel ISA-cepBepa yCTaHOBUTE €ro Ha KOMITbIO-
Tep, UMewiuit o KpaitHelt Mepe oauH pasneit ¢ daitoBoit cuctemoit NTFS. Eciu AnckoBnii
TOM cepBepa comepxut pasnensl (aitnoBoit cuctemsl FAT (File Allocation Table), mpeo6pa3syii-
te ux B NTFS nporpammoii convert.exe, pxoagiieid B cocraB Windows 2000 Server. Ilpeo6pa3zo-
BaHME He YHUYTOXaeT AaHHble Ha nucke. [logpobHee 06 mcmonb3oBaHuU mporpammbl Convert
MOXHO y3HAaTh, BBIIIOJHUB B KOMaHIHOI CTpOKe KoMaHty convert /7.

TpeGoBaHua pna nyonukaumMm M 00PaTHOrO KALLMPOBaHUA

ISA-cepBep, ycTaHOBIeHHBIT Mexny Web-cepBepoM B 4acTHOW ceTH OpraHu3aliivd m MHTEepHe-
TOM, UCIIOJIB3YETCs AJIs1 MPeAoCTaBIeHUs TOCTyIa K pa3MellleHHbIM Ha Web-cepBepe pecypcam,
Hanpumep Web-y3iy 21eKTPOHHOI KOMMepUMHU MK WH(hOPMALIMK Ui TApTHEPOB MO0 OU3HECY,
B sTOM ciiydyae OCHOBHUM (haKTOPOM, OI1EIE/iA10ULIMM TpeOOBaHUSI K TIPOEKTY, SBJISIETCS 4acTO-
Ta oOpalieHWii BHEIIHUX KJIMEHTOB K ONMyOJIMKOBAHHBIM CEpBEpaM.

B Tabmuiie 2-3 mepedncieHbl anmnapaTHble TpeOOBaHMS IJIsI TIPEAIIoaracMoro 4ucjiia oopa-
LIeHWA BHEMIHUX Iojb3oBateieil (13 METepHera) nmpu ycioBuM 0oOpaTHOrO K3UIMPOBAHMS.

Tabnmua 2-3.  Annapathble TPeOOBAHHA A9 00CHYKUBAHUA PA3JIUYHOIO YUCIA
KJIMEHTCKHX 3ampocoB

Yucao 3anpocos ISA-cepsep OneparuBHas namarb
B CEKYHAY (Moaiir)

meHee 500 Omun ISA-cepsep ¢ Pentium II, 300 MIg 256

500-900 Onun ISA-cepsep ¢ Pentium 111, 550 MI'u 256

6omee 900 ITo omHoMy ISA-cepaepy ¢ Pentium 111, 256 Ha cepBep

550 MTI'u Ha kaxasie 800 3arpocoB

B cekyHmy. Mcnonb3yliite ocHacTKy Perfor-
mance Monitor (IIpOH3BOAHTEILHOCT)
IUIST OOHAPYXKEHUST «y3KHX MEecT» U TpU
HEeo0XOAMMOCTH A00:BETE B MACCUB TOTIOJ -
HUTeNbHBIE |SA-cepreph
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ISA-cepeep B cocTaBe MaccuBa

Ecnu cereBast Harpy3ka TpeOyeT MpMMeHEHUsI HECKOJIbKUX KOMMbloTepoB, ISA-cepBepbl 00be-
IUHSIOTCS B MacCUB. MaccuB TipeacTaBiseT coboit rpymmny ISA-cepBepoB, KOTOpBIE paccMaTpu-
BaIOTCS U YIPABJISIOTCS KaK eIMHBIN JIOTUIECKUI OOBEKT.

Bce cepBepbl B cocTaBe MaccuBa UMEIOT ONMHAKOBYI0 KOHGUTIYpallMio. DTO coKpaliaeT ai-
MUHUCTPAaTUBHbBIC U3JEPXKHU, TAK KaK MPU HACTPOIiKe mapamMeTpoB MaccuBa KOHPUTYpUpPYIOTCS
BCe BXONAIIME B Hero cepsephbl. bojiee Toro, B ciayuae ucnosb3oBaHus ISA Server Enterprise
Edition BbI BpaBe MPUMEHUTH I MacCuBa MOJUTUKY MPEANPUSATHS, YTO MO3BOJISET LIEHTPA-
JIM30BAHHO YIPaBJISTh BCEMU MAacCUBaAMM MPEIPUSITHSI.

JI1s1 OTAeNbHBIX MacCUBOB MPEANPUITHUS pa3pelllaeTcsl Ha3HAayaTh MHIWBHUAYATbHBIC MOJIM-
TUKHM MacCHBa. DTO MO3BOJACT Pa3AeInTh OPTaHM3ALMIO HA TTOApa3ae/IeHNUsI, YTOOBI, K IIPUMEpY,
MPEeNOCTaBUTh KJIMEHTaAM OJIHOTO0 MaccuBa HEOTrpaHWUYEHHBIX nocTyn B MHTepHeT, a KJIMeHTaM
IPYTOro — OrpaHHYeHbINA.

Kpome Toro, mpuMeHeHre MaccuBa MO3BOJISIET TOBBICUTH MTPOU3BOAUTEIBHOCTb, COKOHOMUB
Ha obopynoBaHUM. B MaccuBax 3anpochl KIMEHTOB paclpeae/isiioTcsl MexX1y HeCKOJIbKUMU [SA-
cepBepaMu, Giaromapsi 4eMy cokpaliaercsl BpeMs OTKJIMKa Ha 3ampoc. PacmpeneneHue Harpys-
KA MEXIy cepBepaMU MacCHBa IO3BOJISIET JOOUThCS YIOBICTBOPUTEIBHON MPOU3BOAUTEIBHOC-
TH JIaXe Ha MOCPEICTBEHHOM OOOpYIOBAaHUU.

KomrmbioTep, Ha KOTOpOM ycTaHaBiauBaeTcsl ISA-cepBep B KauecTBe Y4JieHa MacCHBa, JOJIKEH
pxoauTh B goMmeH Windows 2000. Kpome Toro, 10 Havyajza yCTaHOBKY HEOOXOAUMO MHU LKA U3 Y -
poBath npennpustue ISA-cepBepa. Huuuuasuzayueii npednpusmus (enterprise initializing) Ha-
3bIBAETCS Mpoliecc nobaBaeHUsT oOHOBAeHUI cxeMbl ISA-cepBepa B cxeMy Active Directory.

Korna coznanust maccuBoB ISA-cepBepoB He TpeOyercs, ISA-cepBep 0ObIUHO ycTaHaBIMBA-
eTCsl Ha U30JIMPOBaHHKIN cepBep. B atom ciiydae kommbiotep ¢ ISA-cepBepoM He 00s13aTeIbHO
JoJKeH BXoauTh B mjomeH Windows 2000.

TpeGoBaHua pns MaccuBa

Heob6xonuMo, 4ToObI BCe cepBepbl B COCTaBE MacCHBa BXOAWJIM B OAWMH JOMeH U caiiT. Cait —
3TO HECKOJIbKO KOMITBIOTEPOB, COCIMHEHHBIX MEXIY CO00i ObICTpOIi ceThlo mo mpoTtokony TCP/
[P (Transmission Control Protocol/Internet Protocol). JloMeH mpencTaBisieT cO0OW COBOKYII-
HOCTh Ha3HAYEHHBIX aIMUHHUCTPATOPOM KOMITBIOTEPOB, 3alTMCH KOTOPBIX comepKaTcs B OO1IEM
xpaHuauuie karaiaora (Active Directory). ITonpoOHee o noMeHax U caiiTax — B CIIPAaBOYHOM CH-
creme Windows 2000.

Mpumedanue Tlpu ycraHOBKE cepBepoB MaccuBa Ha KomibioTepbl ¢ Windows 2000 Advanced
Server unu Windows 2000 Datacenter Server pekomeHayeTcs (HO He 00s3aTelbHO) MCIIOJb30BaTh
0alaHCUPOBKY CETeBOIl HAarpy3Ku MeXIy KOMIIOHEHTaMM MacCuBa.

lI3onupoBaHHEE CEPBEPH U MAaCCHUBH U3 OJHOI'O CEpBEpa

YcranoButh ISA-cepBep B KauecTBe 4jieHa MaccHBa MOXHO JaXxe Ha OOMH KoMmIblotep. [Ipu
ycraHoBKe cepBepa ISA Server Enterprise Edition B MaccuB K HeMy OOBIYHO MPUMEHSIETCS MO-
JNUTUKA Mpeanpusastus. Kpome Toro, ycTaHOBKa cepBepa B KauyeCcTBe WIEHA MacCHBa YIpOINaeT
paciIpeHue MpoekTa B OyayIIeM, TaK KakK B HEro 6e3 MpoGIeM yaaeTcst BBECTH 10O THHTE b=
Hble KOMITBIOTEPHI.

B TaGnuue 2-4 cpaBHUBaOTCA OCOOEHHOCTH yCTaHOBKM ISA-cepBepa Kak 4jieHa MaccuBa U
KaK M30JIMPOBAHHOIO CepBepa.
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Ta6muua 2-4. CpaBHeHMe 0coGeHHOCTEI MACCHBA U U30JIMPOBAHHOIO cepBepa

Maccus H3onupoBaHHbIN cepBep

Macmrabupyemocts  OnnH 1 00siee KOMIBIOTEPOB  TOJILKO OMH KOMIIBIOTED

HeobxoaumocTb VYcTaHaBAMBACTCS TOJNLKO Active Directory He Tpebyetcs. Paspeiaertcs

pabotel ¢ Active B noMeHbl Windows 2000 co  ycraHasiuBath BaoMeHbl Windows NT 4.0,

Directory CIIyX00i1 karanoron Active HMudopmanust o KOHGUTYpaLUU XpaHUTCS
Directory. B To Xe Bpemst B peecTpe

KJIMEHTBI BJIOKAJIBHOM CETU
MOTYT OCTaBaThCs F JOMEHE
Windows NT 4.0

[Monutuka Bo3MoxHOCTb TPUMEHSTh He mpumensercs
TIPEATIPUSATHS eIMHYIO MOJUTUKY KO BCEM
MaccuBaM TPEANPUSATHS

Hacrpoiiky mapameTpoB MacCUBOB pa3peliaeTcsi BHIMOJHATh MHANBUAYATbHO B KaXIOM TOJ-
pasnenenuu opraHuzanuu. [Ipu aToM ¥ MaccuBe Tompas3neieHus TIPUMEHSIIOTCSI COOCTBEHHBIE
NMONUTHKK, OBLIKeE I BCeX CEpBEPOB JaHHOTO MacCUBa.

Pexumbl padotbl ISA-cepsepa

Jlo Hauana ycraHoBKM ISA-cepBepa BbIOEpUTE OMWMH U3 TPEX PEKMMOB €ro paboThI: B Ka4eCTBe OpaH/I-
Mayspa (Firewall), cepBepa kawmmposannd (Cache) unu cMemaHHbIi pexum (Integrated).

B pexume Opanamayspa u cMmemiaHHoM pexume ISA-cepBep obOecrieuuMBaeT ceTeByIO 0e30-
MAacHOCTh, TTapaMeTPhl KOTOPO# OIpEe/e.1gi0TCs IpaBuIaMid 0OMeHa MEXIy KOPIOpPaTUBHOM ce-
ThiI0 1 MHTepHEeTOM. KpoMme Toro, 3Tv peXXMMBbI MO3BOJISIIOT ITyOJIMKOBATh PECYpChl BHYTPEHHMX
CepBEPOB, IMPEIOCTAB/IsIsA JOCTYI K XPaHSIIUMCS Ha HUX JaHHBIM I0Jb30BaTeasIM MHTepHeTa.

B pexuMe cepBepa KaMpoBaHUS U CMeIIaHHOM pexuMe ISA-cepBep 1o3B0/igeT MOBBICUTH
MPOM3BOIUTEILHOCTh CETU M CHU3UTH MCIIOJIb30BaHUE IIPOITYCKHOI CIOCOOHOCTH, JIOKAJIbHO
XpaHs 4acTo 3ampailrBaeMble U3 MHTepHeTa 00beKThl. Takxke 3T peXMMBI Aal0T BO3MOXHOCTh
HampaBIsITh 3alpochl U3 MHTepHeTa K [a31i4HLIM BHYTpeHHUM Web-cepBepaM.

Bo3moxHoctu ISA-cepBepa 2aBucsT OT BRHIOpaHHOTO pexXuMa. B Tabmuie 2-5 mepeyncieHbl
BO3MOXHOCTH PEXMMOB OpaHIMayspa .1 cepBepa K3IIMPOBaHMS. B CMEIIaHHOM peXuMme I0-
CTYIIHBI BCE BO3MOXHOCTH.

Taomuua 2-5. Cpasnenne BO3MOXKHOCTEHl peKMMOB OpaHaMay3pa W cepBepa KIUIMPOBAHUS

BoaMoxxHOCTb Peixum Opanamayspa  Pexum Ka1nMpoBaHMs

Ilonutuka goctyna Ha Ja, Ho TosbKO a1t ipoTokona HTTP
OmnoBenieHus Ha Ha

OUIBTPHI TPUIOXKCHMIA Ha Her

Hacrpoiika kama Her a

[ToauTuku npennpusaTus Ja Ha

OUIBTPHl MAKETOB Jla Her
MoHuTOpUHIBpealbHOMBpeMeH  [la Ja

OryeTsl Ha Ja

Tly6nukaius cepBepoB Ja Her

Web- nybnugaiinsg Jla Ja
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Moaxmoyenne Kk UHTEpHeTy

Bri6op noaxonauiero unmepnem-npogaitdepa (Internet Service Provider, ISP) — mepBwlii mar npu
noakaoYeHun opranusanun K MHrepHery. M3-3a BbICOKO# KOHKYpeHLIMW B 3TOi cdepe mpo-
Baiiiepbl MpeajaraT KJIMEHTaM MHOXECTBO CIOCO0OB HocTyna B MIHTepHET, B TOM 4uCJe MO
nuHusam DSL (Digital Subscriber Line), mocpeacTBoM KabeabHBIX MOJIEMOB, CITyTHUKOBOM CBSI-
31, IO TeJe(OHHBIM TUHUAM U TuHUsAM T 1. [Ipu BeIOOpE caeayeT y4ecTh CTOMMOCTD IOIKITIOUE-
HUSI, €T0 MPOIMYCKHYIO CITOCOOHOCTb U HAEXKHOCTD.

CymiectByeT nBa Buma nonkitoueHus ISA-cepBepa k MHTepneTy — mpssmMoe (ITOCTOSTHHOE)
WK 110 TeeOHHON TMHUU. [T IPSMOTO MOJKIHYeH s, a TAKXKE AJIsI MOAKII0YeHUS IIPH T10-
viotid DSL unm KaberbHOTO MozieMa TpeOyeTcs aganTep T BHEITHEH ceTH. 11 TOaKITI0UeHHU S
1o TeJeoHHON JUHUK HeobxoauM MoaeM wiu agantep ISDN.

Jns ISA-cepepa, MyOIMKYIOLIETO PeCypChl CEPBEPOB, KOTOPBIE JOJIKHBI ObITh BCEraa JOCTYITHbI
u3 MIHTepHeTa, HeoOXoaMMO 3ape3epBUpoBaTh cTatndeckue IP-agpeca y mHTepHeT-TIpoBaiinepa u
Mo KpaiHeil Mepe OIHO AJOMEHHOE MMS B PETMCTPUPYIOLIEH OpraHu3alvy, aKKpeAUTOBAHHOW B
ICANN (Internet Corporation for Assigned Names). Criucok Takux opraHH3alUid MyOIMKyeTCs B
WHrepHeTe 110 anpecy htip://www.icann.org/regisirars/accredited-list. himflpu sTOM IUIA DOCTyma K
BalllUM BHYTPEHHUM cCepBepaM Jiyullle KCIO0Jb30BaTh noaxvie domenHbvle umena (Fully Qualified
Domain Name, FQDN), cocTosiie U3 MMeHU KOMIIbloTepa (y3/la), HalmpuMep «Www», U 3aperv-
CTPUPOBAHHOIO TOMEHHOTI'O0 UMEHU, HAITpUMEp «microsoft.comy.

[Tocne perucrpauu JOMEHHOTO UMEHU Bbl MOXETE TMOPYYUTh CBOEMY MHTEPHET-TIpoBaiijie-
PY COTIPOBOXIEHNE ¥ aIMUHUCTPUPOBAHME COOTRETCTRY0IIN 3anuceit cucteMbl DNS (Domain
Name System), obGecrieunBas JAOCTYITHOCTh UMEHU MOJIb30BaTeNsiM MHTEpHeTa.

MyGnukaums u nopmoueHne

Jlns myGaMKalu pecypcoB BHYTPEHHHUX CEPBEPOB HEOOXOAMMO MOJTyunTh IP-anpeca, KOTopbiM
COTIOCTaBJIeHB MMEHa JOMEHOB MJIM cepBepoB. Korma sHeniHKWe KIMEHTH 3ampainnBaioT Web-
y3en unu JJomeH, DNS-cepBep Haxomut [P-anpec, cooTBeTCTRYIONINIT 3alTpallnBaeMOMY UMEHHI
Web-y3mna. Kak mpasuio, ato IP-ampec ISA-cepBepa wim cepBepa B cetu mepumerpa (DMZ).
AJIbTEepHAaTUBHOE pellleHUe 3aKJII0YaeTcsl B UCTIOIb30BaHUM BHYTpeHHero DMNS-ceprepa, paspenia-
JOILIETO 3aMPOChl BHELIHUX KIMEHTOB.

ISA-cepBep B cem

ISA-cepBep obecrnieurBaeT 6€30MaCHOCTh U MOAKIIOUEHUE CETEBBIX CIYXKO, pabOTalOLIUX Ha OfI-
HOM WJIM HECKOJIbKUX cepBepax. Jlanee peub moiaer 00 0COOEHHOCTSX ceTeli, KOTOphIe ClIeayeT
YUUTHIBATh NpU ycTaHOBKe ISA-cepBepa.

HOomeH Windows NT 4.0

ISA-cepBep MOXHO YCTAaHOBHTH B KaueCTBE M30JMpOBaHHOTO cepBepa B noMeHe Windows NT 4.0.
B aToMm ciyyae mOTOJHUTENBHOTO KOHMUTYpUPOBaHUS HE TpeOyeTcs.

Kpowme Toro, a5 moakiaodeHus U obdecreyeHus 0e30MacHOCTH MOJIb30BaTeeil U KIMEHTOB
momeHa Windows NT 4.0 ucnonb3ytorcst MaccuBhl. [Ipu a3TtoM MaccuB ISA-cepBepoB ycTaHaBIM-
BaeTcd B oTnenbHOM momeHe Windows 2000, mocie gero mexay nmomeHoM Windows NT 4.0 u
noMeHoM ISA-cepBepa HacTpamMBalOTCS JOBEPUTEIbHBIE OTHOLIECHUSI.

WHdopmaums o koHdpurypaumm ISA-cepeepa
Nndopmanus o KoHpurypauuu ISA-cepBepa, yCTaHOBJIEHHOTO Ha M30JMPOBAHHBINA CEPBED,
XpaHUTCSA B peecTpe.

3-2186
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Nudopmarna o koHburypaunu ISA-cepBepa B cocTaBe MaccuBa pasMmeniaercs B 0ase JaH-
HbIX Active Directory. Ipyrumu ciioBamMu, IipuMeHeHUe MaccuBOB ISA-cepBepoB TpeOyeT ycra-
HoBKM Active Directory B ntomeHe Windows 2000, ywieHoMm Kotoporo ISA-cepBep siBisieTcs.

Cepsep nopwmioyeHnss K WHtepHety

o mosinennst ISA-cepBepa MHOTHE OPIAHHIALMNA UCITOIB30BANM 00uiuili docmyn 04 NOOKAHUe-
Hus k Humepnemy (Internet Connection Sharing, 1CS). ISA-cepsep 3ameHsiet ISC, npepoctas-
JIsiss KOMITAaHWSIM TOMOJHUTEIbHBIE BO3MOXHOCTU. KpoMme monmkiodyeHUs 4acTHOM cetw K MH-
TepHeTy, ISA-cepBep obecreunMBaeT HaleXKHYIO 0€30MacCHOCTh U KAIIMPOBAHUE.

Buwmanue! He ycranasnuaiiTe u He Bkiouaiite ICS Ha kommnbloTepe ¢ ISA-cepsepom, Eciu
cayx6a ICS Obuta ycTaHOBJIEHO paHee, yaaluTe ee 10 ycTaHoBKM ISA-cepBepa.

CepBep ypaneHHoro gocryna

Jlo mosBnenus ISA-cepBepa MHOTHE OpraHM3alUU KMCITOJb30BaJIM CEPBEP YAAJEHHOrO HOCTYIa
Windows 2000 Server misi MOAKJIIOYEHUS YAANEHHEIX KIMEHTOB K CETEBBIM CIIYXX0aM U KOMIIbIO-
TepaM. ISA-cepBep obecrieunBaeT MOAKIIOYEHME YAAJIEHHBIX KIIMEHTOB U IOTIOJTHUTEIbHbBIE BO3-
MOXHOCTH CepBepa yaaJleHHOIo A0CTyNna Hapsily ¢ HameXHOM M TMOKOM cucTemoii Ge3omacHoC-
1. OUIBTPHI MAKETOB cepBepa YAaJcHHCO IO JOCTyIa 3aMeHSII0TCA QuIbTpaMu TakeToB [SA-cep-
Bepa. Kpome 1oro, ISA-cepBep Mcmosib3yer 3alMCU yIaJEeHHOTO JOCTyIA cepBepa yaalleHHOTO
JIOCTYIA ¥ pacliupsieT uX GyHKLMOHAIbHOCTD.

ISA-cepBep B ceTax pasfIMYHOW TOMOMOrMU

ISA-cepBep MpuMeHsIeTCs B CETAX Pa3IMYHOI TomoJoruu. B aToM paszene onmuchiBacTCs HECKOIBKO
TUIOBBIX KOHGUTypaluii cetn. HecMOTpss Ha TO, YTO B IEMCTBUTEIEHOCTU CTPYKTYpa CETU OOBIYHO
OTJIMYAETCSI OT OMMCAHHOM, U3JI0KEHHBIE aIeCh OCHOBHBIC MTOIXOIbI U METOIbl KOH(MUTYPUPOBAHUS
MOMOTYT BaM TPH IUITAHUPOBAHUM CETEBOI TOMOJOIMM BAIUEH OpraHM3aLMy.

Cetb manoro oduca

B cetn manoro oduca ISA-cepBep pacnosaraercss mexay JokainbHoit (LAN) miu rnobanbHOR
(WAN) cetbto u MHTepHeToM. CerMeHT JOKaJIbHOM ceTH Majioro oduca, Kak MpaBujio, colaep-
XKUT MeHee 250 KJIMEHTOB, U B HeM Hcnosib3yeTcs [P-mpoTtokon M monkioyeHUe K MHTEPHET-
nposaiigepy mo tenedonHoil muHuK. OnuH ISA-cepBep obecrneunBaeT MOAKITIOYEHUE W 0€30-
MacHOCTb JJISL BCEH CeTH, KaK MOKa3aHO Ha puc. 2-1.

JlokanbHas ceTb

g y =il e
F ,;;; Komnblotep

@ : ; WrrepHer \;_}’;f_m;_-&g c ISA-cepsepom

Puc. 2-1.  IIpoekt ana majnoro oguca
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Ha puc. 2-1 nmokasaHo penieHue I HeOOMbIIOW OpraHU3alii, MacCUB KOTOPOI COIEPXKUT
TOJIBKO oguH KommbloTep ¢ ISA-cepBepoM. UTOOBI 06eCIIeUYUTh BO3ZMOXHOCTh pacIIMpeHUS B
OymyIeM, cepBep cleoyeT YCTAHOBUTDH KaK YJieH MacCuBa.

Ecnu opranusanuss HeMHOTO 0oJibllle, MOXHO MCIOJb30BaTh MACCHUB M3 HECKOJbKUX |SA-
cepBepoB. [IpuHMMasg BO BHUMaHHE, YTO 3HAYMTEIbHAS YaCTh KJIMEHTOB pacIiojaracTcsa B Ofl-
HOM MECTOTIOJIOXEHUN M BXOIUT B OAMH JOMEH, eAMHCTBEHHBIII MaccuB ISA-cepBepoB cIoco-
OeH 00CITyXHMBaTh BCIO OpTaHU3alnio. Y1ciIo KOMIBIOTEPOB B MACCUBE 3aBUCHUT OT TpeOOBaHUIA
K MPOMYCKHOM CIIOCOOHOCTH U K3IIIY.

Cetb npepnpusiTus

Ha puc. 2-2 nmoka3zaHa ceTb 00J1b11101 Koprniopauuu co mrad-kBapTupoii B CIIA u nByms otaene-
Husmu — B Kaname u BenmukoOputanuu- Bo Bcex Tpex MeCTONONOXEHMSIX YCTaHOBJEHBI MacCH-
BBI, COCTOsIIIME U3 ogHOro u 6ojiee ISA-cepBepoB. B 1mTabd-kBapTupe A€iCTBYyeT MOJUTHKA MPE/I-
MPUATHS, ONpeessiomas MmpaBuia J0CTyna ISl Bcex KiaMeHToB. CeTeBol aIiMUHUCTPATOp ILTAa0-
KBapTUPbl OTBEYACT 32 MPUMEHEHUE KOPIIOPATUBHOM MOJUTUKU U ee COOJI0eHEe BO BCEX OT/e-
neHusx. IIpy 5TOM agMUHUCTpaTOpaM OTAENEHUI pa3pellaeTcs CO3IaBaTh TOJLKO 0ojiee CTpPOrue
MpaBuJIa.

CtpykTypa cetu npepnpuatus

Kanazickoe otieneHue MOIKIIOYEHO K MITa0-KBAPTUPE Yepe3 MapiipyTiiaTop, a OpUTaHCKoe —
TOCPENCTBOM @upmyansvholi yacmuoi cemu (Virtual Private Network, VPN).
Ha puc. 2-2 nokasaHa CTpyKTypa CeTH KOpIopaluu.

BennkobputaHus

Puc. 2-2. Crpykrypa ceTy Kopropauuu

Kaxnpiit ISA-cepBep B cocTaBe MaccHBa B ITA0-KBapTUPE OCHAIEH ABYMSI CETEBBIMM MH-
TepdeiicaMu: OJUH CETeBOIl afanTep MOIKIIOYEH K BHYTpEHHe ceTu, a ipyroil — K MHTepHeTy.
B 3TOM NpoekTe BO3MOXKHO MPUMEHEHUE MPSMOro MOAKIIOUEHUSI K MHTEPHET-TIpOBaiiiepy 1mo-
cpeacTBoM MapiupytusaTopa u JuHuM T1 unm E1 ¢ pe3epBHBIM MOIKIIOYEHUEM IO TeJe(POHHOI
JIMHUYU Ha CJIy4ail BBIXOJA U3 CTPOSI OCHOBHOMA.

Kananckuit ISA-cepBep paboTaeT B pekuMe cepBepa K3IIMPOBAHUS M MOJIKIIOYEH K BhILIE-
croamemy ISA-cepBepy B mrab-kBapTupe. KaHanckuii cepBep TaksKe OCHAIICH ABYMSI CETEBbI-
MU afanTepaMy, OAMH U3 KOTOPHIX MOAKIIIOUYEH K JIOKATbHOMY MapllipyTH3aToOPY, a APYroi — K
MapIlIpyTU3aTOPy B IITa0-KBapTHPE.
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MaccuB ISA-cepBepoB B Betnko6puTanuy paboTaeT B CMEIIAaHHOM PEXUME, BBITIONHSIS POIH
OpaHoMayspa ¥ K2nupyiomero cepepa. Kpome toro, atm ISA-cepBepbl HaCTPOEHBI IJIsT Map-
HIPYTU3aLMHU 3aIIPOCOB K MECTHBIM pecypcaM MHTepHeTa HEMOCpeACTBEHHO B MIHTEpHET.

Npoekrsl, npegnonaraiowve nyonukaumio B Web

Oyukuusa nyonukanuu Web-yanoe B ISA-cepnepe Hy>KHa OpraHM3aIUsaM, XeJTalomuM Oe3ormmac-
HO Ty0;1MKoBaTh B IHTEpHETe pecypchl CBOMX 3allMIIEHHBIX HHTpaceTeil. B atom ciydae ISA-
cepBep obecreymBaeT 6e30macHOCTh Web-cepBepa opraHM3aluu, Ha KOTOPOM PAcCIIONararoTcs
Web-y31bl 27IeKTPOHHON KOMMEPIIMU WM MHGOPMALIUS TSI IeJOBBIX MapTHEPOB. sl BHELTHUX
noap3osareneii ISA-cepBep srirysanT Kak Web-cepBep, B TO BpeMsl KakK MOCIEIHMIA COXpaHSIET
JOCTYN K cIyxk0aM BHYTpPEHHEM CeTH.

Onyo6nuxkoBaHHbI Web-cepBep pacroJjiaraeTcsl Ha TOM e KoMIblotepe, uTo U ISA-cepsep,
WY Ha OTHEIbHON MalluHe.

Web-cepeep, coBMELLEHHbIM C ISA-cepeepom

Ha puc. 2-3 nokazaHo 0HO U3 paclpOCTpaHEeHHBIX pelreHuii 11 Web-ny6aukanuu, B KOTO-
pom Web-cepBep pa3MmeliiaeTcs Ha TOM Xe KOMIbioTepe, 4to U ISA-cepsep.

3anpoc «Getwidgets. microsoft.com»

Puc. 2-3. Web-cepBep, cOBMeIIeHHbIi | 2 OIHOM KOMIIbIOTEpE
c ISA-cepeepom

B atoi1 koHurypauuu cetn ISA-cepBep oxunmaer exoaanine 3anpocskl Ha mopty 80 agantepa
BHEILIIHEro uHTepdeiica.

ITo ymonuanuto Web-cepBep Takke oxumaer Bxomsiire 3arnpockl Ha nmopty 80. Bo mzbexa-
Hue KoHbmukTa Web-cepBep HEOOXOMMMO TEPEHACTPOUTH HA IPYTOH TOPT, TOCTE Yero M3Me-
HUTD npaBuio Web-nyonukauuu [SA-cepBepa rak, 4ToObl MPUHSITHIE 3aMPOCHI TIepeHATPaBIs -
JIUCh HA COOTBETCTBYWOIIUM MOPT Web-cepbepa.

Bwmecto 3Toro Bl MOXeTe yKazaTh B mapamerpax cepsepa IIS (Internet Information Services)
npyroit IP-aapec mna Bxoasuux 3anpocos. Hampumep, eciu 3amath [P-ampec anst BXomsiuux
3anpocoB — 127.0.0.1, oHM OyayT MPUHUMATHLCSI TOJBKO C JIOKAJIBHOTO KOMITbIOTEpPA, TO €CTh C
ISA-cepsepa.

Web-cepBep B nokanbHOW cetu

Ha puc. 2-4 nmokasan mpumep, B KotopoM Web-cUpreprr pasmemnieHsl 3a ISA-cepBepom.

JIBa Web-cepBephl pacmoyioxkeHbl BO BHYTpeHHEH ceTn, 3ammineHHoi ISA-cesepom. Korma
moJib3oBaTeNib MHTEepHETa 3ampaimnBaetr co6bekT B example. microsoft.com/Marketing Wi examp-
le. microsoft.com/Development 3anpoc HanpasisieTcss ISA-cepBepy, KOTOpBIii 3aTeM Iepechlia-
€T ero cooTBeTCTBYIOIEeMY Web-cepBepy
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exam ple.microsoft.com/Marketing

Puc. 2-4. 'Web-cepBepnl, pacnoJjioxeHnbie 3a ISA-cepBepom

O6paruTe BHUMaHUE, YTO, KOrJa BHEIITHME KJIMEHTHI 3aIlpallinBaloT 00beKThl ¢ Web-cepBe-
poB, oHM (DaKTUYECKU TOJIYJaloT JOCTYI TOJbKO K ISA-cepBepy. Takum o6pa3omM, OH IIpenoTBpa-
11aeT JOCTYN BHEILIHUX IoJib3oBaTesneld B yacTHyto ceTb. Ilpu atom IP-agpeca Web-cepBepoB He
pacKphIBaIOTCs, a KIMeHTH M3 MHTepHeTa mojyvaroT 3ampoineHHoe Y Web-cepBepa comepKu-
moe ¢ IP-ampeca ISA-cepBepa.

MpoexTbl, NpeanonaraioLye ucnonb3osaHue cepesepa Exchange

Kak mpaBuiio, B mpoekTax ¢ ISA-cepBepom TpeOyercst 3aillHTHTE TaHHbIE, TePEechbUIaeMble MEXITY
MOYTOBBIMU cepBepamu 1o npoTokory SMTP (Simple Mail Transfer Protocol). Hampumep, ISA-
cepBep MHoOTIa obecneunBaet Oe3ormacHocTh Microsoft Exchange Server. Ilpu atom cepsep Exchange
MOXET pacIioyiaratbCsl, Kak Ha OMHOM KoMmIibioTepe ¢ ISA-cepBepoM, Tak M B JIOKaJbHOU CETH WIU B
cetu nepumerpa (DMZ).

Cepeep Exchange, coBmeLueHHbli ¢ ISA-cepeepom

Ha puc. 2-5 mokasan npumep, Korna [SA-cepBep pacmosnaraercs Ha OMTHOM KOMITbIOTEPE C Cep-
BepoM Exchange.

KomnbtoTep ¢ cepaepamm I
n Exchange

Puc. 2-5. Cepsep Exchange, cosmemennsiii ¢ [ISA-cepsepom

Cepeep Exchange B nokanbHoit cetn

Ha puc. 2-6 mokasan npumep, koraa cepsep Exchange pacrosiaraetcst B JOKaJIbHOM CETH, 3allii-
meHHou ISA-cepBepom.
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Kowmrisiotep c ISA-cepeepom

KomnbtoTep ¢ cepBepom
Exchange

Puc. 2-6. Cepsep Exchange B noxansnoin cerd moa 3amuroi ISA-cepsepa

lNpoexTsl, Npeanonaralolie UCNonb30BaHUe CeTH nepuMeTpa

Cemv nepumempa (perimeter network), unu DMZ — 310 HeGomblmas ceThb, OTAENEHHAS KaK OT

HMHTepHeTa, TaK U OT YaCTHOW CETM OpTraHM3allMM. BHEIIHME IMOJIb30BaTeIU MOJYyYaroT JOCTYIT

TOJIBKO K PacCITOJIOXEHHBIM B HEell cepBepaM, W He MOIMYCKAlOTCS BO BHYTPEHHIO KOPIOPaTUB-
Hylo ceTb. KpoMe Toro, opranmu3saiius, Kak MpaBuiio, MpeaeJbHO OTpaHUYUBAET TOCTYI BO BHY-
TPEHHIOIO CETh C KOMITBIOTEPOB B CETH IEPUMETPA.

CeTb nepuMeTpa, Ha3blBaeMYIO TaKXe IKpanuposanHoli noocemoio (screened subnet), oObIYHO
WCTIOJIB3YIOT /L1 pa3MellleHUS MMOYTOBBIX M Web-cepBepoB KoMmaHuM. Jlajiee MoKa3aHBI IBa Ba-
pyaHTa CTPYKTYPBI CETH TepUMeTpa:

* BapuMaHT<«cdsoenibix» (back-to-back) ISA-cepBepoB, OAMH M3 KOTOPBIX MCIOIb3YETCS ISt
TMOIKITIOYEHHUST CETH TlepuMeTpa K MHTepHeTy, a Ipyroi — I TTOAKITIOYeHUsI BHYTPEHHEH
CeTH K ceTu mnepumeTpa (puc. 2-7);

* BapuaHT ¢ ofHUM ISA-cepBepoM ¢ TpeMs agarnTepaMu,0becneunBaoiliiM 6e30MacHOCTh Kak
CETH TIEPUMETPA, TaK M JIOKAJIbHOHU ceTu.

Kopnoparusabie Web-cepBephbl PaiM:llaliT B CETU MEPUMETPA, YTOObI MX PECYPCHI ObUIM
IOCTYIHBI U3 MHTepHEeTa. BMecTe ¢ TeM, ceTh meprMeTpa MPETsITCTBYET NOCTYIY K KaKMM-TU60
IPYIrUM TaHHBIM Ha KOMIbIOTepax B TOKalbHOM ceTH. [10 3TOM MpUUYMHE 3TOYMBIIICHHUK, JaXKe
€CJIM OH TIpeooJieeT 3ALUHUTY CeTH IMepuMeTpa, CMOXET CKOMIIPOMETHUPOBATh TOJBKO PACITONIO-
JXEHHBIC B HEll CepBepHI.

Cets nepumeTpa co caBoeHHbiMU ISA-cepeepamu

B 3TOM BapuaHTe MOAKIIOUEHUE CeTH MepuMeTpa K MHTEpHETY M JIOKaJIbHOW ceTu obecrieunBa-
ercst nBymMs [SA-cepBepaMu, pacmioOXEHHBIMU IO pa3Hble CTOPOHBI ceTu nepumerpa. Coot-
BETCTBYIOLIAS CTPYKTYpa CETU MoKa3aHa ka puc. 2-7.

B aroit cetu 1Ba ISA-cepBepa MoAKIIOUEHBI APYT K APYTY, IPU 3TOM OIMH MOAKII0YeH K UH-
TEpHETY, a BTOPOil — K JIOKaJIbHOM cetn. Oba 15A-cepBepa paGoTaloT B peXXuMe OpaHaMayapa Win
B CMEILIAaHHOM peXUMe, UTO CYIIECTBEHHO CHUXAeT PUCK KOMITPOMETALIMU, TaK KAK JIJIS TOTO, YTO-
OBbI TIOTMACTh BO BHYTPEHHIOIO CETh, 3JIOYMBINIJIEHHUKY MIPUIETCS B3JIOMaTh 00€ CUCTEMBI.



SaHsve 1 Nnanuposanie yeranosxu 1SA-cepoepa

CeTb nepumeTpa
(aKpaHnpoBaHHast NOACETH)

KopropameBHasa cetb

BblaeneHHbin
MapLIpyTU3aTop
ISA-cepBep 1 ' ISA-cepBep 2

Puc. 2-7. CeTb nepumeTpa co cABOEHHbIMU ISA-cepBepamu

Cetb nepumetpa ¢ ogHum [SA-cepBepoM ¢ Tpems apantepamu

45

B stom BapuaHTe Ha omHOM ISA-cepBepe (MM Ha KaXIblii KOMITBIOTED B COCTABE MACCHEA) yC~

TaHOBJIEHBI TPU CETEBBIE KAapThl. CoOTBETCTRYIONIAS CTPYKTYPa CETH TI0Ka3aHa Ha puc. 2-8.

CeTb nepumeTtpa MaccvB
(aKpaHMpoBaHHasa NOACETb) ISA-cepBepoB

KopropatnBHas ceTb

Prc. 2-8. Cerp tepumetpa ¢ omanm ISA-cepBepoM ¢ TpeMsi ajanrepaMu
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Pe3iome

IMoaroroBka K yctaHoBKe ISA-cepBepa HauMHAeTCs ¢ OLIeHKN TPeOOBAaHUI K CETU M pa3pabOTKH
COOTBETCTBYIOLIEH ceTeBol Tomonoruu. Omnpeaesnsst TpeboBaHUA K 060pynoBaHuio mist ISA-cep-
Bepa, CliedyeT MpeayCMOTPeTh HEKOTOPYI0 U30BITOYHOCTH PECYPCOB IS OXUIAEMOW CETEBOM
Harpy3ku. JIis 6paHaMayspa BakHO Y4ecThb MPOIYCKHYIO CITOCOOHOCTh, KOTOpast MoTpedyercst
JUTSL TOCTYIa BHYTPEHHUX KIWEHTOB B MHTepHeT, Il KAUIMPYIOLIEro cepBepa — KOJIMYECTBO
KJIMEHTOB ¢ Web-Opaysepamu, sanpaiiiisaioniny pecypcbl U3 HTepHeTa, a uis nvbiaukainm 1
00paTHOTO K3MIMPOBAHUSI — YACTOTY OlipallieHuii BHELIHHX KJIUEHTOB K 00bEeKTaM MyOIMKYI0-
mux cepBepoB. [locie oneHK TpeOoBaHMiIT HEOOXOIUMO BEIOpaTh peskrM paboThl ISA-cepBepa;
B KauecTBe OpaHmmayapa (Firewall), ceppepa kammposanus (Cache) wim cmemaHHbiii (Inte-
grated) pexum. Ecnu cereBass Harpysks TpeOyeT MpUMMEHEHUS HECKOJBKMX KOMITbIOTEPOB, HC-
MOJIb3YIOTCST He M30JIMPOBaHHBIE |SA-cepBEpRl, @ MACCUBHI.

ISA-cepBepbl TPUMEHSIIOTCS B CETAY C PA3TMYHBIMU TOTIOJOTUSAMU. B TpoekTax sl Majoro
oduca onuH ISA-cepBep pasmelnaeTcss MeXay KOpPIOPaTMBHON JIOKaJdbHOW ceThio U MHTepHe-
ToM. B Dosee KpymHBIX U Teorpaduuecku pacrnpeneieHHbIX MPEaNPUSITUSIX B KaKIOM MECTOMO-
JIOXKEHUH pacliojiaraeTcss MacCUB U3 OMHOTO MJIM HeCKOJIbKMX ISA-cepBepoB.

[pyu nyOaMKaLKMK 3aiyMieHHBX Ope HIMAay9POM peCypcoB ONYOJUKOBAHHBIC MOYTOBLIE WIK
Web-cepBephl pa3peliiaeTcs pa3Mmeliiatb Ha OTHOM KOMITbioTepe ¢ ISA-cepBepoM miv Ha Apyrom
KOMITBIOTEPE B YacTHOU ceTH. JIJIsl TOBBIEHNs 6e30MacHOCTH OTMYOJMKOBaHHBIE CEpBEPhI pa3-
MeIIaTCs B CETH MepUMeTpa.
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Jangtne 2. YctaHoeka ISA-cepsepa

o Hayana nonHoii yctaHoBKU [SA-cepBepa cienyeT ycTaHOBUTh CeTb M HACTPOMTH MOAKIIOYE-
HUSI COTJIAaCHO BBIOpAHHOM ceTeBoii Tomosoruu. Eciu B mpoekTe MCMoab3yeTcsl MacCUB WU TIO-
JINTUKU TIPEATIPUATHS, HEOOXOIMMO MHMIIMAN3UPOBATE TIPEANIPUSITHAE, TO €CTh BHECTH B Active
Directory nndopmaiuio cxembl maccuea. B npouecce yctaHoBku ISA-cepBepa Bam mpeacTouT
cosnatb maobauyy soxarsuix adpecos (Local Address Table, [LAT), comepxaliyro AMana3oHbl aa-
pecoB BHYTPEHHEN CETH.

Vi3yurB MaTepuan 3Toro 3aHATUS, Bbl CMOXETE:

%

MOATOTOBUTL KOMIIbIOTEDP K ycTaHOBKe ISA-cepBepa;

BBHITTOJTHUTh WHUIMATM3AIMIO TIPEINPUATAS U TIOSCHUTH e¢ HEeOOXOIMMOCTH;
cosnaTh Tabauy LAT u ommucaTh ee QyHKLINH;

BBEITOJIHHTE YCTaHOBKY ISA-cepBepa;

YCTPaHWTD HETOJaJKKM, BOZHUKAIONINE TIpU ycTaHOBKe ISA-cepBepa.

MpoaoMHKNTENBLHOCTL 3aHATUSE — OKOJ10 50 MWHYT.

&% %

Mogroroska K ycraHoBke ISA-cepsepa

Jlo ycraHoBku ISA-cepBepa Ha KOMITbIOTEpE HEOOXOMMMO YCTAHOBUTH BCEe HYXKHBIE YCTPOMCTBA
1 HaCTPOUTH NIPOTPaMMHOE oOecIieueHue.

YcTaHOBKa ceTeBOro apantepa

Peiiute, Kakoe MOAKIIOUEHUE K MHTEPHETY CIENYeT UCTONb30BaTh: MpsiMoe (mpu momoru T,
T3, xDSL mmu KabexpbHOTo MoJeMa) YIIX 110 TeaeoHHOM TuHUK. I IMpsSMoro MoAKII0YeHUS
HE0OXOMMMO YCTAHOBUTH U HACTPOWTH afanTep BHEIIHEN CeTH.

CBSDKHATECh CO CBOMM HMHTEPHET-TIPOBANIEpOM M Y3HAiTe Y HETO KOPPEKTHBIC MapamMeTphl
npotokosnia TCP/IP nns amanTtepa BHellHe# ceTu, a UMEHHO: MacKy moacetu u [P-agpeca nns
9TOTO azarnTepa, OCHOBHOM 1111103 U cepBepbl DNS. B HEKOTOPBIX clyyasix MHTepHET-TpoBaiiae-
DBl Ha3HAYAIOT aapeca KIMEHTOB AIMHAMMYECKHU, ¢ ucnoib3oBaHueM ceppepoB DHCP (Dynamic
Host Configuration Protocol).

Kak mpaBumno, Ha ISA-cepBepe HacTpamBaeTCs JUIIb OOUH OCHOBHOM IP-mmro3. Ykaxure
ero [P-ampec B mapameTpax AJis amanTepa BHEIHEW, a He BHyTpeHHe#l cetu. [Ipm 3ToM moie
OCHOBHOTO I1IJTI032 aJianTepa BHYTPEHHE! CeTH OCTaBbTe MyCThIM.

IMogpoOHee 0 HACTpoliKe MapaMeTPOB CETEBBIX aJalTepoB — B CIpaBouYHOM cucteme Win-
dows 2000 Server.

Mapametpbl TCP/IP

[Ipu Hactpoiike mapamerpoB TCP/IP noboro cereBoro amantepa HEOOXOAMMO yKa3aTh MOCTO-
sHHbIil [P-ampec m macky moacetu ISA-cepBepa B TOKaibHOM ceTH. Tak Kak BHYTpEHHUE K-
eHTbl ucnonb3yloT [P-aapec amantepa BHyTpeHHeil cetu ISA-cepBepa B KauecTBe OCHOBHOTO
1711032, €r0 Ha3HaueHMe He MOJIXKHO BbIMoJHATbes cpeactBamu DHCP. Bmecte ¢ Tem ampeca
BHEITHMX aarTePOB MOTYT ObITh KaK CTATUYECKUMU (Ha3HAYaEMbIMU BPYYHYIO), TaK U TUHAMM -
yeckuMu (HasHavyaeMbiMu DHCP-cepBepoM), To ke KacaeTcsl OCHOBHOTO IIUTIO3a M alpecon
DNS-cepBepos.
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Windows 2000 pasnuuaer yctaHoBizHHBIe agantepbl mo ux MAC-anpecam (Media Access
Control). YToObl MPOBEPUTH KOPPEKTHOCTE HACTPOUKU U MAC-anpeca ceTeBbIX agantepoB [SA-
cepBepa, BHIMOJIHUTE B KOMAHIHOU CTpoke kKoMmaHmy ipconfig /all.

Ilociie HacTpoiiKM aganTepoB U HazHayeHUs | P-aipecoB poBepbTe COCNMHEHUE C IPYTU-
MU KOMITBIOTEPAMU B CETH C NOMOLLBI0 YyTUAUTH Ping. O mpaBUIbHOCTH HACTPOUKU agamnrepa
BHyTpeHHel cetu [SA-cepBepa CBUAETENBCTBYIOT OTKJIMKU KIWEHTOR BHYTPEHHEW CETU B OT-
BET Ha ping-3anpoc, oTHnpaBisieMblii ¢ KoMnbloTepa [SA-cepBepa, a 0 KOPPEKTHOCTH HACTPOM-
KM ajarnrtepa BHEIIHEH CeTH CRBMAETENLETBYET OTKJIMK Ha ping-3ampoc BRINECTOALIENO UTI03a
B MurepHere, DNS-cepBepa MHTepHET-NIpoBaiinepa UaM MPOU3BOJbHOTO aapeca B MHTepHe-
te. [locie TecTMpOBaHMSI CETEBBIX COCAMHEHUI MPOBEPHTE pa3pellieHue MMEH, AJs Yero Boc-
MoJIb3yiTeCch yTunuToi nslookup, mospossiolieir HaxoouTh IP-agpec, COOTBETCTBYIOUIMIL Om-
penenenHomy Web-anpecy, Hanpumep nslookup www.microsoft.com.

YcraHoBka mogema wwm ISDN-apanTepa

Ecnu ISA-cepBep nmoakitouaercss K MHTepHeTy He HampsMYylo yepe3 aganTep BHEIIHEH ceTu, a
1Mo TexeOHHON TUHUM, Ha cepBepe ceayeT YCTAaHOBUTh MomeM uim amantep ISDN.

B Windows 2000 B HekoTopbix ISDN-amanTepax o6a ISDN-kaHana HemocTyrniHbl. OGBIYHO
paboToii BTOpOro KaHana ympabisioT apaiiBepbl ISDN-kapt, a He ciyxk6a RRAS (Routing and
Remote Access). Caemyer 1103a00THUTECS O TOM, YTOOBI CETEBOM aamTep MO3BOJSII MCIIOJb30-
BaTh 00a KaHaja M MHTEPHET-IPOBANE[ moaaepXuBal MOAKIIOUYeHNEe K 000UM.

IToapobnee o6 ycranoBke amanrtepa ISDN mnm monema — B crnpaBoYHOM cucteMe Win-
dows 2000 Server.

Tabnuua mapuwpyrusauvm B Windows 2000

o Hayana yctaHoBKU ISA-cepBepa Ha kOMTILIOTEPE CIIEAYET OMNPEIEIATL TAOIUIy MapLIPYTH -
3alluM, B KOTOPOU HeoOXOOMMO yKa3aTh Bce nuamna3oHbl IP-agpecoB BHyTpeHHel cetu. s mpo-
CMOTpa M YNpapieHus 3alMCcIMHU B TaOJMIle MapIIpyTU3alli BOCIIOJIB3YIHTECh YTHIIMTOM route B
Windows 2000. [Inst aTHX Lieseii Takxke ucrojb3yeTrcs KoHconb Routing and Remote Access (Map-
HIPYTHU3alMAa U ynajdeHHblid noctyn) B Windows 2000, onHaKo TOJILKO NMPU HaJUWYMUM paboTaio-
meit cnyxost RRAS. B panbHeiimem, 6o Bpems ycTaHOBKM ISA-cepBepa Ha OCHOBE TaOJMIIbI
mapuipyrusanun Windows 2000 cosmaercst Tabjuiia JokKaibHbIX aapecoB (LAT). Ommbku, mo-
NyUIeHHbIE B MPOLIECCE CO3AaHUS TADIMLIL MAPUIPYTU3ALIUU, MOXHO BIIOCAEACTBUU UCTIPABUTH
BpyuHylo B LAT.

IIpy HaMMYMU TPaBUIBHO COCTABIEHHOM TaOIMIIBI TOKAJIbHBIX anpecoB ISA-cepBep ciiocobeH
0€e30IIM00YHO OIpENeINTh, KAKOM CETeBOIl amamTep C/eIVET UCIOIb30BaTh MUl HOCTYNA B TY WM
MHYI0 4acTb BHYTpeHHei#l cetu. B pesysnbrate ommGOK B Tabjuile MaplipyTH3alUu TabGauia Jo-
KaJbHbIX afpecoB ISA-cepBepa cTpouTcsi HEKOPPEKTHO. B Takom ciyyae obpailleHHWe KIUMEHTa K

BHYTpeHHeMy |P-anpecy Oymer nepeHarnpasiarTsea B UHTepHeT win yepe3 OpaHIMayap.
[Ipn HeoOXommMmocTH oTpenakTupyiite AT BpyyHylo, yKazaB Bce CETH, B TOM YHCIE JIO-
CTYIIHBIE Yepe3 BHYTPEHHUE MAPIIPYTH3AT0pLl. D10 MO3BONNT KineHTaM ISA-cepBepa u GpaH-

Mayspa KOPPEeKTHO OMpenessiTh, Korna MCcIoib3oBaTh ISA-cepBep, a Koraa MoaKIyaThes K pe-
CYpPCY HampsMyio.

YcrtaHoBka ISA-cepBepa

3amyck yCTaHOBKM BBINOJIHSETCS M3 OKHA YCTaHOBKM ISA-cepBepa, KOTOpPOE OTKPBIBAETCH IIPU
3arpys3Ke IUCTPUOYTUBHOIO KOMIIAKT-IUCKA B IUCKOBoA. OKHO ycTaHOBKU ISA-cepBepa Ioka-
3aHO Ha puc. 2-9.
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+  Ecmu ISA-cepBep yctaHaBiuBaeTcs Kak MEPBbIii cepBep B cOCTaBe MaccuBa, Mepei YCTaHOB-
KO HEeoOXOAMMO 3alyCTUTh YTUJIMTY UHMIManu3auuu npeanpustust ISA-cepsepa (ISA Server
Enterprise Initialization).

Ecnmu ISA-cepBep ycraHaBnmBaeTcs KaK M30JIMPOBAaHHBIM CepBep MJIM 3TO He MepBhIid ISA-
cepBep B ceTH, BeIOepuTe ycTaHoBKY ISA-cepBepa (Install ISA Server).

¢ Miernealt 154 Sarvet Setup

Launch ISA Server setup
Be sure lo read the
release rotes first Run
the ISA Serwver Enferprise
Initialization Tool to
import the schema prior
101 9stallation,

I % In=tallISA Server
. l &
B s} -

2000 Microsofl Corporation Al rights ressrved

Puc. 2-9. Okno ycraHoBku ISA-cepBepa

Wuvumannaaums npennpuaTus

Bepcust ISA Server Enterprise Edition momnepxuBaer co3naHue MaccuBoB ISA-cepBepoB. Ycra-
HoBke ISA-cepBepa B MaccuB ipeliiecTeyeT BHeCeHMe 0OHOBIeHMI cxeMbl ISA-cepBepa B cxe-
My Active Directory. /{7151 3TOr0 MCronb3yeTcs yTUWINTA MHULIMATU3ALUY TIPeanpusaTus 1SA-cep-
Bepa, KoTopas 3aIryckaercs U3 oKHa ycTaHoBKHM ISA-cepBepa, moka3aHHOTO Ha puc. 2-10.
Ilocne moGapneHmst ooHOBIeHUI cxeMbl ISA-cepBepa Ipy BceX MOCIEAYIOIMMX YCTAHOBKAX
ISA-cepBepa Ha KOMIBIOTEPHI JOMEHA UCIOJIb3yeTCs 0OOHOBIeHHas cxema Active Directory.

IMpumeuanune [l yctaHoBKM oOHOBIEHUsT cxeMbl ISA-cepBepa TpeOyloTCs IpaBa 4jieHa TpyIl-
nbl Enterprise Admins (AnMuHucTpaTophl npeanpusartust). IlompoOHee o mpaBax monb3oBateneil U
rpynmn — B crnipasounoil cucteme Windows 2000 Server.

[Mocne wrmumanusaumuu npeanpusatus cxema Active Directory comepXuT 0ObEKTbl CXEMBbI
ISA-cepsepa, 4TO TTO3BOJISIET BaM CO3MaTh MacCHUB M yYCTaHOBUTHL ISA-cepBep B KauecTBe €ro
qJIeHa.

lpwmeyanwe  MaccuB cosmaeTcs B ITpollecce YCTAHOBKM IEPBOTO cepBepa— ero uieHa. Ha
permKanuio nHbopMauu, 1odaBieHHON B Active Directory, moTpeOyeTcs orpenc/ieHHOE BPeMs,
TIO3TOMY TIepell CO3TaHMEM CJIEAYIOIIEr0 MacCHBa PEKOMEHIYETCS BBIKIATh ONpENeIeHHOE BpeMsl.
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*icrosoll 184 Sorver Syup

This tool installs the ISA
Server schema la The
Active Directory and
initiates enterprise
canfiguration.

i 00 Mcross Corporation. All nghls resersed

|ndmlization |

Pue. 2-10.  3anycK MHMIMAIM3AIUH TPEANPHATHS

Mpoueaypa ycTaHOBKM

I[anee NMEPEYUCIICHBI CBEACHUS, MPEAOCTAaBIAEMbIE B IPOLIECCE YCTAaHOBKHU ISA—cepBepa.

Buumanuwe! o navama ycraHoBku ISA-cepBepa 06s3aTebHO YCTAHOBUTE TAKeT OGHOBICHHIA

Windows 2000 Service Pack I mnu Gonee mo3mHMIA.

1. Kmou CD — 310 uaeHTU(PUKALMOHHBIN HOMep mpoaykra 880-4486616.

2. Bapmantsl yeranoski. CyliecTByeT TP BapraHTa YCTAHOBKU: crmaHndapmuas ycmanosxka (Typi-
cal installation), noanas ycmanosxa (Full installation) u ewsibopounas ycmanoeéxa (Custom
installation). B TaGuuiie 2-6 nepeuncicHibi KOMIIOHEHTBI, YCTaHABIMBAaEMbIe BO BPEMST CTaH-
MApTHOU ycTaHOBKU. IIpu MOJHOI YCTAaHOBKE yCTAaHABIMBAIOTCS BCE KOMIIOHEHTBI, a BBIOO-
pOYHasl yCTaHOBKA ITO3BOJISIET aIMUHUCTPATOPY YKa3aTh HYKHbIC KOMIIOHEHTHI.

Ta6mua 2-6. Kommonentn1 ISA-cepnepa

BapuaHt KomroneHTBI IIpenycmor- Ormmcanue
peHa i1 B
CTaHAapTHOM
YCTaHOBKE
ISA services  Hert Jla VYpaBieHHe TOCTYIIOM CETEeBBIX CIIYXKO 151
(cIryX0BI MeXCceTeBoro Tpagurka
ISA-cepBepa)
Add-in servi- H.323 Gate- Ja TTonnepxka goctyma kaueHtos NetMeeting

ces (monosi-  keeper (ciyxko0a
HUTEJIbHBIE MpUBpPaTHUKA
CIyX0Obi) H.323)

Message Scree- Her
ner (MpocMoTp
CcOOBIIEHH )

13 HTepHeTa U IpYrux 6e30MacHbIX ceTeit
K KJIMEHTaM BO BHYTpeHHE! ceTH

IIpocMmotp Bxoasmero SMTP-rpadmka
ISA-cepBepa
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Taomuua 2-6. (oxoxuanue)
Bapuant KommoneHTsI IIpexycmor- Onucanue
peHa 4 B
CTaHJAAPTHOM
yCTAHOBKE
Administra-  Administration Jla LenTpann3oBanHoe ynpapJeHue
tion tools Tools (cpenctsa KoMmnoneHTamu [SA-cepsepa u aApyrumu
(cpencrea aJIMUHUCTPH- JIOTIOJTHUTEIBHBIMH CITy2K0aMu
aJIMUHUCTPH- POBAHMSA)
poBaHus)
H.323 Gatekee- Her Pacmupenue ocHacTku | SA Management

per Administration
Tools (cpenctBa an-
MUHUCTPUPOBAHUS
H.323 Gatekeeper)

IUISL YIpaBIeHUST MapIlpyTH3alneil Bei-
30BoB NetMeeting BHYTpY opraHn3aiinm
W Mexy opraHusanuein u MHtepHeTOM

1. Bbioop MaccuBa. [Ipv BBITTOJTHEHHOM MHMLIMAIW3ALMK MPEINPUITUS BBl MoXeTe NOOABUTL
yCcTaHaBIIMBaeMbIii cepBep B JII0OOM BHIOpaHHBIM MaccuB. B mpotuBHOM ciydyae ISA-cepBep
YCTaHABJIMBAETCs KaK M30JIMPOBAHHBIN CEpPBEp.

4. Pexum. Bribepute pexum pabotsl ISA-cepBepa: B kauecTBe GpaHamayapa (Firewall), cepsep
KammpoBaHus (Cache) unu cmenrannsiin (Integrated).

5. Koudwurypauus kama. [Ipu ycraHoBke [SA-cepBepa mjis1 paboThl B CMELIAHHOM peXUMe WIU
B peXMMe cepBepa KIIIMPOBaHUs CJeyeT yKa3aTh IMCKU, Ha KOTOPBIX BBl COOMpaeTeCh pac-
MOJIOXMTh K31, a TAKXKE €ro pasmep.

Ha puc. 2-i ! mokazaHo TMaloroBoe OKHO HACTPOMKH MapaMeTPOB KaIlIa.

Puc. 2-11. HacTpoiika napaMeTpoB K3UIMPOBAHNUS B NMPOIECCE YCTAHOBKU
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6. Kondurypaius Tabnuibl TOKaIbHBIX ampecoB. IIpu ycraHoBke ISA-cepBepa 1t pabOTHL B pe-
KUMe OpaHIMay3pa WX CMELIAHHOM pexXuMe HeoGXonnmMo yKasaTh Juana3oHs! agpecos B LAT.

Co3paHue Tabnuubl NOKaNbHbIX aApPecoB

Tabnuia JoKanbHBIX aapecos, wiu LAT. co3gaercs Bo BpeMst yctaHOBKK ISA-ceBepa mist paGo-
THI B peXKUMe OpaHAMaydpa WJIM CMEIIaHHOM pexuMme. B aTy Tabauily BHOCATCS BCe AMAIIa30HBI
BHyTpeHHUX [P-ampecoB B mokambHOU cetw, oraeneHHoil ISA-cepBepoM ot MHrepHera. ISA-
cepsep ucnonb3yer LAT 11 ynpaBieHus: MOAKIIOYEHUSIMU KOMITBIOTEPOB BO BHYTPEHHEI CETH
C BHEITHUMU CETSIMU.

Kak mpasuno, LAT comepxur Bce IP-ampeca, obpauieHue K KOTOPBIM BBHITIOJHSIETCS depe3
ajganTepbl BHYTpeHHUX ceTeil ISA-cepBepa, a TakKe nMana3oHbl YacTHBIX |P-anpecos, onpene-
neHHble IANA (Internet Assigned Numbers Authority). /IluanoroBoe okHO 100aBJeHUs 3alUCE
B LAT Bo BpeMst yCTAaHOBKM MOKa3aHo ki puc. 2-12.

Micrasalt Intamel Secuity and Accsloralion Server 2008 Sethy
i fho 1P addmss canges ot aan the kbl gaiad i es-

Puc. 2-12. LAT coaep:XuT IMana3oHbl 2/1pecop BHYTPEHHEH ceTn

Insg co3manua LAT macrep yctaHoBKM ISA-cepBepa ucIonb3yeT JaHHBIE M3 TaOJUIBI Map-
mpytusaiun Windows 2000. Kpome Toro, Bbl BripaBe n106aButh B LAT nuama3zoHsl yacTHBIX [P-
anpecos, onpeneneHHble [ANA B nokymeHTe Request for Comments (RFC) 1918, Dtu 6moku
aIpecoB 3ape3epBUPOBAHBI TOJBKO JJIS UCIIOJNIb30BAHUS B YACTHBIX MHTPACETSIX M HUKOTAA HE
ucronb3ytorcs: B MHTEpHeTe.

[To ymonuanuio LAT cocraBisiioT anpeca, M3BeCTHble Kak “acmubie [P-adpeca (private 1P-
address). OHM TepeyYrclieHBl B JIOKAIbHOM TabiHile MapmpyTudanuu. [SA-cepBep CUMTHIBaeT
Tabauiy JokanbHBIX agpecoB Windows 2000 Server ocobbiM 06pasom, MTO3TOMY MOXKET OKa3aTh-
cs1, ytro LAT He comepXUT BceX HYXHBIX aapecoB. B aToMm ciyyae ux Hamo 00OABUTh BPYYHYIO.
B LAT Ttakxe mHorma no0aBisgOT ajpeca He OTHOCANIMECH K JIOKAJIbHBIM.

VYupasnenune u nognepxkka LAT BoImoaHsSeTCS EHTPaIM30BaHHO Ha KoMIIbIoTepe [SA-cep-
Bepa. KimeHThl OpaHaMmayspa aBTOMATHYCCKM 3arpyXaloT M IojydyaioT ooHoBieHus LAT uepes
3apaHee YCTaHOBJICHHbIE MPOMEXYTKM BpeMeHHU. 3ampamiuBasi 00beKT, KJIMEHT OpaHaMayspa
nposepsietr LAT. Ecnu 3anpammBaeMbiii 1P-anpec comepXurcst B Heil, KJIMEHT OpaHaMayapa 3a-
npauiMBaeT 00beKT HaNpsiMylo. B mpoTuBHOM ciydae KaueHT obpaiaercs K ISA-cepBepy, 4ro-
OBI TOT 3aITPOCKIT OOBEKT OT CBOETO MMEHM.

Knuenrsr SecureNAT (Secure Network Address Translation — 6e3omacHoe mpeo6pa3oBaHue
CETEBBIX aPECOB) HE XpaHAIT JIoKaabHble Koruu LAT. TTo 3T0ii mpruYrHE JII00bIE 3aIPOCHl OOBEK-
ToB KaueHTaMu SecureNAT mpoxoaat yepe3 ISA-cepep. Eciu 3ampoc oOpallieH K BHEIIHEMY
IP-ampecy, ISA-cepBep mepeanpecyer ero ot Juia KJIUeHTA.
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Ta6nuua mapupyrtusaumm Windows 2000

B nipouecce cozganus TabKLibl JOKaJIbHBIX agpecoB ISA-cepBep UCIONIL3YeT TaOIMILy MapIIpy-
tuzauuu Windows 2000, ompexensis, Kakue AuMamna3oHbl aApecoB BHYTPEHHEH CETH CleNyeT CUu-
TaTh BHYTpeHHUMHU. Eciu tabiuua MapuipyTM3alMu cocTaBlieHa HeKoppekTHo, ISA-cepsep mo-
6aBuT B LAT omnGo4YHbIe 1aHHBIE. B pe3ynbrare KIMEeHTCKHUE 3apochl K BHYTpeHHUM IP-anpe-
caM MOTyT nonagath B MHTepHET Min «yTekaTb» uepe3 OpaHamayap. st KoHGUrypupoBaHus
TaGIULIBI MapIIPYyTU3aLMK UCITOb3yeTcs yTuanTa mapupyrtuzanuu Windows 2000. Co3gaHHas
¢ ee NMOMOIUIBLK) KoppekTHas Tabnuma Mapuipytusanuu Windows 2000 MO3BOJIUT yCTaHOBIIMKY
ISA-cepBepa coznatk BepHyto Taduiy LAT.

CraHpapTHblie napametpbl ISA-cepBepa

Ha noBOoM ISA-cepBepe MHOrMM TapaMeTpaM INPHCBaMBalOTCS 3HAYECHUS MO ymMoiddyaHuioo. OHU
IepevyrcieHbl B Tabiuie 2-7.

Ta6iuma 2-7. CrangaprHeie napamerpbl [SA-ceprepa

Komnonent CrangapTHbie napaMeTpsl

Tabnuua Conep:XurT 3amucy, BHECEHHbIe BO BpeMs ycTaHOBKHU ISA-cepsepa

JOKaJTbHBIX

apecoB

[MapameTps [Tpu co3maHuK HOBOTO MaccuBa K HEMY IPUMEHSIOTCS TapaMeTphbl

TOJIUTUKA 10 YMONYAHWIO TTOJUTUKY TIPESATIPUSTHUS

MPEATIPUATHUS

OuabTparus BxuitoueHa B pexxume OpaHaMayspa M CMEIIAHHOM PEeXUME U OTKJII0YEeHa —

MaKeToB B peXuMe cepBepa K3LUUPOBAHMS

Vnpasnenue Ecnu napameTpbl MOAUTUKY NPEANPUATUS HE 3aMPELIAIOT «Pa3peiiaioniues

JOCTYTIOM MpaBuJia MacCUBa, PUMEHSIIOTCS MpaBKia Y3J0B U COLepKaHUs N0 YMOJIYaHUIO,
KOTOpOe MpPeNOCTaBISIOT BCEM KIMEHTaM KPYIJIOCYTOYHBIN JOCTYN K JII0OOMY
coziepXaHuo Bcex y3moB. OmMHAKO Tak KaK HE OMpenesieHO HU OJHO MPaBUIIO
IIPOTOKOJIa, HUKAKOoI Tpaduk yepe3 ISA-cepBep He BO3MOXEH

[y6nukauus 3anpeineH J000# 1OCTYN BHEIIHUX KJIUEHTOB K JIIOObIM BHYTPEHHUM CepBEpaM.
ITo ymonuanuio mpaBuino Web-ryfuinkaliuy OTBEpPraeT Bce MOLOOHBIE 3aMPOCHI

Mapmpyrusams  Bee 3ampochl KiMeHTOB Web-iipokci mepechUialoTcsl Ul BbIIOJAHEHUsI B HMirepher

KommupoBaHue Pasmep ka111a paBeH yKa3aHHOMY BO BpeMsl ycTaHOBKM ISA-cepBepa.
Ksmuposanue HTTP u FTP BkiaoueHO. AKTUBHOE KALIMPOBAHME OTKIIOUEHO

OnosenieHUA Bce onoBemeHrsT akTUBHBI, KpOME OMOBEIIEHWH 00 aTake cO CKAaHUPOBAaHUEM
BCEX TOPTOB, OTOPOIIEHHBIX MAaKeTaxX, HAPYIICHUU TIPOTOKOIOB M aTake TUIA
«UDP-6omba»

Kondurypauus  [lpu ycraHOBKe MJIM HACTpOMKe KJIMEHTOB OpaHaMayspa wiu Web-ripokcu

K/JIMEHTOB BKJIIOYAETCS aBTOMAaTHYeCKoe OOHapyxXeHue. Bpaysepbl Ha KIMEHTax
OpaHIMay3pa KOHGUTYPUPYIOTCS TPU YCTAHOBKE KJIMEeHTa OpaHIMayapa

YcTpaHeHue Henonapok npu yctaHoeke ISA-cepeepa

OOblyHO TIpu ycTaHOBKe ISA-cepBepa npo6sieM He BO3HUKAET, OIHAKO, €CJIM 3TO BCE Xe IMpo-
M30MIeT, Mpex/ie BCero yoeauTechb B COOTBETCTBUM CUCTEMbl MUHUMAaJIbHBIM TpeOoBaHusIM. Eciu
NpUYyMHa He B 00OPYIOBAaHUU, U3YUUTE COHEPXKAHUE XYpHala COObITUN W BBISICHUTE, HET JU
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ommboK B ceTeBOi KoHpurypauuu. Hanpumep, HenpaBuiabHast KoHurypauus DNS cnoco6Ha
BBI3BATh COOI MHUIIMAIU3AL UM IPEANIPUATHS, a HeKoppekTHast LAT — omubKy npu ycTaHOBKE.
Kpome Toro, mpu Hemosiagkax MpU MHULMAIA3ALUK [TPENNIPHUATHA [IPOBEPHTE, €CTh JIU Y Bac
nojaHoMouus wieHa rpynmnsl Enterprise Admins (AIMUHKMCTPATOPbI IPEANPUSTHS), TaK KaK TOJb-
KO 3TOil TpYIIe MPeIOCTaBICHO pa3pellleHre Ha 3amuch B cxeMy Active Directory.

HekoTopsie mpo6eMbl BO BpeMsi YCTAaHOBKM BO3HUKAIOT M3-3a HAJIWYUs Ha KOMITbIOTEpE
obwezo0 docmyna k nookmoueruro Humepnema (Internet Connection Sharing, ICS). Io ycTaHOBKM
ISA-cepBepa oTkiouUTE 3TY CIYXKO0Y U [epe3arpy3uTe KOMIBIOTED.

Ecnm ykazaHHBIMM CIIOCOOAMM HEIOJIAAKY YCTPAHWTh HE yOAeTCsl, IIPOBEPLTE LIEJOCTHOCTD
nHGOpMaLMK Ha OUCTPUOYTHBHOM KOMIIAKT-AMCKe. 3a MHbopMmalueir 00 yCaoBHUSIX OOMeHa
ne(PEeKTHBIX KOMIAKT-IMCKOB 00paTUTeCh K TMpeacTaBuTe 0 Microsoft.

Mpaktukym. YcraHoBka ISA Server Enterprise Edition

Bara 3amaya — ycTaHOBUTB |54 -cepBep Ha OMUH KOMIIbIoTep. YToObI 00eCIieYnTh BO3-
MOXHOCTb pacIIMpeHMs B OymyIieM, CHavalla BHITOJIHUTS WHULMAIA3AIIUIO TIPEIIpHsi-
tust ISA-cepBepa, B mpoliecce KOTopoit oOHOBIeHUsT cxeMbl ISA-cepBepa n100aBIsSIIOTCS
B cxeMy Active Directory. D10 macT BO3MOXHOCTh yCTaHOBUTHL MaccuB ISA-cepBepos,
HACTpOUTh mpeanpusitue [SA-cepBepa M NMPUMEHUTh MHOTOYPOBHEBYIO MOJUTHKY K
OpaHIMay3py WIM K3MUPYIOLIEMY CEPBEDY.

BreimoHuTe 06a yrnpaxHeHWsT Ha kounbiotepe Serverl. (IP-anpec 3T70r0 KOMIblOTepa BO
BHYTPEHHEN CETH JOJIKEH ObITh 192.168.0.1)

lMpumesanue  JIna ycraHoBku ISA-cepsepa Heo6xoauM naket ucrpasieHuit Windows 2000 Ser-
vice Pack 1 wnu Gonee rmo3mHMil. YcTaHOBHU I'e €ro 10 Hayaja yIpaxXHEeHMsI, €CJIU IO CUX 0P BbI 3TO
HE CIeJIajIm.

3apanue 1. UHnumanusauma npeanpustus

B 3TOM ynpaxXHeHUM BBl MOJKHBI MHULIMATU3UPOBATH MPEANPUSITHE — BHECTU OOHOBICHMS CXe-
Mbl ISA-cepBepa B cxemy Active Directory. 1o 3aBepiueHUM MHULIMATU3ALUNA MOXHO yCTaHa-
BJIMBaTh MacCHUBBI ISA-cepBepoB M MPUMEHSIThH MOJUTUKKM Ha ypoBHe npeamnpusatus. ObpaTute
BHMMaHUeE, 4To ciyx0a KataynoroB Active Directory He momyckaeTr yaajieHuUsl 0ObeKTOB CXEMbl U
MPOLIECC MHULMATU3ALUY TIPEAIPUSITUS SIBISIETCS HEOOPAaTUMBIM,

»  Vuuuuanusanus npeanpusTHs

1. Boiimute B cucteMy cepBepa Server! mop ydeTHoOM 3amuchbio Administrator (AIMUHUCTPATOP).

2. BcraBpre nucTpuOyTHBHBIM KoMHIakT-AuCcK ¢ Microsoft Internet Security and Acceleration
Server 2000 Enterprise Edition B nuckonon.
Ecnm okHO yctaHOoBKM ISA-cepBepa He OTKPBLIOCh aBTOMAaTUYECKM, HaliINTe B KOPHE KOMIIAKT-
nvcka daiin [SAAutorun.exe u 3amycTUTE €ro.

3. B okne ycranoBku ISA-cepsepa BbiOepuTe Run ISA Server Enterprise Initialization (3amy-
CTUTh MHUIIMANM3AWI0 TIpeanpusaTus [SA-cepsepa).
Otkpoercss nHbopmaimonnoe okHo 1SA Enterprise Initialization ¢ npexynpexiaeHneM o ToMm,
yto B Active Directory Oynet ycraHosieHa cxema ISA-cepBepa U 4TO 3TO IECHCTBUE SIBISIETCS
HEeoOpaTUMBIM.

4. IllenkHuTe KHOMKY Yes.
Otkpoercst auanoroBoe okHO ISA Enterprise Initialization.
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B nuanoroBoM okHe MHMUIIMAIM3aLMKM TPEANpUITHS BbiOepuTe nepekaouatenb Use Array
Policy Only (vcmonb30BaTh TOJIBKO IOJTUTHKY MacCHBA).

Ycranosute daaxok Allow Publishing Rules (pa3zpeuiuts mpaBuia myoaukanuu).

Ecnu BBl xOoTUTE MyO6IMKOBATh Pecypchl BHYTPEHHUX CEPBEPOB U TMPENOCTABISITH JOCTYM K
HUM BHEUIHUM I0JIb30BaTesiM (TIoJb30BaTesiM B MHTepHeTe), yctaHoBuTe (iaxkok Allow
Publishing Rules. B mpotusHOM ciydae Ha ISA-cepBepe He ymacTcst yCTaHOBUTH TpaBuia Web-
myOoIuKalMy ¥ TyOJMKalluu CEPBEPOB.

Copocbte duaxok Force Packet Filtering On The Array (mpunynutenbHas GuibTpanus mna-
KETOB B MacCuBe).

B 6onbmuHcTBe ciydaeB daaxok Force Packet Filtering On The Array octaBisiior: oH mo3Bo-
JISIeT Ha BCEX MacCUBaX MPEANPUSITUS TMOCTOSHHO TMOAAEPXUBaTh GubTpanuio. B atom ciy-
Yyae alMUHUCTPATOPbl MACCUBOB HE CMOTYT €€ OTKJTIOUUTh.

Ilenkaure kHonky OK.

Otkpoercss nHopMaunosuoe okHo ISA Enterprise Initialization ¢ wHaukaTopom Xxoma BbI-
MOJTHEHUSI UHULIMATU3AL MU,

[To 3aBepuieHUM MHMUKMATH3ALWY OTKpoeTcs nHopManmoHHoe okHO ISA Enterprise Initia-
lization ¢ coobuieHuem 06 ycremHoM moGaBieHuMHu cxembl ISA-cepBepa B cxemy Active
Directory. Temeps MOXHO ycTaHaBIMBaTh ISA-cepBep B KauecTBe 4ieHAa MacCHBa.
lenkuure OK.

3apaHue 2. YcraHoBka ISA-cepBepa

B 3TOM yIpakHEeHWH BBl pACCMOTPHTE pa3JIMIHbIe BApMAHThI YCTAaHOBKU ISA-cepBepa U 3aTeM
BBITIOJTHUTE TIONHYIO YcTaHOBKY ISA-cepBepa Ha KoMmmbloTepe Serverl.

»  VYcranoska ISA-cepsepa

L.

Ecmm xommakr-nuck ¢ Microsoft Internet Security and Acceleration Server 2000 Enterprise
Edition Bce ele HaXOOUTCS B YyCTPOMCTBE UTEHMS, BRIOCPUTE B OKHE YCTaHOBKM ISA-cepBepa
Install 1SA Server. Otkpoercs okHo Microsoft Internet Security and Acceleration Server
Enterprise Edition Setup.

B undopmanmonHom okHe ycraHoBKU [SA-cepsepa menkumte Continue,

B otBer Ha nmpurnanienue Beectu kitod CD ISA-cepsepa, BBeauTe MASHTU(DUKAIIMOHHBIN
Homep mipoaykra 880-4486616 u wienkrure OK. OTkpoercss nHGOpPMAIMOHHOE OKHO C CO-

OOIIeHUEeM O Ha3HAYeHHOM MIeHTH(DHKALIMOHHOM HOMEpEe MPOAYKTa.
Ienknute OK. OTKpoeTcss MHGOPMAIIMOHHOE OKHO C TEKCTOM JIMIIEH3MOHHOTO COTJTaIIeHUSI.
IpounTaiitTe TUIICH3NOHHOE corylameHue u uenkHuTte I Agree.

Otkpoetcst fuanoroBoe okHO ycTaHoBKU [SA-cepsepa (Enterprise Edition) ¢ Tpemst BapuaHTa-
mu ycraHoBkU: Typical Installation (cranmaptHas ycranoska), Full Installation (monHast ycra-
HoBKa) 1 Custom Installation (BeiGOpouHast ycTaHOBKa).

B mmamoroBom okHe ycraHoBkHu ISA-cepsepa Beioepute Full Installation.

OTtkpoetcst auanoroBoe okHo Microsoft Internet Security And Acceleration Server Setup c
BOIIPOCOM, CJIelyeT JTU yCTaHOBUTH [SA-cepBep Kak 4ieH MaccuBa.

enxkHuTe Yes, yToObl YCTAHOBUTH cepBep Kak wieH MaccuBa. OTKpOETCs AUaIoroBoe OKHO
New Array (HOBBIIi MacCHB).

B texcroBoM mosne auanoroBoro okHa New Array Boigenute SERVER] u BBenute uMms HOBO-
ro MaccuBa MyArray.

[Henxkuure OK. OTtkpoetcs nuanoroBoe okHO Configure Enterprise Policy Settings (HacTpoii-
Ka apamMeTpoB MOJUTUKHU MPEATIPUSITHUSA).
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10. BriGepute nepekitouareib Use Custom Enterprise Policy Settings (mpuMeHuTh HacTpauBae-
MYIO TIOJIMTUKY TIPENNPUSTUS).

[ 1. Beibepute nepekmrouareb Use Array Policy Only (1cnoib3oBath TOIBKO MOJIUTUKY MAacCHBa).

12. Yoeautech B ToM, uTo ycTaHOBJIeH (yaxok Allow Publishing Rules (paspeimuTs npaBuia my-
Oonukanuu) u copoieH dbaaxok Force Packet Filtering On The Array (npunyvantensias Guib-
Tpalus MakeToB B MacCHBE).

13. Ienxknure Continue. Otkpoercs nuiiorosoe okHo Microsoft ISA Server Setup (ycraHoBKa
ISA-cepBepa) ¢ mpennoxeHueM BbIOpaTh O/iH U3 Tpex pexumoB: Firewall (Gpanamaysp),
Caching (cepBep kamupoBaHus) u Integrated (cmemannbIii). [To ymMmoa4aHWO TepeKIOda-
TeJIb YCTAaHOBJIEH B noJsioxxeHue Integrated.

14. Hlenkuure Continue. OTkpoercs MHGOPMALMOHHOE OKHO, Co00INaWIIee 06 OCTAHOBKE
cnyx6b1 myonukauuu 11S. Cnyx6a my6iaukanuu IIS ocTtaHaBimBaeTcs M3-3a TOTrO, 4TO IO
yMOJYaHUI0 oHa ucnoab3yeT ctaHaapTHelii HTTP-mopt 80. BtoT Xe mopt npumensieT [SA-
cepBep st Web-niybnukaunn, [pu Hanuyuwm npasui Web-nyonukanuu [SA-cepBep oxuna-
€T 3aIIPOCHl OT BHYTPEHHMX M BHEIIHUX KJIMEHTOB Ha moprax 80 u 8080.

. Illenxkaute OK. OTKpoercss AuaaoroBoe OKHO YCTAHOBKU IapaMETPOB K3Ila, C MpemioxXe-
HUEM BBIOpATh DUCK IUIS 3alIMCH KIILMPyeMbix TaHHBIX. 1o yMoJlYaHMIO MacTep YCTaHOBKH
HaxoIuT camblil 6oapinoii pasnen NTFS u ycranaBnuBaer ko, paBHbiii 100 M6aiit, eciu Ha
JIMCKe cBoOogHO He MeHee 150 MoaiiT. HecMoTps Ha TO, YTO MUHMMaJbHBII pa3Mep Kalia
paBeH 5 MOaiiT, pekoMeHayeTcsl BbiaeasiTh He MeHee 100 MOailT u mpeaycMOTpeTh 10-
noJiHuTeNbHO 1o 0,5 MGailT 1yt Kaxjaoro KiveHra Web-rpokci — MojlydeHHOE YHUCIO OK-
pyrisiercsi 10 OOJbUIETO 1eJIOr0 3HAYZHHA.

Ykaxure, 4TO eIMHCTBEHHBIN K31 padMepoM 105 Mo6aiit pacnonaraercs Ha aucke C; mis

Yyero HieJKHUTe KHOMKY Set 1 B TekcToBoM mosie Cache Size (pasMep Ka1ia) BBeIuTe pa3zmep

KaIIa.

17, Illlenkuute OK. OTKpoeTCcs AMaaoroBoe OKHO aAuamna3oHoB IP-agpecoB ¢ mpeaioxeHueM BBe-
ctu Bce IP-ampeca agpecHoOro mpocTpaHcTBa BHYTpeHHel ceTu. Drta MHhopMalivs HCIOJb3y-
etcst 1ist coznaHus LAT.

18. Mlenkuure kHonky Construct Table (coznars Tabnuiy). OTKpoeTCs 1MaJ0roBoe OKHO TabJu-
1[bI JIOKAJbHBIX aIPECOB.

19. B nuanoroBoM okHe TabJIUIbI JOKaJIbHBIX aapecoB copockTe dutaxkok Add the following private
ranges (100aBUTh CJIEAYIOIINE NMAa30Hbl YaCTHBIX alpecoB).

20. Y6enurtechb, uto yctaHoBjeH daaxok Add address ranges based on the Windows 2000 routing
table (1o0aBUTH AUaNa30Hbl aapecoB U3 TadauLbl MapiupyTuzanuu Windows 2000).

21. YcranoBute duaxok 192.168.0.1 B HuxHeil naHeau. Eciu B HUXHE MaHeIM MOSBITCS 10-
NOJHUTEbHbIEC (hJIAXXKHU, COPOChTE UX BCe.

22. Ilenxknute OK. OTkpoercs nHGopMaliMoHHOe OKHO Setup Message ¢ moATBEpKIeHUEM, YTO
LAT ycnemiHo co3paHa.

23. Ilenxkuure OK, yToGBI 3aKpHITH MTHOOPMAIIMOHHOE OKHO, U 1ieakHuTe eiie pa3 OK, 4yTo0bl
npoao/kuTh. Ilocne ocraHoBkuU ciyk0 ISA-cepBep yCTaHOBIIMK NMEpeNaeT K KOMMMPOBAHUIO
HYXHBIX (haitioB Ha Serverl. DToT mpolece 3aHMMAaeT HECKOJIbKO MUHYT. I1o OKOHYaHUM
YCTaHOBKM OTKpoeTcsl MHpopManmoHHoe okHO Launch ISA Management Tool (3amyctuTh
ocHactky ISA Management).

24. TlpouuTaiiTe TeKCT, MOsABJsAIOWMUACS 13 MHGOpMallMOHHOM OokHe. Mactep Getting Started
(c yero HavaTh) ITOACKAXET BaM IepBbIe IIarv Mo HacTpoiike ISA-cepsepa.

25. llenknure OK. OTkpoercsi nHGOPMALIMOHHOE OKHO YCTaHOBKM [SA-cepsepa, MuH(GoOpMuUpy-
folliee 00 YCIELIHOM 3aBepIIeHUU YCTaHOBKU.

(%]

L€
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26. Ienxuure OK. Otkpoercs KoHcoub yrpapieHuss ISA. Beictpo «rpoferures dyepes cTpaHuU-
bl MacTepa Getting Stared, uicnkas kHonky Next M yMTast TeKCTOBBIe coobuienusa. He me-
HSITe HUKAKUX MapaMeTPOB.

Pesiome
Tlepen ycraHoBkoii ISA-cepBepa HE0OXOIUMO HACTPOUTH 000PYIOBaHUE U MOAKIIOUYUTH KOMITbIO-
Tep K cetd. [locie HacTpoiiku agantepoB u IP-agpecoB mpoBepbTe CBSI3b C IPYTUMM KOMITbio-

TepaMu IpU MOMOIIM YTHJIUTHI ping.

Ecmm mmanumpyercs ycranaBiauBaTh ISA-cepBep B MaccuB, cienyeT m0OABUTh OOHOBJICHMS
cxeMbl ISA-cepBepa B cxeMy Active Directory. [11g ycTaHOBKM 0OHOBIeHMI cxeMbl ISA-cepBepa
npumeHsieTcd yruauTa Enterprise Initialization (MHULIMaAU3aL S IPEANIPUTHUS ).

ITpu ycranoBke ISA-cepBepa HEOOXOAUMO BBECTH KJIIOY KOMMAKT-JAMCKA, a TAKXe BbIOpaTh
BapHaHT yCTAHOBKHU, YKa3aTh, BOMIET JIM CEPBEP B COCTaB MaCCHBa, a TAKXe IMapaMeTphl K31la U
TabJIMLBI JIOKAJIbHBIX aapecoB. Ha ocHOBaHMM MaHHBIX TabIULBI JOKAJbHBIX aapecoB ISA-cep-
Bep OIpelesseT, KaKue IMala30Hbl apecoB BHYTPEHHEN CETU CIeAyeT CYMTAaTh BHYTPEHHUMMU.

IIpu ycrpaHeHuM HernojaaokK ycTaHOBKU ISA-cepBepa cHayajia MpoOBEphTE, COOTBETCTEYET
JI1 obopyroBaHUe TpeOOBaAaHUSIM U pabOTOCNOCOOHO M OHO, Eciu mpoGieMbl HE B 000pymoBa-
HUM, CIIelyeT YOeIUThCSI B KOPPEKTHOCTH KOHGUTypalmu cetd. Ecam ¢ ceThio TakKe BCe B I10-
psIKe, cIenyeT IPOBEPUTD, JOCTATOYHO JIM Y TEKYIIel YISTHOM 3alcy pa3pelieHNid Ha MHUIIM -
alu3aluio NPeanpusaTs, a TakXXe He YCTaHOBJIEHA JIU Ha KoMIbloTepe ciayxoa ICS.
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3ansitue 3, [Mepexop ot Proxy Server 2.0

ISA-cepBep, obamast 60raTbIMiU HOBBIMU BO3MOXKHOCTSIMHU, CYIIECTBEHHO OTIMYaeTcs or Micro-
soft Proxy Server 2.0. IIpu 3TOM OTIMYMS KacaroTcsd KaK KOH(PUTypaluu cepBepa, TaK U MpoILe-
1yp ooHoBieHUs1. Ha 3ToM 3aHSATMM MBI MEPEYMCIUM OCHOBHBIE (haKTOPbI, KOTOPBIE TOIKHBI
YUMTHIBATE aAIMUHUCTPATOPBl Npu mnepexone K Microsoft ISA Server.

U3yumB maTtepuan 3Toro 3aHsiTUsl, Bbl CMOXeETe:

¥ ocymiectBuTh riepexon oT Proxy Server 2.0 k onHomy ISA-cepBepy;
v ocywecTeHTh nepexon oT Proxy Server 2.0 k maccuBy ISA-cepBepos.

MponomKUTENbHOCTL 3aHATHA — OKoNMo 20 MWHYT.

NMepexop ot Microsoft Proxy Server 2.0

IMo cpaBHenuto ¢ Proxy Server cepBep ISA oGecrieunBaeT OOJbIIyI0 0E30MACHOCTh PAOOTHI ¢
WurepHeroM, aydine BbimoiHseT Web-koimuposadue, omiMyaeTcs IMOKOCTbIO YIpaBleHUS U
OTJIMYHOU pacimpsieMocTblo. ISt yrpoueHus mepexona K 3TOi, Oojee COBEpPLIEHHOM, Iar-
dopme cieayeT BBIMOJHUTH MPOCTYIO NMPOLEAYPY MepeHoca Bcex moJib3oBaTeneit Microsoft Proxy
Server 2.0 Ha HOBBIH cepBep. BONALIIMHCTIIO TIPABWI, CETEBBIX TTAPaMEeTPOB, KOHGUTYpAITii MO-
HUTOPWHTA M K3IIa aBTOMaTU4YeCKU nepeHocsatcs Ha ISA-cepep. Kpome Toro, B pasHOopomgHOit
KJIMEHTCKOM cpesie 1SA-cepiep Hapsiay ¢ ¢OGCTBeHHBIM MPOTPAMMHBIM 00ECTICYeHUEM JIJIST KJTU -
E€HTOB OpaHIMay3pa MpOooJIKaeT MOoAAePXUBaTh KiaueHToB Winsock Proxy.

Brummanne! o ycranoBku ISA-cepsep: BBINIOJHKWTE MOJHOE apXMBUPOBAHWE TEKYIIMX I1apa-
MeTpoB Proxy Server 2.0. lnst atoro otkpoiite Internet Services Manager ([Iucrnietdep ciyx6 MHtep-
HETA), WETKHUTE TIPAaBOM KHOMKOW 3HAYOK apXMBUPYEMOTO CepBepa M B KOHTEKCTHOM MEHIO BbI-
oepure komaHny Backup/Restore Configuration (Co3nath pesepBHYI0 KONUWIO KOHGUTypanuuu/
BoccTaHoBUTH KOHOUTYpaALIMIO C PE3EPBHOI KOIHWM).

OnepaumoHHas cuctema

ISA-cepBep ycTaHaBIMBaeTCss Ha KOMIMbIOTEPHI MO yIpaBIeHUEM OllepallMOHHBIX cucTteM Win-
dows 2000 Server, Windows 2000 Advanced Server ¢ makeTom oOHoBiIeHUi1 Service Pack 1 mmm
oonee no3nHuM min Microsoft Windows 2000 Datacenter Server.

Proxy Server Ha Windows 2000

UYrobsl ycTraHoBUTh ISA-cepBep Ha kommbioTepe ¢ Proxy Server 2.0 mox ympasieHueM Win-
dows 2000, mpocTo 3amycTuTe ycraHOBKY ISA-cepBepa, M mporpamMma YCTaHOBKM pacrio3HaeT
MMEIOLIVIOCS BEPCUIO IPOKCHM-cepBepa. (C0OTBeTcTBYIOLIEE AMAJOrOBOE OKHO IMOKAa3aHO Ha
puc. 2-13. Ileaxkaute OK, 4T0OBI 3aMEHUTH CTAPYIO BEPCUIO.
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Puc. 2-13. 3amena crapoii Bepcun [SA-cepnepa

Jlanee MacTep YCTAHOBKM TPEMJTIOXUT MEPEeHECTH MapaMeTpbl M MOJUTHKY Proxy Server 2.0
Ha yctaHaBiauBaeMbiii ISA-cepsep (puc. 2-14). llenknute kHONKY Yes.

Puc. 2-14. Tepexop, ot Proxy Server 2.0

Proxy Server Ha Windows NT 4.0

Ecnu Texyias Bepcust Microsoft Proxy Server 2.0 yctaHoBIeHa Ha Komrblotepe ¢ Windows NT 4.0,
BBITTOJTHUTE MPUBEACHHBIE Tajee MHCTPYKIINY.
1. OcraHOBUTE M OTKJIIOUUTE BCe CIYXObl Proxy Server, BHIMOJHUB B KOMAaHIHOM CTPOKE He-
CKOJIbKO pa3 KOMaHIy
net stop <ums_caywGu>

‘Cnyx0bl, KOTOpbIe HEOOXOAMMO OCTAHOBUTH, MEPEUMCICHBI B Tabauie 2-8.
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Taomuna 2-8. Cayx0b1 Proxy Server

OroOpaxkaemoe uMs HNmsa cayxobt

Microsoft Winsock Proxy Service (cimyxx6a Winsock Proxy) Wspsrv

Microsoft Proxy Server Administration Mspadmin
(cmyx0a amMUHUCTPUPOBAHUS TIPOKCH -CEPBEPA)

Proxy Alert Notification Service Mailalrt
(cnyx0a omoBelleHUsl TPOKCU-CEPBEPa)

World Wide Web Publishing Service w3sve

(cmyxba Web-nybnvkaimm )

2. OO6HoBuTe orepanroHHYI0 cucteMy 10 Windows 2000 Server miam 6ojiee MO3OHE BEpCUM.
IIpourHopupyiite coobiieHUsI 0 ToM, 4To Proxy Server He pab6ortaer ¢ Windows 2000.

3. 3amycture yctaHoBKY ISA-cepBepa. Tak KaKk OCHOBHBIE CIYKObI, HEOOXOOAUMBIC AJISI PAOOTHI
OpaHIMayspa, OCTAHOBJICHBI, PEKOMEHIYETCS Ha BpeMsI YCTAHOBKM OTKJIIOUMTH KOMITBIOTED
ot UHTepHeTa.

[Tpmmevanme  Tlpsmoii nepexon ot Proxy Server 1.0, BackOffice Server 4.0 wiu Small Busi-
ness Server 4.0 He mogmepxuBaercs. ISA-cepep He paboTtaeT ¢ mporokonom |PX.

Buumanne! ABromMaTMueckuii BO3npar xk Proxy Server 2.0 mociie Hayajia VCTaHOBKH ISA-
cepBepa HEBO3MOXKEH.

MaccuBbl cepeepoB Proxy Server 2.0

IIpu mepexonme ot Microsoft Proxy Server 2.0 ISA-cepBep ycraHaBnMBaeTCs KakK 4YjeH MaccuBa
WJIU U30JIUPOBAHHBIN CepBep.

Ha uzonupoBaHHblil [SA-cepBep nepeHOCUTCS OOJIBIIMHCTBO MPaBUJ U JPYTUX DJIEMEHTOB
KOHGUTypaluu, Co30aHHbIX B Proxy Server. [Ipu mepexofe K MacCHBY MEPEHOC MpaBui Proxy
Server onpenesnsieTcs mapaMeTpaMu 10 yMOJIYaHUIO TOJTUTUKY Tipeanpustus ISA-cepsepa.

Ilepen HauayloM Iepexoia OT MaccuBa cepBepoB Proxy Server ymajauTte U3 ero cOCTABA BCE KOM-
nbploTephbl. biarogapst peruiMkaluuny Bce KOMITbIOTEPbI MacCHMBa COAEpPKAT MAEHTUYHbIE HAOOPBI
MPaBWJI, TIO3TOMY BCE CEPBEPHI COXPAHST OMMHAKOBBIEC KOH(MUIVpalliuy ceTH (HapruMep mapameT-
pbl Habopa HoMepa 1Mo TPeOOBAaHUIO) U MOHUTOPUHTIA (HapUMep OMOBEIUEHMA ).

Ilocne ymaneHust Bcex cepBepoB M3 MaccuBa Kaxablii Proxy Server ooHoBute no ISA-cepBe-
pa. YToObl COXpAaHUTD MPEXHIOW KOHMMIYPALIMIO MacCHBa, CISAYEeT BBIITOJIHUTD ONIpeaeeHHbIC
VCIIOBHUS,

I. TIpu o6HoBIeHUU mepBoro Proxy Server 2.0 Bo BpeMst ycTaHOBKM ISA-cepBepa co3maiite HO-

BbIIi MACCHUB.

2. Tlpu oOHOBJIEHUMU TOCJENYIOLIUX CEPBEPOB N00ABISNTE UX B CO3MaHHBI MacCUB.

Mepexop, K maccuBy

B cnygae mepexona ot ogHoro cepBepa Pioxy Server k MmaccuBy ISA-cepBepoB cmmocod mepeHoca
nHbopMau 0 KOHMHUIYPALMH 3aBUCUT OT IMAPAMETPOB 110 YMOJYAHUIO TIPEATIPUSTUSI MacCUBa
ISA-cepBepoB.

B orianuue ot Proxy Server, cepsep ISA MOXHO HACTPOUTH TSI MCITOJIB30BAHKS TOJBKO IO-
JUTUKW NPEpUsITHS, TOJBKO MOJUTUKU MaccuBa MJIM COYETaHMS TepBOTro W Broporo. [lepe-
Hoc npaBui Proxy Server 3aBUCUT OT mapaMeTpoOB MOJUTUKMU Tipeanpusatusi. B rabnuue 2-9 onu-
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CaH IOpAIOK INEpeHOoCa IMOJUTUKH Proxy Server 11s1 BceX BO3MOXHBIX BapuaHTOB KOH(I)I/Il"ypa—
OUM TOJIMTUKH MNPEANPUATUA.

Ta6auua 2-9, Ilepenoc nmapamerpos Proxy Server 2.0

Bapuantsl Paspenienust KoMrmoHeHTsI, NepenocuMbie

KOH(UTYpaIu aIMUHUCTpaTOpa Ha ISA-cepBep

TOJIUTUKU MPEANPUSITUS

TIPeANPUSTHS

Wcnonb3oBanue Jla/Her Bce cyuiectsyomue npaBuiaa Proxy Server mepeHocsTcst
TOJILKO TOJIU- B MOJIUTUKY MaccuBa

TUKM MaccuBa

WMcnons3osanue [la Bce cymectByromue npasuia Proxy Server. Ilonutuka
TOJIbKO MPEeANPUSATUS JUIsI HOBOT'O MacCUMBa HAacTpauBaeTcsl Ha
MOJIUTUKU KCIT0JIb30BaHKE TOJbKO MOJUTUKM MacCHUBa
NpeanpusTus

Wcnonb3oBanue  Her He nepenocurcst Hu omHo u3 npaBui Proxy Server.
TOJIbKO HoBblit MacCuB UCTIONB3YET UCKITIOUUTENTBHO MOJUTUKY
MOJIUTUKU MpeanPUSITUS

MPeaNnpUsATHUS

Hcnonszosanne [la Bee cyectsyiomue npaBuna Proxy Server. IMonutuka
MOJIUTUKU MpeanpusiTUs JJsi HOBOrO MacCuBa HACTPaMBaeTCsl Ha
MpeaNnpUsTUs KCI0JIb30BAHUE TOJIBKO MOJUTUKKM MaccuBa

M MaccHBa

Wcnons3zoBanue  Her Tonbko Te npaBuia Proxy Server, KoTopble npeodpasyloTcs
MOJIUTUKU B 3ampernaioiue (HHibTpbl JOMEHOB, HO HE MPOTOKOJIBI).
MpeanpusTus IMonuTtyka MpeanpusTyst 1151 HOBOTO MaccuBa HacTpaMBaeTCs
U MACCHBa Ha UCIOJIb30BaHUE MOJUTUKHU MPEATIPUSATUSI COBMECTHO

C TIOJIUTUKOI MaccuBa (Oojiee CTPOroii)

Ecniu monuTMKa TpeanpuaTHS paspellaeT npaBuia NyOJIHKALMK, mapaMeTpbl NyOJMKaLUu
Proxy Server mepeHocsITcsl B IMOJUTUKY MaccuBa.

Ecnu nmonuTuka npeanpusiTUs He AOMYCKaeT MpaBuJl MyOJMKAllMMU, TO Bbl, UMes pa3pelieHue
aJIMUHUCTpATOpa MPEANPUATUsI, MOXETe U3MEHUTh MapaMeTphbl MOJUTUKU MPEANPUITUSI U pa3-
peluTh MyoaUKAaIlMY, MOCJIEe Yero napaMeTphl MyOJIMKaluu MpoKCU-cepBepa MepeHoCsITCS B MO~
JIUTUKY MAaccuBa.

MepeHoc koHdurypaumm Proxy Server 2.0

IIpu mepexome ot Proxy Server k ISA-cepBepy mepeHOCHUTCS OOJBIIMHCTBO IPaBUJI, CETEBBIX
napamMeTpoB, KOHGUTypalluu MOHUTOPUHTA 1 K311a. B aToM pa3jiene paccka3zaHo, KakuM obpa-
30M OCYLIECTBJISIETCSI MepeHOC MH(popMaluu o KoHpUrypauuu.

Llenoykn npokcu-cepeepos

IMonnepxuBaloTCsl CMeIIaHHBIE 1IeMoYKu (Mepapxumn) cepBepoB Proxy Server u ISA.

3anpocsl knueHtoB Web Proxy

B otinume ot Proxy Server, kotopsiii oxkxmmaetr HTTP-3anpochl kiueHToB Ha mopty 80, ISA-
cepBep BO BpeMsl YCTAaHOBKUM HacTpaMBaeTcs Ha IMpociyliuBaHue 3anpocoB Ha nopty 8080. 1o
9TOIl MPUYMHE BCE HMKECTOALIME UYJEHBI LIeTMOUYKM (Wiu Opay3epbl) HOJIXHBI, oOpamiasich K ISA-



62 YcTaHoBKa [SA-cepeepa lmasa 2

cepBepy, HAIpaBJIsATh 3ampockl Ha mopT £080. Bripouem, HUUTO He 3aripeliiaeT HaCTPOUTh ISA-
cepBep Ha MpociymMBaHue Ha opTy 80.

My6nukaums

Proxy Server TpeGyeT, 4TOObI OMYOIMKOBaHHBIE cepBepPhl OblIK Kianentamu Winsock Proxy. ISA-
cepBep TMO3BOJISIET MTy0TMKOBATh BHYTPEHHUE CepBEPHI 0€3 YCTAHOBKU HAa HUX JOMIOJHUTEIHLHOTO
MporpaMMHOTO obecriedeHust Wi KoHburypuposanus. Jns [SA-cepBepa omyOanKoBaHHBIE Cep-
Bepbl ABJISIIOTCS KAMeHTaMu SecureNAT, [MpaBuna Web-nyOnukanuy M npaBuia nyoauKauuu
CEpBEpPOB yCTaHaBIMBAIOTCSl Ha [SA-ceprepe, obecreynBasi 0e30MaCHOCTb PECYPCOB BHYTPEH-
Hell CeTH W WX HOCTYIMHOCTb IUIS ONpelelieHHBIX BHEITHMX KIMeHTOB. [IpM 3ToM M3MeHEHHS
KOH(pUrypalum ony0JIMKOBAaHHOTO cepBepa He TpedyeTcs.

Kaw

Kondwurypanus kamra Proxy Server mepenocutcst Ha [SA-cepBep, B TOM 4mcIie JaHHBIE O AUCKE,
Ha KOTOPOM pa3MeIlaeTcst K31, pa3Mep U IPyrue CBOMCTBA.

ConepxaHue Kama Proxy Server He mepeHoOcUTCs, Tak Kak Ha ISA-cepBepe peaaus3oBaH co-
BEpILIEHHO IPYroil MeXaHU3M XpaHeHHUs I1aHHbix Ka1a. [Ipu ycraHoBke ISA-cepBepa crapblit
KBl yAalsieTcs, a HOBbIH MeXaHM3M K3IIMPOBAHUS MCMOJb3YET CYIIECTBYIOMIME MapaMeTphl
K3Ila U IHUCcKa.

[Tpumeyanne Ha ynaneHue o0beMHOTO K3IlIa MOXET MOTPeOOBAThCSI HEKOTOPOE BpeMs.

SOCKS

ISA-cepsep comepxut Gunbtp SOCKS-npuioxeHnil, mo3Bosgomuil KineHTckuM SOCKS-npn-
JIOXKEHUSIM COSIUHSITBCSI C CEThIO, MCITOIb3Ysl ST OIpeaeIeHHs IpaB KJIMEHTa Ha 3alpoc IMOIX0-
it Habop ameMeHTOB TonuTuKy npennpustusi. [Tepenoc SOCKS-mpaBun Proxy Server B mmo-
auTuky ISA-cepBepa He monaepKUBaeTCs.

MpaBuna N NoNUTHMEW

B tabnuie 2-10 moka3zaHo, Kakue rnpasunia W Apyras KoHGuUrypaurmoHHass uHdopmauus Proxy
Server mepeHocutcst Ha ISA-cepBep.

Ta6mma 2-10.  Ilepenoc kondurypanmonnoii ungopmamun Ha ISA-cepsep

Proxy Server 2.0 1SA-cepeep

@UNETPBI IOMEHOR IMpaBuia y310B u comepKaHus

[MapameTper paspewenyii Winsock [TpaBuna nportokonos

[Mapamerpsl nvGIHKaLIAM MpaBuna Web- mybmuKanum

Crarideckye (DWILTPE NAKETOR Paszpematomue nnu 6roxkupytonire hpuasTpsl [P-makeToB
[MpaBuma mapmpyruzamuu Web Proxy Upaswia MapLIPYTU3ALUKA

JIJ1s HOBBIX MPaBUJI MPU HEoOXOIMMOCTH CO30aI0TCI 3JIEMEHTHI MONUTUKKU. Kpome Toro, me-
PEHOCUTCS IOMONHUTENbHAS WHGOopMaLus: Tabauua LAT, mapaMeTpsl aBTOMaTHYECKOro Habo-
pa HoMepa, OTOBENIeHH, TapaMeTphl XypHala U KOHGUTYpallUi KIMEHTOB.
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Pesiome

ISA-cepBep pacmupsier dyHKuMoHanbHOCTE Proxy Server 2.0), obecreunBass Gojiee HamIeXHYIO
0e30MacHOCTb, a Takxke 0osiee COBEPIIEHHbIE BO3MOXHOCTH KALIMPOBAHUS, YIIPABICHUS U pac-
mupsiemoctu. Ecmu B cucreMe yxxe mmeercss Proxy Server 2.0, BBl BIpaBe 0CyiIeCTBUTE ITEPEXO]
K ISA-cepBepy, a He BHIIIOJIHATH YCTAHOBKY «C HYIIst», [lepexo IMo3BOISeT mepeHecTH OOIbIIYIO
YacTh CylIeCTBYIOLIEN KOHGUTYpaALlMY Ha ycTaHABIUBaeMbiii ISA-cepBep, B TOM uuciie npaBuia
Proxy Server, aneMeHTbl TOJIMTUKHU, TTApaMETPhl CETH, KOH(MUTYypalMi0 MOHUTOPUHTA U K3Ila.
OnHako cojepxkaHue K3111a He TIEPEeHOCUTCS.

CymectByeT nBa BapuaHTa Iiepexoma oT Proxy Server k ISA-cepBepy: K M30J1MpOBAaHHOMY
ISA-cepBepy nnu kK HoBoMy MaccuBy ISA-cepBepoB. [lpu nepexone oT MaccuBa KOMITBIOTEPOB C
Proxy Server k maccuby ISA-cepBepoB cienyeT ynaauTh U3 MacCHBa BCe KOMITBIOTEPHI, B IPO-
Liecce YCTaHOBKM TiepBoro ISA-cepBepa co3naTh HOBbIE MacCHUB M jajee NMpu ycTaHoBke ISA-
cepBepa Ha Bce OCTabHbIE KOMITbIOTEPbI MPUCOEIUHSTh UX K CO3IaHHOMY MaccuBy. Ilpu mepe-
xone oT oaHoro Proxy Server kK HoBomy MaccuBy ISA-cepBepoB nepeHoc MHGOPMAIUM O KOH-
dburypauuu onpenensieTcsi CTaHAAPTHBIMU MapaMeTpaMu NpeAnpusitus maccusa [SA-cepBepos.
Co3nmaBasi HOBBIE TIpaBMJIa, HOBBIE 2JIEMEHTHI TOJUTUK TO0ABIISIIOT TI0 Mepe HEOOXOIMMOCTH.
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3akpensnieHme marepuana

9 |  [lpuBeneHHbIe HUXE BOMPOCH MTOMOTYT BaM JIy4llle yCBOUTh OCHOBHBIE TEMbI JAaHHOM
rnaBel. Eciiv BBl HE cyMeeTe OTBCTHTE Ha BOMPOC, MOBTOPUTE MaTeprall COOTBETCTBYIO-
mero 3aHgaTusi. OTBETHI IJ1s1 CAaMONTPOBEPKU — B MPUIIOKEHUU A «BOIIpOCH ¥ OTBETHI» B

KOHIIE KHUTH.

1. Kakymwo annapaTHyo KOHGUTypaluio (4acTOTy Mpoieccopa, o0beM ONepaTUBHOM U AUCKO-
BOIl MaMsITH) Bbl MMOPEKOMEHIyETe [JIsi KOMITbIOTEpa, Te MpearoaraeTcs ycraHoButh [SA-
cepBep, KOTOPLIA OyneT paboraTh B CMEIIaHHOM pexumMe, odpabdareiBath 500—-900 3anmpocos
B ceKyHay u obcnyxuBaTb MmeHee 2000 mosb3oBaTeneii?

2. KakoBbl TpeOOBaHUSI K yCTAHOBKE [SA-cepsepa B Maccun?
3. KakoBHI mpeuMylliecTBa CeTH repumerpa’?

4. Yro cneayeT MpeaNpPUHSTh A COBMeIeHHWs Ha OJHOM KoMIblotepe ISA-cepBepa m Web-
cepnepa?

5. KakoBo HaszHavyeHnue tabauubl LAT?

6. Yro ciemyer nmpeAnpuHIThL, YTOOBI mocie rnepexona oT Proxy Server k ISA-cepBepy Gpay3epbt
KJIMEHTOB K3IIMPYIOIIETO cepBepa MoakIvaiuch Kk ISA-cepsepy?
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B aTou rnaee

MMocne ycranoBku Microsoft Internet Security and Acceleration Server 2000 (ISA-cepsepa) B
pexume GpaHIMaydpa TOCTYN BCeX KIMEHTCKUX KOMIbIOTepoB B MHTepHET 61okupyercs. B atoii
IJ1aBe PaccKaszaHo O MOCJeI0BaTEeIbHOCTU NeCTBUI MPpU KOHGUTYPUPOBAHUU 6E30MaCHOTO [10-
CTyIa KIMEeHTOB B IHTEepHET: M3y4yeHUM MOTPeOHOCTE! KIMEHTOB, ONpeneeHI He0OX0IMMOoC-
TH YCTAaHOBKU KJIMeHTa OpaHIMayspa, HacTpoiike Web-0Opay3epa Ha ucrnonb3oBaHue [SA-cepse-
pa B KayecTBe MPOKCU-CEPBEpa M CO3MAHUU MPABUJ MPOTOKOJIOB, 00ECMEeYnBAIOLIMX TPOXOXKIE-
HHUe yepe3 OpaHaMaysp Bcero HHTepHeT-TpadKka uin TolbKo TpaduKa onpeaeseHHoro Tuna. Ipu
HACTpOIKe JO0CTyIa KJIMEHTOB MHOTIA TpeOyeTcsl CKOH(MHUIYPMPOBATE aBTOMATUYECKOE OOHapyXe-
Hue ISA-cepBepa, KOTopoe MO3BOJISIET KIMEHTaM aBTOMATMYeCKM MojkKIovaTbes K ISA-cepse-
paM ceTH, a TakXe HacTpauBaTbh MOJKI0YeHHUs 1o TenedoHHo# auHuu. Kpome Toro, us atoii
TJ1aBbl BBl Y3HAeTe O CPEICTBAX M METONAX YCTPaHEHUs HEMONaN0K, BO3HUKAIOMIMX MPU MOIKIIO-
YeHUM KIUEeHTOB K VHTepHery.

Mpexoe Bcero

15T M3y4eHUWsT MaTepruajIoB 3TOM T1aBbl HEOOXOIUMO:

*  CONJIacHO TpeOOBaHMSIM, U3TOXEHHBIMU B Il1aBe «O6 3TON KHUTE», IPUCBOUTH KOMITBIOTEPY
Serverl IP-agpec 192.168.0.1, a kommbloTepy Server?2 — 192.168.0.2. Kpome Toro, Serverl
clieqyeT MOoIKIIYNTh K MHTepHeTy 1o TejaeOHHON TMHUY;

* BBIMOJHUTDb MpPaKTHUUECKUE 3aaHusl TJaBbl 2, yctaHOBUB ISA-cepBep Ha Serverl B cMmellaH-
HoM (Integrated) pexkmMe B KauyecTBe eNIMHCTBEHHOTO YjieHa MaccuBa MyArray.
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3amsite 1. Hactpoika poctyna nokanbHbIX
KnueHTtoB B UHTEpHeT

Iocne ycranoBkm ISA-cepBepa ciieayeT HacTPOMTE HOCTYI KIMEHTCKHMX KOMITBIOTEpOB B MH-
TepHeT. ISA-cepBep 00pabaTbiBaeT BCe 3ampochl KJIMEHTOB Ha OCHOBAaHMM TPABUJ TOJUTUKHU
JOCTYTA U 10 Mepe HeoBXONMMOCTH TMHAMMYECKM OTKPhIBAET M 3aKPbIBAET TPeOYeMbie MOPTHI.

Tpu opraHuzanuu 6e30MaCHOTO AOCTYIia JIOKAJIbHBIX KIUEHTOB B MHTEpHET HYXHO B Tep-
BYIO OYepenb BBIOpPaTh CHocob MX KOHGUIrypupoBaHMs — Kak KiaumeHToB SecureNAT (secure
network address translation — Ge3omacHoe npeoOpa3oBaHMe CETEBBIX aAPECOB) MM KaK KIMEH-
TOB OpaHaMayspa. 3aTeM MpU HEOOXOOMMOCTH cleayeT HacTpouTb Web-0pay3epbl KIMEHTCKUX
KOMIIBIOTEPOB Ha KCIOJb30BaHue caykbul Web-ripokcu ISA-cepsepa. UM, HakoHell, Iocie Ha-
CTPOWKM KJIMEHTOB CO30aTh MpaBuia MpoToKoI0B. OHM PerynupyioT (pa3peiuarT uiu OJI0Kupy-
10T) TpaduK ornpeaeieHHEX NpoTokonos MHTepHeTa yepe3 GpaHaMaysp.

MU3yume maTepuan aToro 3aHATHA, Bbl CMOXeETe:

v/ pacckaszarh O pa3MyusIX U TPeOOBAHUSX PA3TUYHBIX TUMOB KiIMeHTOB: SecureNAT,
OpanaMayspa u Web-npokcu;

v KOH(MUrypupoBaTh KJIMEHTCKUE KOMIBIOTEPHI A1 obecreyeHusl 6e30MacHOro 10CTyma
B MutepHet uepe3 ISA-cepsep;

¥" HacTpamBaTb Microsoft Internet Explorer mias ucmonp3oBaHus Ciryxk0b61 Web-Tipokcu
ISA-cepsepa;

¥'  yCTaHaBIMBAaTh Ha KJIMEHTCKUN KOMIIBIOTEP KIMEHT OpaHaMayspa.

MpoAoMKUTENBHOCTb 3aHATUS -- 0KOJ10 60 MUHYT.

Knuentbl ISA-cepeepa

ISA-cepBep momaepXuBaeT TpU TUIMA KJIUEHTOB:

*  KJIMEHThl OpaHaMay’pa — KJIMEHTCKHME KOMIIBIOTEPbI, HA KOTOPBHIX YCTAHOBJIEHO M paboTaer
IporpaMmMHoe obecrieueHne KiMeHTa Opanamayapa (Firewall Client);

*  kiueHTbl SecureNAT — KIMEHTCKVE KOMIBIOTEPBl, HA KOTOPBIX HE YCTAHOBJIEH KJIMEHT
OpaHIMayapa;

*  kiuneHTH Web-npokcu — kinneHTckre Web-npuinoxeHus, ncrioissyioiine ISA-cepep.

B tabauue 3-1 cpaBHMBAIOTCSI 3T TPU TUIIA KJIMEHTOB.

Ta6mma 3-1. Cpasuenwe Tunos KineHtoB ISA-cepsepa

Xapakrepuctuka Kiment SecureNAT Knunent Kiuent Web-npokcu
Opanamayspa

HeoGxoammoctn Her, Ho Tpebytotcs onpe- [la Her, Ho TpeOyeTcs HacTpoiika
YCTAHOBKH neneHHble u3MeHeHus E Webh -6pay3epa

KOH(UTYypalnm ceTn
Ioanepxupae- Jlio6ast onepalMoHHast Tonbko Bce mnaTdopmsl, HO omgaepKKa
Mble Omepany- cucTema, mogaepxusao- — Windows- 00eCcIeynBaeTCs IMOCPEICTBOM
onnsie cucrembr  man nporokon TCP/IP 1aThopMel Web-npinoxenuii
[Honnepxusae- TpeOytotcst GUIbTPHI Bee HTTP, Secure HTTP (S-HTTP), FTP
Mble NPOTOKONBI  MPUJIOKEHHUH U poTo-  WinSock- n Gopher

KOJIOB C MHOXECTBEHHbBI  TTPHIOKEHMS

MU TIOAKITIOYCHUAMU
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Taomuua 3-1. (oxorvanue)

Xapaktepuctuka Kmment SecureNAT Kiuent Kiuenr Web-npoxcu
OpaHaMayspa
Iloanepxka Her Ha Jda
ayreHTH(UKA-
MY HA YPOBHE
M0JIb30BaTENeH
CepsepHbie He Tpedyercs uu Tpebyetcs He npumensiiorca
NPHIOKEHN ycTaHoBKa JOMOJI- (aiin
HutesbHoro IO, KOH(Hry-
HH HACTPOIKa paLmu

KoMmmploTephl, KIneHTH 6panaMayapa uin SecureNAT, criocoOHBI BHICTYNATh 1 B Ka4eCTBE
K1ueHToB Web-mipokcu. D10 00BSICHIETCS TeM, YTO CeaHChl KiaueHToB Web-mpokcu (MHBIMU
cnoBaMu, Web-3ampochsl oT Opaysepa, ucriosksyiomero ISA-cepBep B KauecTBe MPOKCH-CEPBE-
pa) obpauaTca HanpsaMyIo K ciayxoe Web-nipokcu. Bee octanbHble ceTeBbIe 3alpOChl, KaK OT
KJIMEHTOB OpaHIMayspa, Tak 1 oT KIMeHTOB SecureNAT, oTmpaBisioTcs HampsMyio CIyxoe
Opanamayaspa ISA-cepsepa.

J[3y4eHne NMOTPEOHOCTEN KINMEHTOB

IMepen ycTaHOBKOW MM HACTPOMKOM KIMEHTCKOTO MPOTPAMMHOTO 00ecreueHus CIeayeT 03Ha-
KOMUTbCS ¢ MTOTPEOHOCTSIMU OpTaHU3aIMK: OTIPEACINTh, KaKue MPUIOXEHUS ¥ CIYXKOBI HYKHBI
BHYTPEHHUM KJIUEHTaM, PELIUTh, KaK IMyOIuKoBaTh cepBepbl. TOJIBKO MOCHE 3TOTO CTAHET SICHO,
Kakue TUIIbl KJIMEHTOB, MoiaaepxuBaemble ISA-cepBepoM, HaUIYy4IIUM 00pa3oM yIOBIETBOPSI-
10T 3TH MOTPEOHOCTH.

Jnst Kaxmoro KJIMEHTCKOTO KOMIIbIOTEpa HEOOXOAMMO OMpeNeNuTh, YyCTAaHABIMBATD JU Ha
HEeM KJIMEeHT OpaHIMayspa Win cKoHpurypruposaTh KineHT SecureNAT- B tabmuie 3-2 mepe-
YUCJICHBI YCIOBUS, KOTOPBIMU CJEAYeT PYKOBOACTBOBAThCS MPH BBIOOpE THUIIA KIUECHTA.

IIpumeyanme Cam mo cebe moctyn B MHTepHeT He obecrieunBaeT ISA-cepBepy BbIXOO B CETb —
IUISL 9TOro TpebyeTcss HacTpouThb npapuia [P-nakerosn.

Tabmma 3-2. Beibop Tuna kmmenta ISA-cepsepa

TpeboBanne K ceTn Pexomennyemeiii  [Ipnunna BeiGopa

THN KJIMEHTA
HexenarenbHo yeranas- SecureNAT B otinuue ot k1MeHTOB OpaHaMay3pa, 1Jis
MBATH TIPOrPaMMHOE kiueHToB SecureNAT He HYXXHO yCTaHaBIMBaTbh
obOecreYeHueHaCTOPOHE NAT He HyXHO ycTaHaBIMBaTh MHOE ObOecrieueHue
KIMEHTA WK AOTOTHH- WJIY BBITTOJTHS T OCOOYI0 HACTPOMKY

TCJIbHO HAaCTpanBaTh
KITMCHTCKUE KOMITBIOTCPDI

ISA-cepBep ucnonbsyercas  SecureNAT HetpebyercsiyctaHaBnvBaTbKaKoe-1100
TOJIBKO JIJIS TIPSIMOTO K3- MIporpaMMHOE 00ecTeyeHe WM JOTOMHUTENTbHO
wpoBaHusa Web-o0bekTOR HAcTpauBaTh KIMEHTCKUE KOMIBIOTEPHI. 3aMpOChl

KJIMEHTOB IIPOXOMAAT Yepe3 Cyk0y OpaHIMay3pa
ISA-cepBepa u 3aTeM kawupyiotes cayxboii
Web-npokcu

(cm. cred cmp.)
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Tabnuma 3-2. (oxonuanue)

TpeboBaHue K cetn Pexomennyemsiii  IlpuunHa BbIOOpa

TUT KJIMEHTa
Tpebyercst co3math mpa- Knuent [lpu mcmonb3oBaHWM KJIMEHTOB OpaHaMay3pa
BUJIa JIOCTyIla Ha ypOBHE OpaHaMayspa IS ceaHcoB cBsI3M 4epe3 WMHTepHeT 6e3 Web
rosib3oBaTesield Uisl yrpas- MpaBUjIa TOJUTUKK JOCTYIA HACTpauBaIOTCs Ha
JIeHUsT focTyrnoM B Mutep- yYPOBHE MoJib30BaTeseil. Bo3aMOXHOCT HacTpoiiku
HeT He 1o mportokojam Web 1ns KnneHToB Web-npokcu mpaBmt, onpenense-

MBIX Ha YPOBHE TOJIb30BaTeNeH, TIpeaycMOTpeHa
Kak 1151 kimeHToB SecureNAT, Tak m Ul KIIMeH-
TOB OpaHaMayspa. OIHAKO 3TH MpaBuia JCHCTEVIOT
TOJIbKO TIpU yciioBUM, 4TO ISA-cepBep HacTpoeH

Ha mpueM ot Web-npunoxenuii nudopmamn

JUIS ayTeHTUUKALIMK B KaXIOM CeaHCe

[My6nukauus cepsepoB SecureNAT BHyTpeHHMe cepBepbl MHOTAA MYOJUKYIOTCSl Kak

BHYTPEHHEH ceTH kaueHTsl SecureNAT. Ilpu 3TOM HEe HYXXHO
co3ziaBaTh HUKaKuX ¢ainoB KoHuUrypauuu —
JOCTATOYHO JIMIUb CO3AaTh MPABUIO MyOJIUMKALUU
cepBepa Ha ISA-cepsepe

CeTb MOJIEPXKUBAET Knunent Knuentst SecureNAT He moanepXuBaloT aBTOMaTH-
MOOWMJTBHBIX MTOJIH30Ba- OpaHaMayspa yeckoe ooHapyxeHue ISA-cepsepa. [Ipu ucmoms-
TeJiell 1 KOMIIbIOTEePhI 30BaHNM KOHOUTYPAINH C ABTOMATHHECKHM

oOHapyXeHHeM Bce KIMEHTh Web-1pokcH
1 OpaHAMay3pa HaxXoImsAT COOTBETCTBYHILLIMIT
[SA-cepeep caMOCTOSITEIBHO

Knuenram Tpebyercst mo- Knnent Kmmentsl SecureNAT He momiep:KuBarOT

ctyn (mommumo Web-Gpay- OpaHmMay3pa MPOTOKOJIbI € JOMOJHUTEIbHBIMUA TOAKIIOUEHUSIMU
3epa) Mo MPOTOKOJIaM C

TNOTIOJTHUTEIbHBIMU

(BTOPHUYHEIMHA ) TIOAKITIO-
yeHusimu, Hanpumep FTP

Heob6xonnma momnepxka Knnent Xots ceaHchl Web-ripokcu M mmonmepXuUBarOT
TIOAKITIOYEHUST BBI30BA TIO OpaHaMayapa aBTOMATMUYECKOE TONKITIOUeHNE cepBepa
TpeOOBaHUIO ST KJIUEHT- K KJIMEeHTaM TI0 Tele(pOHHON JMHUM, TOJIBKO
CKHX CEaHCOB, OTJIMYHBIX KJTMEHTHI OpaHaAMay3pa MOANEPXUBAIOT BHI30B
or Web-ceancos o TpeOOBaHUIO AJISI CEaHCOB, OTIMYHBIX OT ‘Web

Hactpoiika knueHtoB SecureNAT

IMpu ncnonbzoBaHnu kiMeHTOB Secure NAT ycTaHaBiIMBaTh ClieMaIbHOE TIPOrpaMMHOe obecrie-
yeHMe Ha KJIMEHTCKHMI KOMIIbIoTep He Tp:Overca. Tem He MeHee BaM MPHUAETCS MPOaHATU3UPO-
BaTh TOTIOJIOTUIO CBOE ceTH U yoeauThesi, uto ISA-cepBep MMeeT BO3MOXHOCTh OOCIYXUBATh
3anpoChl KJIMEHTOB.

B yactHOCTH, TpeOyeTcsi KOpPPEKTHO HACTPOUTH OCHOBHOM 11103 KiimeHTa Secure NAT. Ilpu
KOH(pUTYPUPOBAHUYM OCHOBHOTO LIJTI03a HAZ0 OMPENeInUTh, KAKOW U3 MEepPeYnCIeHHbIX HUXEe TH-
OB CETeBOI TOMOJOTUM MPUMEHSIETCS.

e [lpoctas cerb. B 3ToM ciyuyae Mexay kiaveHToM SecureNAT u ISA-cepBepoM OTCYTCTBYIOT

MaplIpPYTH3aTOPbI;

e Cnoxuas cerb. [logpaszymeBaeT HANH'IHE OAHOIO MU OOJiee MapLIPyTU3aTOPOB, CBI3bIBAIO-
mux noncetn kaneHTa SecureNAT u ISA-cepsepa.
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Hactpoiika kimentoB SecureNAT B npocToit cetn

Hactpoiika xnueHToB SecureNAT B mpocToii ceTu 3akjoyaeTcsl B TOM, YTO B KaueCTBE OCHOBHOTO
uuto3a [P-aapeca onpenensiercst BHyTpeHHUI uHTepdeiic [SA-cepBepa. DTa onepaiius BbIMOIHS -
€TCS BPYUYHYIO ITyTeM MoaudbUKalu napamMeTpoB npotokojia TCP/IP Ha KITMEeHTCKOM KOMITbIOTe-
pe [mist yero ucmosbsyercst KommoHeHT Network (Cerb) manenu Control Panel (ITanenu ynpabie-
1Hs)| uaM aBroMaTudecku cpencrBamu ciyxost DHCP.

Hactpoiika knueHtoB SecureNAT B CNnoXHOW cetu

IIpu Hactpoiike kineHTOB SecureNAT B ClIOXHON CeTH AOCTaTOYHO B KauyecTBE OCHOBHOIO
[UTI03a KIMEHTAa HAa3HAUMUTh aIpec MOCJIeIHEeTo MapuIpyTu3aropa B memouke Mexay ISA-cepse-
poMm u kinueHToM SecureNAT. Ipyrumu ciioBaMu, OCHOBHOH MUTIO3 KIMEHTa — 3TO aipec Map-
LIPYTU3aTOpa B €ro MOACETH. DTO CTaHHApTHAs KOH(HUIypalHsa, ¥ 0ObIYHO €€ MEHSTh He TpeOy-
€TCsl, TO €CTh HE HY>XHbl HUKaKue U3MeHEeHUs napaMeTpoB KiueHToB SecureNAT.

OnTuManbHBIM CUYUTAETCS BaPUAHT, KOTIA OCHOBHOI IIJII03 MaplIpyTU3aTopa HamlpaBlsieT
Tpaduk Ha [SA-cepBep no kparyaiiiemy nytu. Kpome Toro, He cienyet HacTpauBaTh Mapuipy-
TU3ATOP Ha 3alpeT MEePeCchblIKM MaKeTOB, HAMpPaBJeHHbIX 3a Mpeaesibl KOPMOPaTUBHOUM ceTH, TaK
Kak pelleHue o MopsIIKe MapuIpyTU3aluy MakeToB mpuHuMaeT caMm [SA-cepsep.

LononHutenbHasa Hactpoiika SecureNAT B ceTsix C AOCTYnOM
no teneOHHON NIMHUM

Kaxk B mpocThIX, TaK ¥ B CJIOXKHBIX CETSIX, MOAKJIIOYeHHbIX K MHTEepHETY 1Mo TeaeOHHOM TUHUN,
TpeOyeTcsl NOMOJHUTENbHO HacTpauBaTh KAUeHThl SecureNAT. Jlist opraHu3auuy gocTyna B
HurepHeT momumo Web-06pay3epa KIMEHTCKOTO KOMITbIOTepa, Ha KOTOPOM He YCTaHOBJICH KJIM-
eHT GpaHaMay3pa, TpeOyeTCsl BBINTOJHUTD CAEAVIOLUIME ollepallui. Bo-TMepBuIx, cileayeT co3maTh
B KoHcom ISA Management 3JIeMEHT MOJUTUKM MOIKIIOYEHUS 1O TeJeoHHON TuHUU. Bo-
BTOPBIX, HY>KHO HacTpouTh cBoiicTBa y3na Network Configuration B ocHactke ISA Management
Ha MCITOJIb30BAaHUE 3TOT0 MOAKIIOUESHUS IJIsI MApIIPyTU3aLUU K BEILIIECTOAIIAM cepBepaM. bo-
Jiee oApoOHO 00 3TOM paccKa3aHO B 3aHSITUU 2 ITOi IJ1aBHI.

PaspelueHue umen png knmeHToB SecureNAT

Kmuentsr SecureNAT 3amnpaiunBaioT 0ObeKTH KaK M3 JIOKAJIbHOM ceTH, Tak U U3 MHTepHeTa, 1mo-
3TOMY UM HYXeH Aoctyn K cepBepam DNS, kotopbie pa3pelialoT MMeHa BHEIIHUX U BHYTPEH-
HUX KOMITbIOTEPOB.

Tonbko poctyn B UHTEpHET

Ecmu xnmnentam SecureNAT TpeOyeTcs ZOCTYI TOJAbKO B MIHTepHET 1 He HYxXHO pa3pemaTh DNS-
MMeHa BHYTPH JIOKalbHON ceTn, mapametrpbl TCP/IP Takux KIMEeHTOB clieayeT HacTpanuBaTh Ha
ucnojb3oBaHue BHeHNUX DNS-cepBepoB, pacnoiioxXeHHbIX B UHTepHeTe. JlOMOJTHUTEIBHO MPU-
JETCS CO31aTh MPABUJIO MTPOTOKOJIA, Pa3pellaoiiies KJIMEHTAM BHINMOJHATE DINS-3anpock

Hoctyn B UHTEPHET 1 B JIOKANbHYIO CETb

Ecnu xnuentol SecureNAT 3ampalumBaioT JaHHBIE KaKk U3 MHTepHEeTa, TaK U C CEPBEPOB JIO-
KaJbHOM ceTH, To UM HyXeH DNS-cepBep B sokanbpHol ceTu. CieayeT HaCTPOUTH 3TOT CepBEp
Ha paspellleHUe U BHYTPEHHUX aJpecoB, U anpecoB MHTepHeTa. ANbTepHATUBHBINA BapuaHT -
HacTpouTh mnapamerpbl TCP/IP knuenta BHemHero DNS-cepBepa B KauecTBe OCHOBHOTIO, a
BHYTPEHHEro — B KayuecTBe nonojHutesbHoro DNS-cepBepa.
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Knuentbl OpaHamayapa

KnueHTt OpaHamayspa — KOMITBIOTEP, Ha KOTOPOM yCTaHOBIEeHO U padoTaeT I10 knueHTa Gpari-
mayspa. Ha knuente OpanaMmayapa pabortator Winsock-npuioxkeHusa, MCNONb3VIOWKNE CIYXO0y
o6panamayapa ISA-cepsepa. Korma Winsock-npunoxenne Ha KIMeHTe GpaHaMayapa 3ampaliu-
BaeT O0BEKT C OIpPENeJCHHOI0 KOMIIbIOTEpa, KJIMEHT MpoBepsieT cBolo Komuio Tabnuiel LAT
(Local Address Table), meITasich HaliTH B He#l 3allMCh O 3alpalIMBaeMoM Kommbilotepe. Eciam
Takoil 3amuc B LLAT HeT, 3ampoc ImepechuiaeTcs CiIyxbe OpaHmamayspa |SA-ceppepa. Cnyvikba
OpaHaMayspa 00padaThIBaeT 3arnpoc U MPU HATWYMU HEOOXOAMMbBIX pa3pelleHUid Tmepenpasiser
ero agpecary. KiueHThl OpaHamay3spa MOIyT oTHpaBasth Ha ISA-cepsep undopmainio mns
ayreHTHMhMKaIIMK oab3oBarens Windows.

IMocne ycTaHOBKM KJIMEHTa OpaHIMay3pa MMeeTcsl BOBMOXKHOCTh BBIOpaTh cepBep, K KOTO-
poMy MOAKIIIoUaeTcsl KJIMEHT, yKa3aB uUMs Apyroro cepsepa Ha ISA-cepBepe, K KOTOPOMY OH
MOJK/IIOUEH B HACTOSIIMII MOMEHT, My M3MEHUB MMs B MapameTpax KIMeHTa OpaHaMayspa.
M3MeHeHUsT BCTYMAIOT B CUJY mocjie OOHOBIeHUS KoHpurypanuu Opanamayspa. [nsg nenrtpa-
JIM30BAaHHOTO YMNpaBieHUs] KoHbuUrypanuein KimeHTa OpaHamayspa ucrnojb3yercs: yzen Client
Configuration koHcoau ISA Management, B KOTOPOM COAEpXKAaTCs CPEeNCTBa YIpaBAeHUS Kak
caMUMM KJIMeHTaMU OpaHaMay3pa, Tak U napaMmeTpamu Web-0pay3epa KIneHTOB GpaHaMayapa.

B npumepe Ha puc. 3-1 ISA-cepBep coaepXuT o01IyI0 manky mspclnt ¢ mporpaMMoii ycra-
HOBKM KJIMeHTa OpaHaMmayspa. KiueHT OpaHaMayspa yCcTaHABIMBAETCSl HA KOMITbIOTEPHI MOM
ynpaBineHueM Microsoft Windows Me, Windows 95, Windows 98, Windows NT 4.0 u Windows
2000. Taxxe obecreunBaeTcsl mojepxka 16-pa3psaHbix mpunoxeHuit Winsock, HO TOIbKO B
cpene Windows 2000 1 Windows NT 4.0. ITocie ycTaHOBKM M 3amycKa IIpOIrpaMMHOIO obecIie-
YeHUs KJIMeHTa OpaHaMayspa KOMIbIOTEp paboTaeT Kak KJIMEHT OpaHaMayspa.

i mspeink NETLOGON Printers
Serverl e
Select anitem ko vew its E ]
description, =
Scheduled |
Tasks
|

Puc. 3-1. OOwmasa nanka mspclnt conepkut ¢aiijbl A1 yCTAHOBKU KIHeHTa Gpanamayspa

P Vcranoska KinenTa OpaHaMayspa

1. BbimojsHHMTe B KOMAaHIHOW CTPOKE Ha KJIMEHTCKOM KOMIIbIOTEPE KOMaHIY:
<ayTe>\Setup
rae <nymb> — MyTh K OOLIENOCTYIHOMY KaTajory ¢ yCTaHOBOYHBIMM (aillaMu KJIMeHTa
opanamayspa ISA-cepsepa.



3ansvue 1 HacTpoiika focTyna nokansHeiX KIMeHToB B Mutepnet 71

IIpumeyanue YcTraHOBOUHBIC (aiibl KJIMEHTa OpaHAMayapa pacrojoxeHbl B mamnke I[SA-
cepBepa ¢ umeHeM <uma_IS5A-cepeepa>\MSPClnt.

2. CrenyiiTe MHCTPYKIIUSIM TIPOTPAMMBbI YCTAHOBKH.

Mpumesanme  He ycranasnuBaiite KineHT 6paHaMayapa Ha [SA-cepsep.

MapameTpbl NPpUNOXeHUi KNMeHTa OpaHgMayapa

Macrep ycTaHOBKM KJMeHTa OpaHAMaydpa He BBITIOJHSIET aBTOMAaTUYeCKO HacTpoiiku Winsock-
npuioxennii. KiimeHt 6panmmMayapa padotaer ¢ Toii )xe DLL-6ubnuorexoir Winsock, uro u apy-
rve MPWIOXeHUs — OH TepexBaThiBaeT oOpalleHusT puioxeHuii K atoii DLL u ompenenser,
HYXHa JIM Mapuipytu3anus 3anpoca Ha ISA Server.

[Ipu o6padoTke Winsock-3anpocos KIMEHT OpaHaMayspa uinet ¢daiin Wspcfg.ini B KaTtanore
kiareHTckoro Winsock-npunoxkenns. OOHapyXuB YKa3aHHbIN (aii, KIMeHT OpaHaMaydpa UILeT
pasnen |<kiuenmcioe npusoxdcerue>|, Toe <kaueHmckoe npuiodcenue> — uMsa Winsock-mpuio-
XKeHUs 0e3 paciinpeHus .exe. Eciu Takoro pasnena HeT, KJIMEHT OpaHAMayspa MbITaeTCsl HAaUTU
paznen [Common Configuration]. Ecau HM ogHOTO M3 yKa3aHHBIX pa3leioB HE OOHapyxXeHOo,
KJIMEHT OpaHAMayspa BBINOJIHAET UX MOUCK B (paitne Mspelnt.ini. Y3 nepBoro HaiijeHHOIO B yKa-
3aHHOU MOCJIeIOBAaTeILHOCTY pa3jielsia, U TOJIbKO M3 HETro, M3BJIEKAIOTCS W MCTIONB3YIOTCS mapa-
MeTpbl KJneHTcKoro Winsock-npuaoxeHus.

[ononHuTenbHas HaCTPOMKa KIMEHTa

Jns 6onbmimHeTBa Winsock-npuioxeHuii BoJaHe JOCTaTOYHO KOHMUTrypaluu KJiueHTa OpaHi-
Mayspa nmo ymosyaHuio. OJHAKO B HEKOTOPBIX CIydYasix TPeOyeTcsl JOMOJHUTENbHOEe KOHGUTY-
pUpoBaHME KJIMEHTa. Dta MHMOpMaIMs ToMellaeTcsl B ONUMH U3 ABYX (haiijaoB.

e  Mspclnt.ini. D10 rodanbHBIN Ghaiil KOHOUTYpallMK KIMEHTa, KOTOPHI XpaHUTCS B YyCTaHO-

BOUHOM Tamnke KjJueHTa OpaHaMayspa. KimeHT mepuomuuecku 3arpyxkaet ¢ ISA-cepsepa
daitn Mspelnt.ini u 3amuceIBaeT ero mopepx npenbiaynieii Bepcuu. Takum obGpasom, gocra-
TOYHO BHECTH M3MEHEHMSI B KoHurypanuio Ha ISA-cepBepe, 4TOObI OHU TOMAJM Ha K. IHEHT-
CKUE KOMITBIOTEPBI — 3TO BBITTOJHSIETCS aBTOMAaTUYECKH.
N3menenus B koHburypanuio BHocsTcs B yaie Client Configuration konconu ISA Management.
B obGacti cBeneHMiT HY>KHO OTKPBITh CBOMCTBA KJIMEHTa OpaHIMayspa, B IUATOTOBOM OKHE
ceoiicTs knmueHTa 6pannmayapa Firewall Client Properties — Bxitanky Application Settings (ma-
paMeTphl TMIPUJIOXKEHUSI) U 3aTeM CO3[aTh, U3MEHUTh WIIM YIAJTUTh IMapaMeTphl PUIIOXKEHUS.
KimnenTsr 6panamayspa mepruoanieck 3arpyXaloT 3TH IMapaMeTphl.

o Wspefg.ini. D1oT aiin pacnonoxeH B mankax KJIMEHTCKUX NpuioxeHuil. ISA-cepsep He mepe-
3aMUCBIBAET 3TOT (ailyl, MOATOMY U3MEHEHMS B 3TOM (daiine BAUSIOT IUIIb HA KOHDUTYpaluio
JaHHOTO KJIMEHTA.

Mpumep daitna Wspcfg.ini
Huxe npuseneH npumep pasgena |W.SP Client_Appébaiina koHbuUrypauuu KiaueHTa IUIsl IPH-
noxenust WSP_Client_App.exe:

npuAoXeHne> |

[<knmeHTCKC
Disable=0
NameResolution=R

LocalBindTcpPorts=7777

4—2186
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LocalBindUdpPorts=7000-7022, 7100-7170
RemoteBindTcpPorts=30
RemoteBindUdpPorts=3000-3050
ServerBindTcpPorts=100-300
ProxyBindIp=80:110.52.144.103, 82: 110.51.0.0
Kill01ldSession=1

Persistent=1
ForceProxy=1:172.23.23.23

ForceCredentials=1
NameResolutionForlLocalHost=L
B ratnuiie 3-3 mepeduciieHbl TapaMeTpbl, KOTOPbIe OGBIYHO COfepKaTCs B (aitie KoHDHTY-

pammy Winsock-rnpuioxeHus.

Ta6auma 3-3. ITapamerpsl KiaueHTa OpanaMayspa niasa Winsock-npuiioxeHnus
B (haiine xonburypanmn

3anmch Ommcanne

Disable Honyctumbie 3HaueHus: 0 unu 1. 3HayeHue 1 mHpoOpMuUpyer
00 OTKJIOUCHHH CITyKO0bI OpaHaAMayspa Ui JAaHHOTO KJIUEHTCKOTO
MPUTOXKEHUS

NameResolution Boamoxnbie 3HaueHus: L wiu R. [To ymMonyaHuio uMeHa B Buie

JECATHYHBIX YUCEJ, pa3Ae]eHHBIX TOYKAMU, WM JOMEHHbBIE UMEHA
MHrepHeTta nepeHanpasisiioTes 1is paspewieHust Ha ISA-cepsep,

a BCE OCTaJlbHbIe MMEHA pa3pellaloTCsl Ha JOKaJIbHOM KOMIIbIOTEpeE.
Ecim ycraHoBneHo 3HaueHWe R, Bce MMeHa mepeHAnpaBisSiOTCs IS
paspemeHus Ha ISA-cepBep, mpu 3HayeHUM L Bce MMeHa pa3pelna-
JOTCSI Ha JIEKaTbHOM KOMITbIOTEpE

LocalBindTepPorts [Mopr TCP, crcox uau Auama3oH MOPTOB [UIS JTOKAJbHOW MPUBSI3KU
LocalBindUdpPorts [Mopr UDP cnucok wnu nuana3oH [1opToB 1ist JOKaIbHOW MPUBSI3KYU
RemoteBindTepPorts Iopr TCP, cnucok uiau quanasoH MopToB ISl yAaJIEHHON MPUBSI3KYU
Remote Bind UdpPorts IMopr UDP, cniucok wiy auama3oH TOPTOB IS YAaJeHHON MPUBSI3KU
ServerBindTepPorts Topr TCP, cnivcok uiu auana3oH TMOPTOB, KOTOPbIE MOAAEPXKUBAIOT

0oJjiee OAHOIO TOIKIIOUYEHUS

ProxyBindIp VkasbiBaer [P-anpec wnu cnvcok IP-agpecoB ajist mpuBsi3KM K ompe-
JIeIEHHOMY TMOpTy. OTa 3amuch MPUMEHSIeTCs, KOTAa HECKOJBKO cep-
BEPOB, MCIIOMIL3VIOUIHX OTMH U TOT Xe TOPT, HYXHO MPUBSI3aTh K
OZIHOMY W TOMY Xe TOpTy, HO 1o pa3HbeM [P-anpecam ISA-cepsepa.
CHHTaKCcHUC 3aliCH TaKOB:

[ 1, [<nopr>]:[<IP-agpec>]

ProxyBindIp=[<nopr>]:[<IP-aapec
Homepa noproB ykasuisaiores mis odoux npotokonoB — TCP u UDP

KillOldSession Bosmosxkinie snavenus: 0 wmu 1. Eciu 3amano sHaueHue |, To mepen
MPENOCTaBIEHNEM TMPUIOXKEHNI0 HOBOTO ceaHca ISA-cepsep 3aBep-
IIaeT BCE BO3MOXHO CVILECTBYIOILIHE PaHEe CEAHChl, OTHOCSIIHMECS K
«CTApOMy» IK3EMIUIAPY MPUIOXKEHNA. B 4acTHOCTH, 3T0 3HaYeHUE
TOJIE3HO B CHTYAIMSIX ABAPUITHOTO 3aBePINEHUS TIPUITOKEHUS, KOTO-
poe He ycIeBaeT 3aKPhITh MPOCIyITHBAeMBbIiA cokeT. Torma mpy 3aKphl-
THM TIPEXHCTO ceaHca ISA-cepBep MOMEHTAIbHO OOGHAPYXMBAET,
YTO MPUIOXEHHE 3aBEPIINIOCh, M OCBOBOXIAET MOPT, 3aHATHIN
MPEXHUM CEaHCOM
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Taomua 3-3. (oxonuanue)

3anucek Onucanne

Persistent Boamoxnbie 3Hauenust: 0 wiu 1. Tlpu yctaHoBke 3HaueHust [ ISA-
cepBep MOXET MOIJIEepPXUBATh COCTOSIHME CepBepa, K KOTOPOMY
BBITIOJTHSIETCS 3aIpOC, JaXe ecl ClyxX0a OCTaHOBJIEHA W Tepe3arty-
1IeHa WM ecI CepBep He OTBevaeT. B TeueHue ceaHca KIMEHT Tie-
PUOIMYECKHU TMOChUIAET Ha CepBep CleLUaTbHOe COOOIEHUE KOHTPO-
qis cBsaA3u. Ecnu cepBep He OTBevyaeT, KJIMEHT MbITAETCS BOCCTAHOBUTH
COCTOSIHME COKETOB MIPUBSA3KW M MPOCYIIMBAHMS 10 TeX TOp, MoKa
cepBep He Mepe3anycTUTCs

ForceProxy Hcnonbayercst Ui HazHavyeHUs1 onpeneieHHoro ISA-cepsepa

ForceCredentials

NameResolutionForLocalHost

Control Channel

KoHKpeTHOMY Winsock-npunoxeHnio. CUHTaKCHUC 3allMCH TaKOB:

> ]

Toe <ms3Z > BbIOMpAeTCSd U3 ABYX 3HAYEHUIA:

i o3Hauaet [P-ampec, a n — uwms. [lone <2arnucs> compepXuT aapec
WJINW UMSI COOTBETCTBeHHO. Eciu ykaszaH Tar m, ciyxb6a 6paHaMayspa
paboTaeT TOJIbKO TMOBepx MpoTokoia [P

ForceProxy=[<Tar>]:[<

arnut

Hcnonb3yercs, Koraa ciyxba uiu ceppepHoe npuioxeHue Win-
dows NT unu Windows 2000 paGoTaeT KaK KJIMEHTCKOE TPUIIOKEHUE
OpaHnMmayspa. 3HaueHue | MHUIMUPYET MpUMeHEeHUEe aTbTepPHATUB-
HBIX PEKBU3UTOB IMOJI30BATEJIsI, KOTOPbIC XPAHSITCS JIOKAJIbHO Ha
KOMIIbIOTEpe, Tae pabortaer ciyx0a. 3amuch peKBU3UTOB MOJTbh30Ba-
TeNsl Ha KJIMEHTCKOM KOMITBIOTepE BBITIOTHSIETCS CPEICTBAMU YTH-
authl Credtool.exe, mocraBisgeMoil B cocTaBe KJIMEHTa OpaHaMay3pa.
PexBU3UTHI TOJKHBI CChUIATHCS Ha YYETHYIO 3aIUCh [OIL30BATE/IS,
MOJTMHHOCTh KOTOpoil ISA-cepBep crnocobeH MpoBEpUThb, TO €CTh €€
NaHHbIC ITOJIKHBI XpaHUTLCS JIMOO JTOKajJbHO Ha camMmoM ISA-cepBe-
pe, MO0 OTHOCUTBCSI K TIOMEHY, ¢ KOTOpeIM y ISA-cepBepa ycTtaHOB-
JICHBI TOBEPUTENbHBbIe OTHOLICHM. OOBIYHO yCTaHABIMBAETCS
HEOTPaHWYEHHBIN CPOK JECTBUS YIETHOU 3alIMCH, B MTPOTUBHOM
ciIydae ClieflyeT PeryJisipHO OOHOBISITh PEKBU3UTHI TOJb30BATES

BosmoxHbie 3HaueHus: L (no ymonuanuio), P unu E. Mcnontsyer-
cs IUTs yKasaHWsl MeTofla pa3pelieHus] UMEHHU JIOKAJIbHOTO (KJIMEHT-
CKOTO) KOMITLIOTEPA MK BbI3oBe (yHKImu API gethostbyname().

Hmsa xommbiotepa LocalHost paspeimaercs myreM BbI3oBa (hyH KM
Winsock API gethostbyname() co ctpokoit LocalHost, mycroii
crpokoii miau ykazaresleM NULL B kauectBe mapamerpa. Winsock-
npraokeHus BeI3biBatoT gethostbyname(LocalHost), yTo6sl onpeme-
JIUTh CBOW JIOKaJbHbII IP-agpec u mepenath ero cepBepy MHTepHeTa.
Ipu 3Havenuun mapamerpa P dynkums gethostbyname() Bosspa-
uraer [P-aapeca ISA-cepsepa, mpu 3HaueHuu L — IP-agpeca so-
KaJlbHOTO KoMnbioTepa. Ecnu 3amaHo 3HaueHue E gethostbyname()
BO3BpaiiiacT ToJapKo BHelrHue [P-agpeca ISA-cepsepa, To ectb IP-
ampeca, oTcyrcTByoine B LAT

BoamoxxHble 3HaueHus: Wsp.udp (no ymMonyaHuo) uau Wsp.tep.
OmnpezensieT TUT UCIOJIb3YEMOTO KaHajla yIpaBleHUs
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Cnyx6a Web-npokcu

Cnyx6a Web-nipokcu (w3proxy) — cayxk6a Windows 2000, koTopasi 06padaThiBaeT 3apoChl JIIOOBIX
Web-6pay3epoB. OHa Mo3BoJisieT 06ecednTh J0CTy K Web mpakTU4ecKH U3 10001 oreparimoHHON
cuctembl — Windows NT, Windows 95, Windows 98, Windows 2000, Macintosh 1 UNIX, Cyx0a
Web-npokcu paboTaeT Ha MPUKIAAHOM YPOBHE M BBICTYNAET OT UMEHU KIMEHTOB, Tepechlias UX
3arnpochl 00bekToB MHTepHeTa mo npotokosaM FTP, HTTP u Gopher. Ciyx6a Web-npokcu Takxe
noaaepxusaet nporokon S-HTTP (Secure HTTP), obecneunpaiomnii 6e3onacHble ceaHchl 110 SST-
kaHanam (Secure Sockets Layer).

Kinunentsr Web-nipokcn (Kak mpaBuiio, Opay3epbl) HEOOXOAMMO HACTPOWTh JIJISI B3aUMOIEICTBUS
¢ ISA-cepBepom. bBpayszep ananusupyer URL-anpeca y3/1oB, 3ampaimBaeMBIX MOJb30BaTeIeM, H,
00HapyXUB B aJpece TOYKH, TOJaraet, 4ro 3TO MOJHOEe TOMeHHoe uMms win [P-ampec ynaneHHoro
y3na, mocie dero repecbutaer HTTP-3anpoc Ha ISA-cepBep mis manabHeieit o6paboOTKH.

Jl1s1 HaOTIOMEHUST 38 COCTOSTHUEM CITyKO0Bl Web-npoKcH, s ee 3alycKa U OCTAHOBA MCIIOJIb-
3yeTcst KoHcosb ISA Management, a TouHee, 3JIeMeHTHl ynpaBjieHus1 B mankax Monitoring u
Service (mamka, BioxeHHas B manky Monitoring).

[Mpu octaHoBke ciyx0b Web-mpokcu vHopmanusi U3 K3lia He ynansercs. [Ipu mepesa-
MyCKe CIYXOBbl Ha BOCCTaHOBIeHHE PatoToCnocoGHOCTH Kolla MHOTAa TpeOyeTcsT HECKOJIbKO
cekynn. [Ipu aBapuitHoM 3aBepiieHun pabotel Web-npokcu ISA-cepBep BoccTaHaBIMBaeT Xpa-
HSNIyIOCs B Katle nHbopMmanuio. Ha 3To HY>XHBI JOTTOTHUTEbHBIE PECYPCHI, TIO3TOMY BO BpeMsl
BOCCTaHOBJIEHUS K31Ia MPOHIBOAHTENLE OCTE MOXET HECKOJIbKO CHU3UTBLCH.

Hactpoiika knmentos Web-npokcu

Jns HacTpoliku kKjiueHTa Web-TIpOKCUM He HYXHO YCTaHaBIMBATh KaKoe-JTUOO MpOorpaMMHOE
obecrieyeHne, OMHAKO MHOrAa TPeOyeTC:d MepeHacTPOUTh UCIOJb3YIOIINe MPOKCU KIMEHTCKUE
npujoxeHus: Ha padoty ¢ ISA-cepsepom (puc, 3-2).

Internet Options

General | Secirity | Contert  Connections: | Brograms | Advancsd |

: #@1 Use the totems* Connection Wiasd to
&3 connect your computer to the Internat

 (Dial-upsettings

| Local Area Metwork {LAN) settings =
: LAN smnm;_;

Puc. 3-2. Hacrpoiika napamerpos Joka.iH0oi cetd Internet Explorer
Ha wucnosab3oBanue ISA-cepsepa
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NmeeTcst BOBMOXHOCTb aBTOMaTHYECKH 3arpyxarThb ¢ ISA-cepBepa clieHapiii KOHGUTYpPUPO-
BaHUS KJIMEHTA MPU KaXIoM 3amycke Opaysepa. ClieHapuil Mo3BoJsieT onpeaeanTb Habop ISA-
CepBepoB U MopsiioK OOpaiieHus K HUM B 3aBucumoctu ot URL-anpeca 3anpoieHHOro oobekTa.

Cuenapuit xpanutcst mo oqHomy URL-anpecy Ha kaxmnom u3 ISA-cepBepoB maccuBa. D10
obserdaet HacTpoiiky Web-6Opay3epoB, Tak Kak He HYXHO U3MEHATh KOHGUTYpPAIUIO KaXI0TO
Opay3sepa. Bo3aMOXHOCTB 3arpy3KH CLIEHApUEB TTOMIEPKUBAIOT Opay3ephl Internet Explorer, Ha-
yuHasa ¢ Bepcun 3.02, u Netscape Bepcun 2.0 u 6ojiee MO3IHEIA.

ITo yMosyaHMIO ClieHapuii HACTPOMKY pacroiaraeTcs o aapecy:

http://<uma_komneiTepa>/array.d11?Get. Routing. Script

rae <uma_womneiomepa> — umsa ISA-cepBepa. ISA-cepBep aBTOMaTUUYeCKU TeHEPUPYET 3TOT
ClieHapMii B COOTBETCTBMU C IMapaMeTpaMu Ha Bkiagkax Direct Access u Backup Route ctpanu-
bl cBOMCcTB Web-0pay3epoB B koHcosn ISA Management.

»  Pyunas mactpoiika Internet Explorer 5.0 na ucnojs3zosanue cayxob Webh-npokcn

I. 3amyctute Internet Explorer.

2. B wmenio Tools (CepBuc) Beibepute KomaHny Internet Options (CBoiicTBa 0003peBaTess).

3. Ha Bkinanke Connections (IToxkmoueHue) wmeakaute KHonky LAN Settings (Hactpoiika
CEeTH).
Ycranosurte daaxok Use a proxy server (Vcrosib3oBaTh MPOKCU-CEPBEP).

5. B mone Address (Anpec) BBenute uMsi ISA-cepBepa uiu maccuBa, a B nosie Port (ITopt) BBe-
nute Homep mopta (06sr9HO 8080).

Mpsmoid goctyn

Co3manue crucka uckiodeHuit Web-0paysepa mo3BosisieT 00eCeuynuTh KIUEeHTaM MPSIMOii 10-
CTYN K KOMITbIOTEPaM JIOKAJIbHOI ceTh. Bbl Takke BIpaBe yKa3aTh, YTO BCE KOMIILIOTEPLI. Tepe-
yucjaeHHbIe B mabauye rokarvbhoeo domena (Local Domain Table, LDT), nocTymHbl 1Jisi TIPSIMOTO
o0pallleHUs CO CTOPOHBI KJIMEHTOB. B aTOoM ciyyae kiaueHThl uctnoyib3yioT LDT nisi omnpenene-
HUS TIOpSIKa pa3pellieHus UMEH — Harpsmylo win yepe3 [SA-cepsep.

Mpaktukym 1. OpraHusaums 6esonacHoro gocryna
B UHTepHet knueHtoB Web-npokcu

Ha sTOM 3aHSITMM BBI BOCITOJIB3yeTECh BO3ZMOXHOCTSIMU 0Ge30MacHO MapIIpyTU3auu
ISA-cepBepa 1 HacTpoOUTe Ha KOMITbIOTepe Server? 0e3omacHbI moctyn K Web uepes
Serverl. ITockosbKy, He MMes STBHBIX YKa3aHWUU Ha MPOIMYCK MakeToB, ISA-cepBep 3a-
MpeniaeT MpoXoXaeHue TpadhurKa, HEOOXOMMMO CO3aTh MPABWIJIO TIPOTOKOJIA, pa3pelia-
fomee |P-tpacdhuk yepes 6panamayap ISA-cepsepa. Bol cozmaaute takoe npasusio. O6-
paTuTe BHUMaHUe, 4YTO MpaBMJIa MPOTOKoJA He aAenaioT ISA-cepBep JOCTYITHBIM /LIf 8x0-
dawezo TpaduKa, YTO TO3BOJIIET HACTPOUTh 0€30MACHbIi NOCTYN KIUEHTOB B MHTepHeT
0e3 UCIMOJIb30BaHUS KJIMEHTa OpaHaMay3pa.

IMpennonaraercst, yto ISA-cepBep yxe nmoakiaoueH K MHTepHeTy 1o TejaeOHHOW TUHUM, a
TakXXe HACTPOEHO ceTeBoe MOAKIIoUeHne Serverl m Server? B COOTBETCTBUM C TPeOOBaHUSIMU,
nepevyucieHHbIMU B pasaene «O0 3TOi KHUTe».

3apanve 1. CospaHue npaBuna npoToKosa

Ceituac BBl co3ganuTe MpaBUJIO MPOTOKOIA, pajpeluaiiice 6e3omacHblit noctyn B UHTepHeT.

P 3amyck macrepa New Protocol Rule
|. Boiinute B cuctemy cepsepa Serverl mox yuetHoli 3anucbhio Administrator (AIMUHUCTPATOP).
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[enxuure kHOMKY Start (ITyck), 3aTeM mociaenoBaTeIbHO BRIOEPUTE TyHKTHI MeHI0 Programs
(ITporpammsr), Microsoft ISA Server u ISA Management.

Otkpoiite MeHIo View 1 ormerbre KoMaHny laskpad.

B nepese KOHCONM MOC/EN0BaTeIbHO packpoiite y3iabl Servers and Arrays u MyArray. Tlpu
9TOM OTKPOIOTCS Y311l KOH(MUIypalluy KoMIbploTepa Serverl.

Packpoiite y3zen Access Policy u BeiGepute nanky Protocol Rules.

B obGnactu cBemenuit menkHuTe 3Ha4yok Create a Protocol Rule.

Co3naHue mpaBHJIAa MPOTOKOJA mpH noromk Mactepa New Protocol Rule
B texctoBom mosne Protocol Rule Name Beenute AllowlP (paspemuts IP-Tpadux).

[Tpmmevanne  31ech pelnaeTcs YIpoIleHHas 3aiava: pa3penruTh BCeM BHYTPEHHUM KIIHEH-
TaMm gocTyn K Jwobomy IP-tpaduky. B peanbHOCTM 4acTo TpeOyeTcsl OrpaHMYMBATh JOCTYII
OTIpe/eIeHHBIX MM0JIb30BaTeNeii, TPYIIN TONb30BaTeIel MM MOIMHOXECTB KIMEHTOB K ONpese-
JIEHHBIM MPOTOKOJIAM.

Lllenkuute KHOMKY Next,

B okte Rule Action yctaHoBuTe nepeliniovarent B mojaoxeHue Allow u menkuure Next.

Ha ctpanuue Protocols B mosne co cnuckom Apply this rule to Bei6epute a;memenT All IP traffic
W 1EJKHUTEe KHOMKY Next.

Ha ctpanune Schedule (pacnucanue) B mosie co ciuckoM Use This Schedule Bribepure aite-
MeHT Always u menkHute Next.

Ha ctpanuue Client Type yctaHoBuTE mepexiodarens B mojoxeHue Any Request v menkHu-
Te KHOMKY Next.

Ha crpanune Completing the New Protocol Rule Wizard menknute Finish. B ob6nactu csene-
HUU MOSIBUTCS TOJBKO YTO co3naHHoe npaBuio AllowIP.

Npuresanme  Mexay co3naHueM TpaBua MPOTOKOA M HAaYaJloM ero JeCTBUSI MHOTIA MPOXO-
IUT ONpeeicHHOe BpeMsi, MO3TOMY Iepe/l BBIMOJHEHUEM 3aJaHusi 2 MOAOXKAUTE HECKOJIbKO MM-
HyT WM nepe3anyctutre ISA-cepBep B COOTBETCTBUU C MHCTPYKUUSIMM B 3aHSITUU 4 3TO TJIaBHI.

3apanue 2. Hactpoiika Internet Explorer Ha ucnonb3oBaHue cnyxobl Web-npokcu

B aToM 3agaHum Bbl HacTpoute Internet Explorer Ha B3aumopeiicTBue co ciyxko6oit Web-npokcu
ISA-cepBepa. [l1s1 CBSI3WM ¢ MHTEPHET-TIPOBAIEPOM HUCIIOJIB3YiTe MOAKIIOUYEHHUE IO TeJae(pOH-
HOU JIMHUM KOMITbloTepa Serverl.

1.

Boiiaure B nomen Domain0l ¢ koMmmbiorepa Server? moa yuyeTHOM 3amuchbio Administrator
(AIMMHHACTPATOP).

3amyctute Internet Explorer.

Ecnu otkpoercs okHo mactepa Internet Connection Wizard (Mactep monknioueHust K UH-
TEPHETY), BBIMOJHUTE IPU MOMOIIM 3TOTO0 MacTepa HaCTPOMKY MOAKII0OYeHUs K HTepHETY
0 JIOKAJNbHOM CceTH.

B Mmenio Tools (Cepsuc) Boibepute KomaHny Internet Options (CBoiictBa ofoapesarens)

Ha Bxnanke Connections (I[TogkmioueHue) menkHute kHonky LAN Settings (Hacrpoiika
ceTn).

Copocwre dnaxkok Use A Proxy Server (Mcmonb3oBaTh mpoKcu-cepBep).

B none Address (Anpec) Beeaure 192.168.0.1, a B mone Port (ITopt) — 8080.

Ilenknure kHonky OK, uro0nr 3aKpriTh auagoroBoe okHoO Local Area Network (LAN) Settings
(Hactpoiika JJoKaJbHOI CEeTH).

[enxauTte OK, 4T0o6BI 3aKpHITH THanoroBoe okHO Internet Options (CBolicTBa 0603peBaTess).
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Tenepb Ha KOMITbIOTEpPE Serverl JOJKEH CTaTh JOCTYIHBIM MPOcMOTp Web-y3/10B mpu moMo-
ik Internet Explorer.

MpakTukym 2. YcTtaHoBKa KnueHTa OpaHamayapa

Ceilyac Bbl YyCTaHOBMTE KJIMEHT OpaHamayapa. Ecium Ha KoMIblOTEpe €ro Her, ciayxba
OpaHaMay3pa MpUMEHSIET MpaBuja MOJUTUKU HOCTyIa ToJbko K IP-ampecam BHyTpeH-
HUX K1ueHToB. [locie ycTaHOBKM KiIMEHTa OpaHaMayspa CTAHOBUTCSI BO3MOXHBIM TPH-
MEHSTh MpaBWIa MOJUTUKHU JOCTyNa He TOJbKO K IP-agpecam, HO M K OTHEIbHBIM
MOJIb30BaTEIsIM U KoMIbioTepaM. KiameHTHl OpaHaMayspa MOBBIIIAIOT MPOU3BOAUTEIb-
HOCTb 3a cueT nojuepXku jJokaabHbIX Konuid LAT u LDT (Local Domain Table), BcTpo-
€HHOI MOJAEPXKU MPOTOKOJOB C JOMOJHUTEIbHBIMU MOAKIIOUYEHUSIMU, BO3MOXHOCTU
JOTIOJTHUTEIbHOM HAacTpOiKK mapameTpoB Winsock-npunoxeHuii cpeacTsaMu riodajb-
Horo (aita KoHduUrypauuu kKiaueHra Mspclnt.ini ¥ aBTOMaTHYeCKOro oGHapyXeHUs
ISA-cepsepa.

3apaHue. YcTaHoBKa KnueHTa GpaHamayapa B JIOKanbHOi CeTn

DTo 3amaHue BBHIMOJHICTCS Ha cepBepe Serverl,

1. Orkpoiite manky My Network Places (Moe ceteBoe okpyvieHME) U HalIUTEe B CETU pecypc
\\server\mspclnt\,

2. JlBaxnpl mIeIKHUTE 3Ha4OK Setup B manke \\serverl\mspclnt\. OTKpoeTcss OKHO MacTepa yc-
TaHOBKM KJIMEHTa OpaHIMayspa.

3. Ilenxknure kHOMKY Next.

4. B okne Destination Folder (manka s ycTaHOBKM) MOATBEPAUTE MpeqjiaraeMylo Mo ymoJda-
HUIO MAIKy sl YCTAaHOBKM KJMEHTa U IeJakKHuTe Next.

5. B okHe Ready to Install the Program menknute Install. Mactep BBINOTHUT YyCTAHOBKY KJIM-
eHTa OpanmMayapa u otkpoeT okHO Install Wizard Completed.

6. UlenkHute kHonKy Finish.

Pesiome

IIpu opranusanuu 6€30MaCHOIO A0CTYIA JIOKAJbHBIX KIMEeHTOB B MHTepHeT cHauana Ha ISA-cep-
Bepe HACTpauBalOT IMpaBuia IPOTOKOJOB, Pa3peliaioiliie IepechlIKy TpaduKa onpeneaeHHBIX
MPOTOKOJIOB Yepe3 OpaHaMaysp [SA-cepBepa Ha KJIMEHTCKUE KOMIIbIOTEpPHI. 3aTeM CJeAyeT orpe-
JeTUTh BApUAHT KOHPUTYPUPOBAHMSI BHYTPEHHUX KIMeHTOB. [Ipu HacTpoiike ux B KauecTBe K-
eHToB SecureNAT Hukakoe [1O gomoTHUTENBHO YCTaHABIMBATh HE HAlO, a MPKM HACTPOIKe B Ka-
YyecTBe KJIMEHTOB OpaHaMaydpa HYXXHO YCTAHOBUTH Ha KOMIIBIOTEPAX KJIWEHT OpaHaMay3pa.

Ilepen ycTaHOBKOI MJIM HACTPOMKOM MPOrpaMMHOTO o0ecTieueHrsI Ha KITMEHTCKUX KOMITbIO-
Tepax OLEeHWTe MOTpeOHOCTM opraHu3auuu. KiumeHT OpaHaMayspa yCTaHaBIMBAETCS, €CIM Tpe-
Oyercst 00ecTIeYnTh MOANAEPXKKY MOOUIBHBIX MOJIb30BATENEH, MTPOTOKOJIOB C JOTIOJTHUTEIbHBIMU
MOJKTIOYEHUSMU, TPUMEHEHUS TOJUTUKHU OCTYNA K ayTeHTU(DULIMPOBAHHBIM TOJIb30BaTEISIM
Y BBI30BOB IO TpeOOBaHUIO B ceaHcaX, He mcroab3yromux Web. KnueHntsl SecureNAT mpume-
HstoTes, Korna ISA-cepBep npuMmeHsieTcs ans HeszonacHoi nyosukauuu Web-cepBepoB, a Tak-
K€ B cayyae YCTaHOBKM ISA-cepBepa B pexuMe K3LWIMPOBAHUS WM €CIU HEXENAaTeJIbHO yCTa-
HaBJIUBATh fonoJHUTeNAbHbIE [10 Ha KIMEHTCKUX KOMIIBIOTEPAX.

W xnuenTh OpaHaMayspa, u KaueHTH SecureNAT paboTaioT B KauecTBe KIMeHTOB Web-1po-
kcu. Cnyxxba Web-tipoken (w3proxy) — ato ciyx6a Windows 2000, obpabaTsiBaroasi 3ampochl
MPUJIOXKEHUIN, COBMECTUMBIX C rpokcu. Ut HacTpoiiku kireHToB Web-npokcu He Tpebyercs mo-
TIOJIHUTENIbHOE TIPOTPaMMHOE O0OecreueHre, eTMHCTBEHHOE, YTO HY>XHO, — HacTpouTb Web-06pay3e-
PHl KJIMEHTCKMX KOMITbIOTEPOB Ha Mcrojib3oBaHue ISA-cepBepa B KauecTBe MPOKCH-CEpBEpA.
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Janatve 2. HacTtpouka noaxnoyeHuin
ISA-cepsepa no TenedoHHON NMHUK

ISA-cepBep 1M03BOJISIET BOCIOJB30BAThCA NperMyIiecTEaAMiA OpaHAMaydpa U cepBepa K3IIHUPO-
BaHMS JaxKe MPU OTCYTCTBUU TMOAKI0UeHUsT K MHTepHeTy mo BeiaenaeHHo nuHuu; ISA-cepsep
YacToO MPUMEHSIOT /ISl 3aIIUThl 1 COBMECTHOTO MCIOJb30BAHUS BCEMU KOMITbIOTEpAMU JTIOKab-
HOI CeTH eIMHCTBEHHOTO MOAKIIOUEHUU IO TeJeDOHHOM TMHUM.

U3yumB maTepuan 3Toro 3aHTUs1, Bbl CMOXeTe:

v" co3maTh Ha ISA-cepsepe MOOKIIOYEHUS T10 TeleOHHOM JTUHNN;

v" 00eCIIeUnTh I1oHOLeHHbIe Oe30IMacHbIe MOAKIIYeHNs KiIneHToB ISA-cepBepa
K MHTepHeTy yepe3 nmoakiaoyeHue [SA-cepsepa 1o TenedoHHON TUHWUY;

v" HactpouTh Ha ISA-cepBepe BbI30B MO TPEOOBAHUIO.

MpoponxuTensHOCTb 3aHATUA — OKOJ0 30 MUHYT.

Hacrtpoitka nopkoueHuin no TenedoHHON TMHUK

JInst HACTPOWKHM 3amuceil TOAKIIOYeHUH 1Mo TeiedOHHON JMHUKM HYXXKHO co3laTh B KOHcomu ISA
Management 3JIeMEHTbI TTOJIUTUKU TIOAKIIOUeHUH 10 TenedoHHo# nHuM. Bripouem, misi coBMecT-
HOTO MCTOJIb30BaHUs MoakiaoyeHus [SA-cepBepa kiveHTamu OpaHamayspa u Web-mpokcu ata
npolenypa HeoOs3atenabHa. TeM He MeHee, €ClM TpearojaraeTcsi COBMECTHOE MCIOJIb30BaHUE
MOAKITIOUEHNS TI0 TeJeGOHHON TMHUK ¢1y#0aMu, He oTHocsammMuca K Web, Hanpumep POP3
nnu NNTP, Ha KoMIbloTepax, He ARIAK0UIMXCH KIMeHTaMU OpaHaMayspa, He0OXOAMMO HACTpO-
UTh TIOAKJTIOUESHUSI 110 TeJePOHHOM JHHI 1 U MapIIPYTU3allMIO 3a[IPOCOB, BBITTOJHSAEMBIX 110 3TUM
MOJKITI0oYeHUSIM. TakKuM 00pa3oM, MOAKIIOUEHUs 10 TeJaedOHHON TMHUY obecieunBanT T0CTYI B
HNuTepHer kveHTaM SecureNAT, He aBasomuMcs KaueHTaMu Web-IpoKcu.

Kpome obecneueHus noctyna B MuTepHeT, co3naHue NOAKIIOYEHUI MO TeJe(OHHOM JUHUU
MTO3BOJISIET OMpeAeaTh sl KiueHToB SecureNAT mpaBuia ¥ MOJUTUKKA HAa YPOBHE OTHEIbHBIX
MTOIKJIIOUYEHM T, a TaKXKe YKa3blBaTh MOPsA0K cBsi3u ISA-cepBepa 1Mo HUM.

W, HakoHell, TOJNIbKO MOJKIIOYEHHUS MO TeJeOHHO TMHUM 00ecreurBaloT BbI30B 0 Tpebo-
BaHUIO KJIneHToB Web-mipokcu u OpaHaMayaspa.

Kaxnas 3amuch nmoakaodeHus 1o TeaeoHHON JUHUM COAEPXKUT CIEAYIONIYI0 NH(POPMaIIUIO;

* UM 3alucy, HAaCTPOEHHOM Ha cepBepe yIaJeHHOTIo IOCTyIa Ha BCeX cepBepax MacCcuBa;
*  UMJ TOJIb30BATeNsl M MapoJib ISl MOAKIIOUEHUS] K HHTEPHET -NIPOBaiaepy.

[MonknoyeHus: o TenedOHHON JUHUM CO3AIOTCS JIMIIL HA OCHOBE IMOIKIIOUEHMIi, paHee
HacTpoeHHbIX Ha Bcex ISA-cepBepax macc uBa. [logpoOHee 0 co3maHMM CETEBBIX MOMKIIOUEHUIT —
B cripaBouHO# cucreme Windows 2000.

BbI BripaBe co30aTh HECKOJIBKO 3afiii eil MOIKIIOUYeHUS M0 TeJehOHHOMN JUHUMU, HO aKTHB-
HOI MOXeT OBITh TOJbKO OOHA M3 3amuc:ii MaccuBa. OHa MCMONB3YEeTCs MPU aBTOMATHUYECKOM
nonkiaoyeHun ISA-cepBepa k MHTepHETY Mpu 0OCIyXKMBaHUM 3ampoca KIMeHTa.

P Cospanue 3anucH NOIKIIOYEHHUS N0 Tee)OHHOH JHHUH

I.  Otkpoiite koHcOoNb ISA Management.

2. B nmepeBe KoHconau mocienoBaTelbHO packpoiite y3ibl Servers And Arrays, MyArray u Policy
Elements.

3. llenkHute mpaBoil KHOMKOM anenmert Dial-up Entries 1 B KOHTEKCTHOM MeHIO IOCIeq0Ba-
tenbHO BeiOepuTe New u Dial-Up Entry. Otkpoetcs nuanoroBoe okHo New Dial-up Entry.
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B TekcroBoM mosie Name BBemuTe MUMS 3alIMCH TTOAKIIOYEHMS 10 TeJedOHHOM TMHUH.

5. (He ob6szarensHo.) B mone Description BBenuTe omnvcaHue MOAKIIOUYEHUS MO Tejle(OHHOMK
JTUHUU.

6. B mose Use the following network dial-up connection (11Ccro1bp30BaTh Cleayrollee CETeBOE MO~
KJIIOUeHUE IO TeJe)OHHOU JTMHUM) BBEAUTE WJIM BBIOCPUTE MMSI CYLIECTBYIOUIETO CETEBOTO
noaxkodeHUS Windows 2000 o TefiepoHHOM TMHUM, 3aTeM HISIKHUTE KHOMKY Set Account
(HacCTpOUTb YUETHYIO 3aIUCh).

7. B oxne Set Account B moje User BBeIUTE UMS TTOJB30BATENIS YUSTHON 3alMCH IJIs TTOIKITIO-
YeHUsI K MHTepHET-MpoBaiiaepy.

8. B texkcroBbix moJisix Password m Confirm password BBemuTe mMapoJib YUETHOM 3aIlMCH.

9. Ienknute OK. INpousoiiner Bo3Bpar B nuanoroBoe okHo New Dial-up Entry.

10. CraoBa menkuute OK.

[lepen KOHGUTYpHUPOBAHUEM 3aMMMCEl MOAKITIOUEHWH 11O TeleOHHOI TUHUM CIeAYeT YIeCTh

cleayloliee:

* yKa3pIBaeMoe B 3aIMMCH CETeBOE IMOIKII0OUYeHNE 0 Tele(OHHOM TUHUM HeOOX0IuMO 3apaHee
HACTPOUTh Ha KaXKIOM M3 BXOASIINX B MAaCCUB CEPBEPOB;

*  co3gaBaeMoe MOAKIIYEeHHE MO TeJe(OHHON JMHUU CTAHOBUTCS aKTUBHBIM M OyIOeT uUC-
TTOJTH30BaThCs TIpaBUIaMi MapIIpyTU3aluy TP TTOCTPOSHUH IIeTIOYeK OpaHIMaydpoB;

*  yKa3blBaeMble MMSI M NapoJib JOJKHBI COBIAAaTh C UMEHEM U TapojeM, KOTOpbie BBOASTCS
IIpY HACTPOSCHHOM BPYUYHYIO MTOIKITIOUCHNH,

[lpy HanMYMK HECKONBKUX 3aMucell MOAKIIOUEeHUS MO TeJae(OHHOU NTUHUU aKTUBHAS 3a-
MMUCH BBHIOMPAETCS CIIEAYIOIIMM 00pa3oM.
OTtkpoiite ocHacTKy ISA Management.
B meHio View otmeThTe KOMaHay Advanced.
B nepeBe koHconu packpoiite y3zen Policy Elements.
[lenxkuute smeMeHT Dial-up Entries (3amicu moakiroyeHUi 1Mo TejaeOHHOM JIUHWHT ).
B obnactu cBeneHMit 1IETKHUTE MPaBOX KHOMKON 3aMUCh, KOTOPYIO HYXHO CAeNaTh aKTUB-
HOIi, 1 BbIOEpUTE B KOHTEKCTHOM MeHI0 Set as Active Entry (cmenaTh akTUBHOI 3amlMChlO).
Heob6xonuMo yuecTsb clieayroline 0COOEHHOCT aKTUBHOM 3aITMCH:
* aKTUBHYIO 3alIUCh HEBO3MOXHO YIAIUTh;
* IIpuW BHIOOpE aKTMBHOM 3allMCH OTKITIOYAIOTCS BCE CYIIECTBYIOIIME MOAKIIOYEHUS TI0 Tejie-
GoHHOI TMHWUU, UCTTOJb3yeMble ISA-cepBepoM IS MOIKITIOYCHMS.

wB LD~

Bbi30B No TpeGoBaHUIO

ISA-cepBep MOXHO HACTPOUTS ISl aBTOMATHUYECKOTO MONKI0YeHUs K MHTepHeTy no Teliedon-
HOU JTMHWM TIPY BBHITTOJTHEHWH TTPOCTON MapIIpyTU3alMy M aKTUBHOTO KA POBAHUS.

*  MapmpyTtusanus — eciy KJIMEHT 3alpamrBaeT 00beKT U MapIIpyT K 00beKTy TpeOyeT ycTa-
HOBKHM MOIKJIIOYEHUS 10 TeJIe(OHHON TMHU Y, a TTOJIMTUKA JOCTYIIA pa3peliaeT BHIIIOTHEHIE
3arpoca, ISA-cepBep NOAKIIOYAETCS aBTOMAaTUYECKU, UCIIOJb3ysl aKTUBHYIO 3aIlUCh.

® AKTHBHOE K3IIMPOBaHHE — IPU BKIIOUEHHOM aKTMBHOM K3IIupoBaHuu ISA-cepBep caM 103-
BaHMBaeTCss B MHTEpHET M MOJydYaeT 4acToO MCIOIb3IveMyio KIMEHTaMM HH(OpMaIIMIO.

Kpome Toro, ISA-cepBep noakitovaercss K MHTepHETY B TeX ciydasx, KOTaa HE B COCTOSIHUM
TOYHO OTPeNeIUTh, pa3pelaeT JU MOJUTHKA JOCTYIa BBIMOJHEHUE KIMEHTCKOTO 3arpoca. |a-
Kasi CUTyallusi BO3HUKAET, KOT/a, K IPUMEpPY B MpaBUIaX TOJUTUKHU TOCTYIA YKa3aHO JOMEHHOE
UMs, a KJIMeHT oopatuicsa no IP-agpecy. Eciau mpaBuiio MapiipyTu3aiuu TpeOyeT AJisl BBIOI-
HEeHWS 3ampoca MonKIIouYnThes K MHTepHeTy, ISA-cepBep ycTaHaBIMBaeT CBSI3b 10 TeaehOHHON
JIMHWUY U pa3peliaeT MMs 3arpaliinBaeMoro KOMITbIOTepa, MOCIe YETro MPOBEPSIET, pa3pelieHo JIu
BBITIOJIHEHME 3ampoca MpaBUIaMU TOJUTUKU AOCTYIIA.
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Mpumeuanwe Ha BbI30B Mo TpeGopar Mo HACTPaMBAIOTCS TONBKO KIMEHTH Web-npokcu u
Opanmmayapa. i monkmiouenust k. Muepuery knmeHToB SecureNAT HeoOxommMa mpemBapu-
TEJIbHAA YCTAaHOBKA MOAKIIOUYCHUS T10 TCJIC(I)OHHOﬁ JUHUN.

KoHdurypuposaHue Bbi3oBa No TpeGoBaHUIO

ISA-cepBep MOXHO HAaCTPOWTh Ha aBTOMAaTM4YecKoe MOIKIoYeHre K MHTepHeTy mo TpeGoBa-
HUIO, HATIpUMeP TMpPHU 3ampoce 00beKTa, OTCYTCTBYIOIIETO B K3IIIE.

»  HacTpoiika BbI30Ba N0 TPeOOBAHUIO

1. Cospaiite ceteBoe MoakIOYeHUE 1O TesnedoHHON TuHUU. [lompoOHee O CO3IaHMM CETEBBIX
MOIKIIOUeHU# — B crpaBouHoil cucteve Windows 2000.

2. Cospnaiite B KoHconu ISA Management 3amuch MOAKIIOUEHUS MO TeJle()OHHOI TUHUU.

3. Paspemnte BbI30B MO TpeOOBaHMIO [JIsI CIYyXObI OpaHAMayspa (0 TOM, KakK 3TO CleaaTh, pac-
CKa3aHO YyTh MO3Xe). DTa omnepanusi HeoOX0aAMMa TOJNBKO ISl KIMEHTOB OpaHAMay3pa U He
Tpebyercs Wi kaneHToB Web-nipoxcii.

4. BxJouMTe aBTOMAaTUUYECKOE MOAKIIOUEHUE AT MapuipyTu3auuu (00 3TOM — HUXKE).

5. Ybemurech, YTO OCHOBHOM IIJTIO3 HE IACTpoeH HU Ha OJHOM BHYTpeHHeM uHTepdeiice ISA-
CepBepoB MaccuBa.

P Bkioyenue BbI30Ba MO TPEOOBAHMIO JJis CJOYKObI OpaHaMayspa

I. B nmepese koHconu ISA Management IleJIKHUTE TpaBoil KHOMKOW Mbliu y3en Network
Configuration u BeiGepuTe MyHKT MeHI0 Properties. Otkpoercsi okHo Network Configuration
Properties (puc. 3-3).

Puc. 3-3. Oxkno cBoiicts cetn Network Configuration Properties
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2. Ha Bkimanke Firewall Chaining ycranoBuTe mepekitouaresib B nojioxkeHue Use Primary Con-
nection (MCMoJb30BaTh OCHOBHOE MOJKJIOYEHUE).

3. ¥YcraHoBute daaxok Use dial-up entry (vcmosb30BaTh MOAKIIOYEHUE MO TeaedOHHON| TUHUN).
[Mocne HACTpoiKMU CIyX0bl OpaHAMayIpa Ha UCMOTb30BaAHUE 3aMUCU MOJKITIOUSHUS Ti0) Tele-

(GOHHOI1 IMHUU TIPU Pa3pelieHUU BHELIHUX 3alPOCOB CJIeIyeT MepeiTh K HACTPOKe CIyKObI

OpaHnMayspa Ha aBTOMaTHYecKoe MOAKII0UeHUe K MHTepHeTy 1o 3Toif 3amuci.

> BkiioueHue BbI30BA 110 TPEOOBAHMIO LIS MAPIIPYTH3AUHK

1. B nmepese koHconu ISA Management B manke Network Configuration BbiIenuTe 37€MEHT
Routing.

2. B obGnactu cBeneHUI IISJKHUTE MPaBOW KHOMKOW MBI MPaBUIO, KOTOPOe TpebyeTcsl Ha-
CTPOUTh, U BBIOEPUTE B KOHTEKCTHOM MEHIO KomaHay Properties. OTKpoeTcsi OKHO CBOMCTB
npaBuia (puc. 3-4).

3. Ha Bkiaake Action ycraHoBuTe nepekiniouaTenb Retrieving them directly from the specified
destination (rmosyyaTh OOBEKTHl MPSAMO U3 YKA3aHHOTO MECTa Ha3HAUYCHMUS).

4. Ha aroit xe Bkiaake ycraHoute (iaxkok Use dial-up entry for primary route (ucrosib3oBath
B KauyecTBe OCHOBHOTO MapuIpyTa MOIKJIIOUYEHHE MO TelnedOHHON TMHUM).

£ Default rule Pmper!ue:

Pmm me”m

Puc. 3-4. Hacrpoiika npaBuia MapmpyTH3amUd i ABTOMATHYECKOTO MOIKTIOYEHHS

OrpaHuyeHue noawioveHnii ISA-cepeepa KO BHELLHUM y3/1am

CyuiecTsyeT BO3MOXHOCTh OrpaHUYMBaTh MoakiaoueHus: ISA-cepsepa k MHTepHETY U BBITIOJ -
HATb MX, TOJBKO KOTIa 3TO NEeWCTBUTENbHO HeoOxomumo. s storo B tadbauuy LDT cpeactsa-
MM ocHacTKK ISA Management BHOCSTCS MMeHa BCeX BHYTPEHHUX KOMITbIOTepOB. KinueHTHI 0
tabauue LDT onpenensiiorT, Kak BBIMOJHATH pa3pellieHUue UMEHU — HampsiMylo wiu yepe3 [SA-
cepBep. Hanmume LDT mpenmorBpamaer monkioueHue ISA-cepBepa kK BHemHUM DNS-cepse-
paM TOJIbKO JJisl TOrO, YTOOBI YCTAHOBUTH, UTO 3allpallMBA€Mblii KOMITBIOTED SBJISIETCS BHYTPEH -
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HuM. KnneHTsl 6paHamMayapa noniepkups 0T peryisipHo 0OHOBIsIeMYIo JJokaibHylo Konuio LDT.
Cnenyet uMeTh B BuLy, uto LDT nposepiercs TONbKO MPH 3alpocax KIMEHTOB OpaHAMayapa.

3akpbiTe NOAKIIOYEHUN

[Mocne monkmodeHust ISA-cepBepa B UHTepHET CBSI3b MOMIEPXUBACTCS, TTOKA HE TTPOUCXOTUT

OJTHO U3 CJIENYIOIIUX COOBITUIA:

*  aKTUBU3HMPYETCS APYTOC MOTKIIOYUEHH 2;

* aKTUBHBIM Ha3HAYaAETCS IPYrOeceTeroe IOAKIIOYeHHE 110 Teae(OHHOMN JINHUU;

*  OTKJIIOYAETCS 3aIUCh, UCIIONb3yeMast Uisl MOCTPOEHMS LEMOYKU OpaHIMAay3pOB;

*  CTaHOBUTCS TOCTYITHBIM OCHOBHOW MapmipyT (B ciydae, KOraa TeKyllee IMOIKITIOYeHNe OCy-
MIECTBISIETCS TI0 PE3EPBHOMY MAPILPYTY):

* OCTaHaBJIMBaeTCs CIyxk0a OpaHIMayapa.

Mpaxrukym. Hactponka 3anucu nopknioyeHus
no TenedoHHON JIMHUK

; Ha stom 3aHaTUM BB HacTpoute goctyn KianeHTa SecureNAT B MHTepHeT yepe3 noj-
‘ wnoueHne ISA-cepBepa mo TeneOHHON JTMHUM.

[Ipenmnonaraercs, yTo KoMmmbloTep Serverl moakiaouyeH K MHTepHeTy mo TeaeOHHOUN nu-
Huu. KpoMe Toro, cuutaercsi, UTo B COOTHETCTENHM C MHCTPYKLIMSIMHU 3aHSATHUS | 3TOM TJIaBbI CO-
3MaHO MPaBUJIO MPOTOKOJA, paspeliaiolice Bce BUAbl [P-Tpaduka, a Ha Server2 ycraHoBieH U
3amylieH KJIMeHT OpaHnMayspa. M, HakoHell, B cBolicTBax rmpoTtokoja TCP/IP Ha kommbloTepe
Serverl B KauecTBe oCHOBHOro DN S-ceprepa 3amaeTcst BHemIHUA [DNS-cepsep MHTEPHET-TIPO-
Baiizepa, a B KauecTBe HomojHuTebHOro DNS-cepBepa — ampec 192.168.0.1.

3apanve 1. MNpoeepka nogxmoueHnn K VHTepHety

Ceituac Bbl U3yYUTE COCTOSIHME CeaHca KJIMEHTa GpaHaMayspa, IMOoCle Yero OTKIIUUTE KIMUEHT
OpaHmMay3pa U IpoaHaIU3UpyeTe H3MeHeHHs B IOBEIEHUN CeaHca.

P OTki0YeHne KIMeHTa OpaHaMay3pa

. Boiinure B toMmeH DomainOl Ha Serverl u Server2 mon yueTHo# 3amuchbio Administrator (Am-
MMHHUCTPATOP).

2. Ha xommbiotepe Server? menkuure Siart (ITyck) u Beioepure komanay Run (BbITOTHNTE).

3. B orkpwiBIeMcst muagoroBoM okHe Run (BwimonmHwTth) BBemmrTe emd M iienxkynTe KHOIKY
OK. OT1kpoercsi OKHO KOMaHIHOM CTPOKH.

4. Bsemute B KOMaHOHO# cTpoke nslookup www.microsoft.com u HaxMuTe kiaasumy Enter.
B oxHe KOMaHIHOI CTpOKM OTOOpasutcs MHbopmanus o6 IP-ampece, cooTeeTcTRyIONIEM
UMeHM Wwww.microsoft.com, corilacHo TaHHBIM ocHoBHOTO DNS-cepBepa.

5. Ha Serverl otkpoiite koHcomb ISA Management W TOCIeTOBaTEILHO DPACKPOMTE Y3JIbI
MyArray 1 Monitoring.

6. IlenkHuTe manky Sessions.

7. B mento View otmetbTe KoMaHmy Advanced.

8. IllenkHuTe TpaBOil KHOMMKON MBIIIX 00JaCTh CBENEHUI M B KOHTEKCTHOM MEHIO BHIOEpUTE
Refresh.

9. Haiinute B obacTu CBeNeHUI TEKYIIN ceaHC paboThl B MHTEpHETe CHCTEMBI Server?.
OOpaTtuTe BHUMaHuUE, YTO B OKHE yKazaHbl TUIl ceaHca — Firewall Session, nMs monb3oBare-
11 — Administrator u KineHTCKUI KoMmmbioTep — ServerZ. [Ipyn HaTMYWU aKTUBHOTO KJIMEH-
Ta OpaHIMayspa MHGOPMAIMA 00 YIeTHOI 3aIMCH TTOJIb30BaTeNsl U MMEHU KOMITbIoTepa Ipe-
JOCTaBJISIETCSI BMECTE CO CBENEHUSIMU CeaHca.
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10. Ha xoMmmbloTepe Server2 OTKITIOUMTE KJIMEHT OpaHIMaydpa: ABaXKIbl IIEJIKHUTE 3HAYOK
Firewall Client B Control Panel (ITanenu ympaBienust), copockre ¢iaxkok Enable Firewall
Client 1 mienknute kHonky OK.

| I. CHOBa OTKpOIiTe OKHO KOMaHIHOW CTPOKH.

12. B xomaHmHO# cTpoke cHOBa BBenuTe nslookup www.microsoft.com u Haxmute Enter.

Bor monyuute coobuienne o TaitM-ayre DNS-3ampoca, Tak Kak KOMITbIOTEp Server? cTal KiTu-
eHTtoM SecureNAT, a knmneHTH SecureNAT ¢uie He HacTpoeHBI Ha JOCTyIT B UHTepHeT uepes
noakmoueHue ISA-cepBepa 1Mo TeneOHHON TUHUH.

3apanue 2. CospgaHue noako4eHus no TenedoHHOW IMHUK

D10 3amaHue BuIMONHSEeTcS Ha Serverl. UtoOwl obecrmeunts KimeHTtaM SecureNAT moctym B
WnrepHer yepe3 noaxnoueHue ISA-cepsepa mo TenedOHHOI IMHAM, BBl CO3AaTUTE 3JIEMEHT
MOJIUTUKHU TOAKIIOUEHUS TI0 TeJe(OHHON TUHUM.

¥ Co3naxue 3/1eMeHTa MOJUTHKA MOAKII0YeHHs 1o TesiehOHHOM JTMHII

I. Orkpoiite koHCcONMh ISA Management.

2. Tlepeiinute B manky Policy Elements.

3. Ilenxkaute mpaBoit kHomKoi MbIK y3ea Dial-up Entries 1 B KOHTEKCTHOM MEHIO ITOCIIEI0BA-
TesbHO BbiOepuTe KoMaHabl New u Dial-up Entry.
Ortkpoetcs auajioroBoe okHO New Dial-up Entry (HoBoe MoakitodyeHue 1o TeaeOHHOMI J1u-
HUM).

4. B none Name BBeaute ums noakiaodeHus MyDialUp.

5. Ulenxkaute kHONKy Select. OTKpoeTcst TMaIOroBoe OKHO BBIOOpA CETEBOTO MOAKIIOUEHUS 110
tenedonHoi nuHuu Select Network Dial-up Connection.

6. B nosne Network Dial-up Connection BeIGepUTe MOAKIIIOYEHME 110 TeJS(DOHHOM IMHUU U LIE]T-
kHute OK.

7. B nuanoroBom okHe New Dial-up Entry mienkuure Set Account. OTKpoeTcst T1ajioroBoe OKHO
Set Account.

8. B coOTBETCTBYIONINX TEKCTOBBIX IOJISIX BBEAUTE UMS M TIAPOJIb U1 TTOAKJIIOUYEeHUS K WHTEP-
HET-IIPOBANAEPY.

9. Ienkuute kHonky OK.

10. B okHe New Dial-up Entry Takxe menkHute OK.

Teneps npu Bei0ope nanku Dial-up Entries mogknrouenne no tenedonHoit tuauu MyDialUp
oTobOpaxaeTcsl B 001acTu cBeAeHU KoHcoau ISA Management.

3apanue 3. Hactpoiika ISA-cepeepa Ha MapLUpPyTU3aUMIO Yepe3 NoAaKIoYeHne
no tenedoHHON NNHUK

Ceiiuac BbI HacTpouTe KIMeHTH SecureNAT Ha MapmpyTu3amuio 3arnpocoB B MHTepHET uepes
AKTUBHOE MOIKIIOYEHNE 110 TeJle(DOHHOM IMHUM. 3aJaHue BHITOJIHAETCS Ha KOMITbIoTepe Serverl.

#  Hacrpoiika mapmipyruszanun kiventoe SecureNAT

1. B nepese koHconu ISA Management mienkHuTe IpaBoil KHOMKOK Mblmu y3ea Network
Configuration 1 B KOHTeKCTHOM MeHIO BbibepuTe KomaHny Properties. OTKpoercst muajioro-
Boe 0KHO cBoiicTB cetn Network Configuration Properties.

2. Yoemutech, uto Ha BKianke Firewall Chaining Beiopan mepeximodarens Use Primary Connec-
tion (MCIOJIB30BaTh OCHOBHOE COCTMHEHME).

3. VYcranosute ¢uaxok Use Dial-up Entry (vcmosib3oBaTh 3aluch MOAKIOYEHUS MO TeJedOH-
HOM JIMHUM) U HieakHuTe KHonKy OK.
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B crienyloieM 3amaHuM BBl Iepe3anyCcTUTe CIyXO0y OpaHaMayspa, YTOOBI IPUBECTH B Aeii-
CTBHME HOBYIO KOHOUTYpALMIO MaplIpyTHU3aIvu.

3anaHve 4. Mepe3anyckcnyxoObl OpaHamMmayapa

YToOBI MPUBECTHU B IEUCTBME HOBYIO KOHMDUTYpAIIMIO MapIIpyTU3aIINK, HEOOXOIUMO TIepe3aryc-
TUTH CIyX0bl 6panaMayspa u/uau Web-npoxci. 3aganue BHINONHAETCSA Ha KOMIbloTepe Serverl.

P Tlepesamyck ciayxoObl OpanaMayapa H/iin Web-npokcu

|. B mepeBe xoHcomm ISA Management packpoiite y3ea Monitoring.

2. lllenkHauTte y3ei Services.

3. B obGnactu cBemeHUi MEeJIKHUTE MTpaBoil KHOMKO# Mbimu Firewall Service (ciyx0y 6paHama-
y3pa) U B KOHTEKCTHOM MeHIO BbiOepuTe Stop.

4. (He o6s3atenbHo.) B obnacTu cBefeHUI 1Ie/IKHATE MPaBOii KHOMKOW Mbliny 31emeHT Web
proxy (Web-1pokcH) 1 B KOHTEKCTHOM MeEHIO BbiOepute Stop.

5. Tlocne momHOro ocraHoBa CIyKObI OpaHaMayspa (1/uau Web-TIpokcu), CHOBa ILIEJIKHUTE
npaBoit kHonKo# Firewall Service 1 B KOHTeKCTHOM MeHIO BeIGepuTe Start.

Ilepen BBHIMMOMTHEHUEM CJIEAYIONIETO 3aJaHUs JOXINTECH, YTOOBI 3HAYOK CIYXKOBI OpaHIMay-
spa (u/unm Web-npokcu) craji 3eJeHbIM

3apanue 5. MpocMoTp uHpopMaLmmn 06 UHTepHeT-ceaHce KnueHTta SecureNAT

Ceityac BbI BBIIIOJIHUTE MOAKTI09eHre KiueHTa SecureNAT Kk MHTepHeTy, a 3ateM Ha [SA-cep-
Bepe MPOCMOTpUTe MHGPOPMALIMIO O CeaHce.

P Tloakmouenne k MurepHery kiamenra SecureNAT
I. Ha kommbloTepe Server2 oTKpoiiTe 0k HO KOMaHIHOM CTPOKMU.

2. B kxomannHoii crpoke BBeaute nslookup www.microsoft.com u Haxmute k1asumy Enter.

B oxHe oToGpa3uTtcst coobiieHne 00 YCIIEIITHOM BBIITOJHEHU Y KOMaHIbl HECMOTPSI Ha TO, YTO
Server? cran knmmeHToM SecureNAT.

B cucreme Serverl otkpoiite KoHcoab ISA Management,

B nepeBe koHcoau B nmanke Monitoring oTKkpolite manky Sessions.

[lleaxkHUTE IIpaBOii KHOIIKOI 00JIACTh CBeACHUI M B KOHTEKCTHOM MeHIo Beioepute Refresh.
Haiigure B 061acTi cBeeHUI TEKYLUI ceanc paboTel B UHTEepHETE cucTeMbl Serverl.

R

OOpartuTe BHMMaHME, 4YTO Terepb ykiraHul Tun cearica — Firewall Session u mmycroe mms
OJIb30BaTeJIsl, KIIMEHTCKUI KOMITBIOTEP omucaH umb IP-anpecom — 192.168.0.2. B cBene-
Husax ceanca KiiueHToB Secure NAT HI; mpenocrasnsieTcs mHGopMauum 00 y4eTHON 3aNnCH
MOJIb30BaTE/IsI 1 UMEHM KOMIIbIOTEpa.

7. Ha xommbloTepe Server? cHoBa akTUBHMPYITE KIMEHT GpaHIMayapa.

Pesiome

Jliist obecriedeHrsi GE30MMacCHOr0 MOCTyIa KIneHTOB |SA-cepsepa B MIHTepHeT 10 TesteOHHOMN
JIMHUU HEOOXOAMMO CO3AaTh JIEMEHT MOJUTUKY MOAKIIOYEHUS MO TeJeOHHOM JUHUM U Ha-
CTPOMTh CETh HA MAapLIPYyTU3aLMIO 3alIPOCOE Ha BBIIIECTOSINNE CEPBEPHI MO 3TOMY MOIKIIOYE-
Hui10. Hacrpoiika 3ammcu moakiaodeHus: mo TeiaedoHHOM TuHuM Ha ISA-cepBepe MO3BOISIET
kimeHTtaM SecureNAT monyuats foctyn B MHTepHET Mo IMIPOTOKOJIaM, He OTHOcSIIUMcs K Web,
a TakKe MPUMEHSTH K TToJIuTuKaMm ISA-cepBepa MpaBujia Ha ypOBHE OTAEJbHBIX MOAKJIIOYESHUA.

CosgaHue MOAKIIYEHUN M0 Tele(OHHOM JUHU U TakKe MO3BOJISIET BHIMOIHSTH BBI30OBHI 10
TpeboBaHUIO, TO ecThb ISA-cepBep crtocobeH cCaMOCTOSITEIbHO ITOOKII0UaThcsl K UHTepHETY Mo Te-
J1e()OHHOM JTMHWH, TIOJAYYMB OT KiveHTa Web-ripokeu mam GpaHaMayspa 3ampoc yIaJeHHOTO y3ia.
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3anaTue 3 Konudurypuposanve obHapyxenun 1SA-cepae

Janatve 3, KoH¢urypupoBaHme mexaHuama
aBTOMAaTM4EeCKOro 0OHapy)XeHus
ISA-cepBepoB

ABTomaTuueckoe ooHapyxeHue [SA-cepBepa Mo3BOJISET KJIMEHTAM aBTOMATUYECKU HAXOIMTE MO/~
XOLALLME 171 o0cayXuBaHus 3amnpocoB [SA-cepsep.

Vl3y‘-WIB mMaTtepuan 3Toro 3aHATUA, Bbl CMOXeETE!:

¥ HacTpaMBaTbh Ha KJIMEHTCKUX KOMIbIOTEpPAX aBTOMaTUUECKOEe OOHapyXKeHue
ISA-cepsepa;
v" yCTpaHSITh HETIOJaJIKU aBTOMAaTUUEeCKOTO OOHapyXeHUs cepBepa KJIMEHTaMU.

MpooOMKUTENBHOCTL 3aHATUSA - 0KOSI0 30 MUHYT.

AsTOMaTHUYeckoe OOHapyXeHue

Hactpoiika ISA-cepBepa Ha TOIKIIIOUEHUE KJIMEHTOB OpaHaMayspa U Web-nmpokcu — Becbma
HecJIoXXHas 3amada. OgHAKO Mnocielyioliie U3MEHEeHUS KOH(UIYPALIMK 3a4acTylo TOMIOMAIT
Maccy BpeMEHHU, B YaCTHOCTH, 3TO KAacaeTcs MOOMJIBHBIX [10J1b30BATENCH, KOTOPLIM, KaK ITPaBM-
J10, TIOCTOSIHHO TpeOyeTcs JOMOJHUTEIbHAs HacTpoiika. IIpy HaluYyuKu aBTOMaTH4eCKOro o0Ha-
pyXeHus KineHTbH Web-npokcu ¥ OpaHaMayspa caMOCTOSITEJIbHO HaxoaaT HyXHbii ISA-cep-
Bep. Takum 0o0pa3om, MOOMJIbHBIE MOJb30BaTENM MOAKIIIOYAIOTCS K HY:XKHOMY ISA-cepBepy ca-
MOCTOSITEIbHO, HE CO3[aBas aAMUHMCTPATOPAM AOMOJHUTEIbHOM PabOThHI.

Hacrpotlika aBromarrueckoro ooHapyxkeHust ISA-cepBepa 3akiouaeTcsl B NocaeloRaTaibLHOM
BBHITTOJTHEHUHU psifia oTiepaliuii, B TOM YuCJie MyOJIMKAllMi BO3MOXHOCTH aBTOMaTMYeCKOTO 0OHa-
pyxeHnust Ha ISA-cepBepe, BKIIFOUSHMST aBTOMAaTHYECKOTO 0OHAPYKEHMST Ha KIIMEHTCKUX KOMITBIO-
Tepax, kKoHpurypupoanus Ha DHCP-cepBepax 3anucu mpotokona WPAD (Web Proxy Auto-
discovery Protocol) u obecnieuenust Hanuuus Ha DNS-cepBepe 3anucu A yzna ISA-cepBepa u 3a-
nucu-nceaonnma (CNAME) c umenem WPAD, ykasuisatomeil Ha ISA-cepBep. 1151 KOppeKTHOM
paboThl aBTOMAaTUYECKOTO OOHAPYXEHUSI HEOOXOAMMO MPEIOCTABUTh KJIMEHTCKMM KOMITbIOTEpaM
noctyn K BHyTpeHHemy DNS-ceppepy u/unu DHCP-ceprepy.

ﬂ[ﬁﬂMQQE}H%G Ecnu BB TJIAaHUPYETE BLIINMOJIHATD IPAKTUKYM B KOHLIC 3aHATUA, TO HE BBITIOJTHSATE
NEPEUYNUCIICHHBIC NaJI€€ ornepaluru, a TOJIbKO IIPOCMOTPUTE MX.

P [Iy0oiukanus MexXaHW3Ma aBTOMATHYECKOTO OGHAPYKEHNWs

1. B nmepeBe koHconu [SA Management 1IeJKHUTE TPaBOi KHOMKON MBIIIU HYXHBI MacCuB U
B KOHTEKCTHOM MeEHIO BbiOepuTe Properties.

2. Ha Bknanke Auto Discovery cTpaHHMIIBI CBOCTB MaccuBa yctaHoBute (iaxoxk Publish auto-
matic discovery information (my6iunKoBaTh MH(poOpMaIMo 00 aBTOMaTUYECKOM OOHAPYXKEHUM).

3. B mone Use this port for automatic discovery requests (Vcrionb308aThL 3TOT MOPT ST 3aIIPOCOB
ABTOMATUYeCKOTo OOHApYXEHUs) BBEAUTE MOAXOISALIMIA HOMED MopTa (M0 YMOJYAHUIO UC-
nosb3yetcs nopt 80) (puc. 3-5).
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Puc. 3-5. Tlyonmkanus aBTOMATHYECKOTO OOHADYXKEHHS IyTeM HACTPOIKH CBOWCTB MACCHBA

> BkiioyeHHe aBTOMATHYECKOro OOHADY#(HHA HA KJIMEHTaX OpaHaMayspa

1. Ha xnuentckom kommbiotepe otkpoiite Control Panel (ITanenp yripasnenus),

2. [paxasl wenkaure 3Hayok Firewall Client u ycranoBute diaxok Automatically detect ISA server
(aBTOMaTHYeCKHU ompenesath ISA-cepep).

Tlocne BKITIOYEHUST aBTOMATUIECKOTO OOHAPYKEHUS BHITIOTHSIOTCS TIepeUnCIIEHHBIE Aajiee oTe-
panuu aBToMaT4eckoro ooHapyxeHus [SA-cepsepa kmnentamu Web-mipokcu u 6paHaMayapa.
1. Ilpu BemonHenuun Winsock-sanpoca KineHT noakiaodaercs K DNS-cepsepy niu DHCP-
CepBepy,
Ha DNS- unu DHCP-cepBepe nojikHa NMpUCYTCTBOBaTh 3amuch mporokona WPAD (Web
Proxy Autodiscovery Protocol), yka3biBaloliasi Ha cooTBeTcTBYIOWMI ISA-cepBep.
2. 3ampocsl KnMeHTa o0pabarteiBatoTcsa ISA-cepBepoM, ykazaHHbIM B 3anmucu WPAD DNS-cep-
Bepa wiu DHCP-cepBepa.

Hactpoiika WPAD n WSPAD Ha ONS- u DHCP-cepeepax

ABTOMaTHYECcKOe OOHapyXeHWe TO3BOJISIET KIneHTaM OpaHaMayspa uinu Web-Tipokcu 3ampaniu-
BaTh 00beKTHl Y ISA-cepBepa, HACTPOEHHOIO Ha 0GCIy:KUBaHKMe MOA0OHBIX 3amrpocoB. Ecmu ISA-
cepBep He OTBEYAET, KIMEHT IMOBTOPSIET MPOLEAYPY aBTOMATUUYECKOTO OOHAPYXEHHUS.

ISA-cepBep ucmonpsyer 3anuch WPAD mist onpenenenust nonxongineii 3anucu WSPAD
(Winsock Proxy Autodetect). 3anuch WSPAD He Hy>XHO IBHBIM 00pa3oM KOH(UTYpUPOBaTh Ha
DNS-cepsepe.
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MexaHu3M aBTOMaTU4YeCKOro OOHapyXeHUsl ¢ ucnoyb3oBaHueM DNS-cepBepa mopaepiu-

BaeT KJIMeHTHI 1o yrnpasieHueM Windows 2000, Windows NT 4.0, Windows 98 u Windows Me.

»
1.

oW

&

Hacrpoiika DNS-cepBepa Iyisi aBTOMATHYECKOrD o0HapyxeHusi [SA-ceprepa

B mento Start (I1yck) nocienoBatesibHO BbiOepuTe MyHKTH Programs (ITporpammbi), Admi-
nistrative Tools (AnMuHuctpupoBanue) u DNS.

B nepeBe KOHCOMM [IEJTKHHTE MIPaBOil KHOMKOM HYXHYIO 30HY IIPSIMOTO IIPOCMOTpA M B KOH-
TeKCTHOM MeHI0 BbiOepuTe New Host.

B none Name Beenute ums ISA-cepBepa uiau maccuba.

B nosie 1P Address BBenute BHyTpeHHuUlt [P-anpec ISA-cepsepa.

Hlenkuute kHonKy Add Host (106aBuUThH y3ein).

B citydae mosydeHust coobIIeHUs 00 OIMOKeE, NMPELYIPEXIAIOUIETD, YTO 3aIACh y3/Ia HEIb3s
€o31aTh, TaK KaK 3Ta 3aIllMCh YK€ CYILLECTBYET, IPOMTHOPUPYIiTE COOOIIEHNE, HieikiHyE KHOI-
ky OK.

B nepese xoHconmum DNS mieakHUTe MpaBOil KHOMKOM MBIIIKA HYXHYIO 30HY MPSMOTO TPO-
CMOTpa U B KOHTEKCTHOM MeHI0 BbibepuTe New Alias (HOBbI MCEBIOHUM).

B tekctoBom mnosie Alias Name Bsenute WPAD.

Ilenxknure kHONKy Browse u BoiOepute Host (A) HyxHOro ISA-cepsepa.

Hlenkanre OK.

Kpome toro, mns kiaveHtoB 1o ynpasiaeHueM Windows 2000, Windows 98 u Windows Me

aBTOMaTU4YeCcKoe oOHapyxeHHe MOoxXHO HacTpouTh Ha DHCP-cepBepe.

>
1.

NN W

Hactpoiika DHCP-cepBepa 11 aBTomMaTHueckKoro oonapyxkenusi ISA-cepsepa

B menio Start (ITyck) mocnenosatenbHo BbiOepuTe NyHKTH Programs (IIporpammer), Admi-
nistrative Tools (AnmunuctpupoBanue) u DHCP.

B nepeBe koHCONMM MIENKHUTE TpaBoii KHOMKON MbIiu HYy>XHBIIT DHCP-cepBep u B konTeKeT-
HOM MeHIo Beibepute KomaHay Set Predefined Options. Otkpoercst nuanoroBoe okHo Predefined
Options and Values (mpenonpeneaeHHbIC TapaMeTPhl U 3HAYECHUS ),

lenkHute kHONKy Add.

B nosne Name BBenute WPAD.

B mone co cnuckom Data Type BeiGepute String.

B nosie Code BBenute 252.

Llenknure kHonky OK.

Otkpoetcsa okHO Predefined Options and Values, B kotopom B mosie co criickoM Option Name
BbIOpaHa 3amuch 252 WPAD.

B TekctoBoM mone String BBemute hitp://<cmpoxa>/Wpad.dairne <cmpoxa> onpenemnsiercs
cleyoluM o0pa3oMm:

* WPAD — ecnu DNS nonnepxuBaet pazpenieHue 3anpocoB WPAD;

*  wumsa [SA-cepsepa nnu maccuBa — ecniu DNS He momnepxuBaeT pa3pelieHre 3aIpoCcOB

WPAD.
IlenkauTte kHOomky OK.

. B xoHconu DHCP mienkHuTe npaBoii KHONKoW Mbimu Scope Options uiu Server Options 1

BbIOEpUTE B KOHTEKCTHOM MeHIo KomaHay Configure Options.

. [Iponucraiite mone co crnuckoM Available Options (mocTymHbIe TTapaMeTpbl) M YCTaHOBUTE

dmaxxok Hampotus Option 252 WPAD.

. lleaxkuute kHONKy OK.
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AsToMaTuyeckoe 0OHapyXeHue Ans KIMeHToB OpaHamayapa

[Mpu HacTpoiike k1ueHTa 6paHamayapa B Control Panel (ITanenu ynipaBieHus1) KIMEHTCKOTO KOM-
MblOTEpa yKa3bIBaeTcsl JIM00 KOHKpeTHhI ISA-cepBep, nubG0 KoHpUTypUpyeTCsl aBTOMaTU4ecC-
Koe oOHapyXeHUe. B mocienHeMm ciydae KJIMEHT aBTOMATUYECKM OIpPee/iseT, K KakoMy [SA-
cepBepy Hajo monkiaovaThes. CyliecTByeT TakXe BO3MOXHOCTD IIEHTPaJIU30BaHHO HAacTPauBaTh
aBTOMaTuyeckoe obHapyxeHue |SA-cepuepa KiMeHTaMu OpaHAMayspa, 3Ta olepalrs BbIITOJ-
nsaetca B y3ne Client Configuration koHconu ISA Management.

MpoBepka aBToMaTM4eCKoro ofiHapyxeHns AN KNMEHTOB GpaHamayapa

[Tocne BKIIIOUEHUSI aBTOMAaTUYeCKOro obpapykeHus Ha KIMeHTe OpaHaMayapa cienyer yoeauThb-
csl, 4To OHO paboraeT. Korma mpu BKIIOYEHHOM aBTOMAaTMYECKOM OOHApyXeHWM He yaaercs
00HapyXuTh ISA-cepBep Uiu pa3peliuTh €ro UM, KJIUeHT OpaHIMay3pa paccMaTpuBaeTcsl Kak
knueHT SecureNAT U ceaHC KiTMEHTa 1ipe KpailiaeT nepenasaTh Ha [SA-cepBep nHpopMaiinio oo
YYETHOM 3aITMCH TTOJIB30BATEN U UMS KJHEHTCKOrO KOMITbIoTepa. YTOOBI ONpEeNeNNTh, KaK K-
E€HTCKUI KOMIIbIOTEp MoakiIoyaercd K ISA-cepBepy — Kak kiuneHT SecureNAT uinm 6panamay-
apa, cieayeT MHUIIMUPOBATh C KJIMEHTCKOTO KOMITbIOTEpAa MHTEPHET-CEaHC, He CBA3aHHbIN ¢ Web,
HaTmpuMep MOYTOBBIA WM HOBOCTHOW CE&HC, MJIM BBIITOTHUTH KoMaHay nslookup. 3aTteM HYXHO
cpencTBaMU HaOJIofeHUs 3a ceaHcaMu KoHcoiu ISA Management mpoBepuTh, MepenaloTcs Iu
MMeHa ToJIb30BaTessd U KoMIbloTepa. Eciu na, To KIMEeHT paboTaeT KaK KJIMEHT OpaHaMayapa u
MOJIePXKUBAET aBTOMaTU4YeCcKoe oOHapyxkeHue. B mpoTHBHOM ciyyae KJIMEHT BeaeT cebsl, Kak
kianeHT SecureNAT, u aBTomaTHueckoe 0OHAPYKEHUE He TeHCTBYeT.

AsTomatnyeckoe obGHapyXeHue ana knmeHtoB Web-nipokcu

ISA-cepBep obecrieunBaeT MOJIEPKKY aBTOMATUUECKOTO OOHApYXKeHUs IS KIMeHToB Web-1po-
Kcu. ABTOMaTuMyecKoe oOHapyxeHue KoHdurypupyetrcs B pasnene LAN Settings HacTpoiiku
Internet Explorer, nocine yero npu Bxoae i MHTepHeT nepemMelaronimecs: KJimeHTsl Web-1pokcu
CaMOCTOSITeJIbHO TONKITI0YAIOTCs K HyxkHOMY I[SA-cepBepy. lisi moanepkku aBTOMaTUYECKOTO
oOHapyXeHUsl KiMeHTaMu Web-TIpOKCH yCTaHaBIMBATh M 3alyCcKaThb KJIMEHT OpaHAMay3pa He
HYXHO.

ABTOMaTHYECKOe OOHapyXeHue Moiu:pxusaercs opaysepom Internet Explorer, HaunHas ¢
Bepcun 5.0.

P Hacrpoiika Microsoft Internet Explorer 5 na aBToMaTudeckoe obHapyxenune ISA-cepsepa

1. 3anycrtute Internet Explorer.

2. TlocnenosarenbHo BoiOepuTe NMyHKTH MeHI0 Tools (Cepsuc) u Internet Options (CsoiicTBa
obo3pesaTteif).

3. Ha Bkimanke Connections (ITogkmouenue) menkHute KHonkKy LAN Settings (Hactpoiika
ceTn).

4. Ycranosute daaxok Automatically Detect Settings (ABTOMaTHUYecKOe OmpenesicHre mapaMeTpoB).

5. Yo6enurech, uto dnaxok Use a proxy server (Mcnonb3oBarh npoKcu-cepBep) cOpOLIEH.

YcTpaHeHue HenonafoK aBTOMAaTH4EcKoro 0GHapyXeHus

Ecnu aBToMaTuueckoe oOHapyXkeHue He paboTaeT, nmepej HauaJloM YCTpaHEHUs HeTOJIad0K cie-

NyeT OTBETUTh Ha HEKOTOPBIC BOIPOCHI.

1. Joctymubl nu gokanbHble DNS- u/mmm DHCP-cepBep kiuentam u ISA-cepBepy?

2. HcrpaBHo 1 ceTeBoe coeqMHEHNe MeXIy KimeHToM, DNS-cepBepom, DHCP-ceprepoM n
ISA-cepBepom?
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3. Omny6iaMKoBaHa M BO3MOXHOCTb aBTOMaTUYeckoro ooHapyxkeHus Ha [SA-cepsepe?

4. JIna aBTOMATHYECKOro OOHAPYHenna OpaHAMay3pa. YCTaHOBJIEH W 3amylleH JIU KJIMEHT GpaH/-
Mayspa Ha KJaueHTe? YCcTaHOBIeH M (JIaxkoK, OTBeHaollnii 32 oOHapyXeHue OpaHaAMayapa,
B quanorooM okHe Firewall Client Options B Control Panel (ITanens ynpasieHust)?

5. Ixs aBroMaTHyecKoro ooHapyxenus Web-npoxen. Mcmomssyercs mu Internet Explorer Bep-
cuu He Huxe 5.0? HactpoeHo nu aBTOMaTHUeCcKOE OIpe/eeHue TmapaMeTpoB Opay3epom
Internet Explorer B nuanoroBoMm okHe Local Area Network (LAN) Settings (Hacrpoiika 10-
KaJlbHO ceTn)?

6. TIpu aBTomMaTHueckom oOHapyxenuu cpencrBamu DHCP-cepsepa. KoppekTHo Jin HacTpoeHa
3anucb WPAD na DHCP-ceppepe? Kakue OC ycTaHOBJIEHB Ha KIMEHTCKUX KOMITbIOTEPAX
1 OTHOCSTCS 1 OHU K nepeuHio: Windows 2000, Windows 98 uiu Windows Me? (ABTOMaTH -
yeckoe obHapyxeHue cpenctsamu DHCP He mommepxuBaeT KIMEHTHI MOA YIpaBJieHUEM
Windows NT unu Windows 95.)

7. Iipn aBTOMaTHYeCcKOM oOHapymenuwu cpenctBamu DNS-cepsepa. Ecth mm Ha DNS-cepsepe
3anuch A y3na ISA-cepsepa? Cozmana i 3anuch-niceBioHUM (CNAME) ¢ umenem WPAD,
yka3biBatomiasi Ha ISA-cepsep? OnpeneneH v faHHbI BHyTpeHHU DNS-cepBep & Kaue-
ctBe nonoaHutensHoro DNS-cepBepa B cBoiicTBax mporokosia TCP/IP?

Mpaktnkym. Hactpoiika aBToMaTu4eckoro ooHapyxeHus

BbI BHITIOJIHUTE OTlepalliy M0 HACTPOIiKe aBTOMaTH4YeCcKoro ooHapyxeHus ISA-cepBepa
B cetn. Tak kak B DNS yxe comepxuTcs 3amuch A y3ja JOKaJbHOTO KOMIbIOTEPA U B
UCIob3yeMoit KoHburypauuu u3 18yx cepsepoB HeT DHCP, 3amanust npaktukyma He-
OoJbIIME.

J11s1 BBINOJTHEHUS 3aJJaHUii TIpaKTUKyMa CJeayeT YCTAaHOBUTh U 3alyCTUTh KJIMEHT GpaHiamay-
5pa Ha Komnblotepe Server2. Kpome toro, x cBoiictBax nmpotokona TCP/IP koMmmblotepa Server?
B KauecTBe ocHOBHOro DNS-cepBepa HyxXHO yka3aTh BHemHU DNS-cepBep MHTepHET-IIpOBaii-
Jepa, a B KauecTBe JOMONMHUTeIbHOT0 DNS-ceppepa — ampec KoMmbiotepa Serverl (192.168.0.1).
N, HakoHeu, npeamnoaraercs, yto Ha ISA-cepBepe co3gaHO MPaBUIO MPOTOKOJIA, MPOMYCKAI0-
mee Bech | P-rpadmk.

3apgavue 1. Mybonukauma uHpoOpmauum png aBTOMATUYECKOro OOHapyXeHus

B atom 3amaHum Bbl onyOnMKyeTe WH(OpPMALMIO ISl aBTOMaTMYeCKOro oOHapyxeHus Ha ISA-

cepsepe.

|. Boiigute B cucteMmy Serverl mom yueTHO# 3anmuchio Administrator (AZIMUHUCTPATOP).

2. Ortkpoiite koHCOTh ISA Management.

3. PackpoiiTe nepeBo KOHCOJIH, MEIKHUTE MpaBoii KHOIIKOM MBIIIH y3en MyArray, B KOHTEKCT-
HOM MeHI0 BbiOepute TyHKT Properties. OTkpoercss quajioroBoe OKHO CBOWCTB MaccuBa
MyArray.

4. Tlepeitnute Ha BkJIanky Auto Discovery.

Ycranosute (uiaxxoxk Publish automatic discovery information.

6. Y6emutech, YTO IS 3aMpoOcOB aBTOMAaTUYECKOTO OOHapyXeHHs Mcronb3yercs mopt 80, u
menkHuTe kKHomky OK.

OtkpoeTcs auanorooe okHo ISA Server Warning.

7. YcranoBute nepekiodaTenb Save the changes and restart the service(s) (coxpaHUTb M3MeHe-
HUS U TIEPe3aryCTUTh CIIYKOY).

8. IlenkHute kHOMKY OK.

e
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3apanue 2. CospaHue 3anucu-ncesaoduma (CNAME) WPAD B DNS

Jlnst paboThl MeXxaHU3Ma aBTOMATMYECKOIO onpeaeaeHust Heooxoaumo coszaath B DNS 3anuch-

riceBIoOHUM ¢ uMeHeM WPAD, ykaswiBatornyio Ha ISA-cepBep. 3amaHue BHITIONHSIETCS Ha Serverl.

1. B menio Start (ITyck) mociemoBaTenbHO BhiOepute Programs (ITporpammer), Administrative
Tools (AnmMuHucTpupoBanue) u DNS.

2. B nmepeBe xoHcoau DNS 1ienkHUTE MpaBoii KHOMKOM MBI COOTBETCTEYIONIVIO 30HY IPSIMO-

ro MPOCMOTpPa U B KOHTEKCTHOM MeHI0 BhioepuTe New Alias. Eciii Bbl BHINOJIHWIN UHCTPYK-

nmu pazgena «O6 3ToW KHMres, 3T0 OymeT JoKallbHas 30Ha IMPSMOro MPOCMOTpa JOMEHa

domain01.

B none Alias Name Beenute WPAD.

4. B mone Fully qualified name for target host (mosHoe WMs y3ia-npueMHMKA) BBEIUTE Ser-
verl.domain01.local.

5. Ilenkuute kHonky OK.

S

3apanue 3. BkioyeHne aBTOMaTU4ECKOro OOHapyXeHUst
Ha KnueHTe OpaHgmayapa

3amaHue BBITIOTHSIETCST Ha KoMITbloTepe Server?. [Ipeamonaraercs, 4to Ha Server? yCTaHOBJICH U

3amyIleH KJIWeHT OpaHaMayapa.

1. Boiigute B njoMmeH DomainOl ¢ koMnbloTepa Server? mof y4eTHO# 3anucbio Administrator
(AnMUHUCTpPATOD).

2. Orkpoiite Control Panel (ITanenp yrip: BicHKs)
JBaxnapbl wmenkHute 3Hadok Firewall Client. Otkpoetcs nuanoroBoe okHo Firewall Client
Options.

4. Ycranosute diaxok Automatically detect ISA server (aBromaTmuecku oOGHapyxuBaTh ISA-
cepsep).

5. Hlenknute kHomnky Update Now. OTKpoeTcs 11ajioroBoe OKHO, Coobiialoliee 00 yCrnelrHoM
BBITIOJIHCHU U ONEPALIMH.

6. Illeaxnure OK, yT0GBI 3aKPHITh MHGOPMALIMOHHOE OKHO.

7. IlenkHaure OK, uyto6nl 3akpbITh AuanoroBoe okmo Firewall Client Options.

3apanue 4. MpoBepka aBTOMATUYECKOr0 OOHApPYXeHUs

IMocne HacTpOUKM aBTOMATUIECKOTO OOHApPYXXEHUs CIIeAyeT YOeTUThCSI B KOPPEKTHOCTU €ro
pa6othl. TIpexae Bcero Ha KJIMEHTCKUX KOMITBIOTEpAX CIeLyeT aKTUBUPOBATh KJIMEHTHI OpaH-
Mayapa. OmHako KJIMEHTbI OpaHaMayspa BeayT cebsl COOTBETCTBYIOIIMM O0pa3oM TOJBKO IpU
KOpPPEKTHOI paboTe MexaHM3Ma aBTOMaTUYECKOTo OOHApPYXEHUSI, B MPOTUBHOM CJiyyae OHM TIpe-
BpalaloTcsl B KIMEHTOB SecureNAT.

Taxum 06pa3oM, KOPPEKTHOCTh pabOTHl aBTOMATUUECKOTO OOHAPYKEHUS BBISICHSIETCS TTyTEM
MpoBepKu MH(POPMALMK O ceaHce KiueHTa B KoHcouu ISA Management. Eciu B uHdopmauuu
0 ceaHce JOCTYITHBI MMeHa I0JIb30BaTeisl U KOMIbIOTEPa, TO aBTOMAaTUYeCKOe OOHAPYXKEHHUE BbI-
nosiHseTcst BepHo. Ecnu ke moctyneH nuiub IP-anpec kiaveHTa, TO aBTOMaTU4YeCKOe OOHapyxe-
HUE HaCTPOEHO HEKOPPEKTHO, W KIMEHTCKUI KOMITbIOTep He oOHapyxuBaeT [SA-cepsep.

1. Boiimure B cucteMy Server 1o y9eTHOM 3anvchbio Administrator { AnmMnHueTpaTop ), OTKPOM-

T€ OKHO KOMaHIHOI CTPOKHU W BBEAMTE:

nslookup www.microsoft.com

[TosiBuTCS COOOILIEHNE O TOM, YTO KOMIIBIOTEP YCHEIIHO MOAKIIIOYMIICS K BHellHeMy DNS-
cepBepy.
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2. B cucreme Serverl packpoiite B iepeBe koHcoau ISA Management y3en Monitoring u es-

KHUTe Sessions.

B MeHIio View ormersTe KomaHay Advanced.

4. UlenkHuTte MpaBoit KHOMKOM MBILIX B 00JaCTU CBEAEHUI U B KOHTEKCTHOM MEHIO BHIOEpUTE
koMaHay Refresh.

Rl

B cnucke akTMBHBIX CEaHCOB AOJIKEH MPUCYTCTBOBATh MHTEPHET-CEAHC CUCTEMbl Serverl.
OO6paTuTe BHUMaHE, YTO OTOOpakaloTcs UM ToIb3oBarens — Administrator — 1 UMST KIIMEHT-
CKOro gommnbioTepa — Server2. MHGopmanus mis ayTeHTU(PUKALMU YCIIEIIHO MOCTYIUIa Ha
ISA-cepBep, cnemoBateNbHO, KIMEHT SIBISCTCS KIMEHTOM OpaHIMayl3pa U aBTOMaTUYeCKOoe 00-
HapyXeHUE BHIMOJHSIETCS KOPPEKTHO.

Pe3iome

ITpu KOppeKTHOI HACTPOIKe aBTOMAaTUUECKOTO 0OHAPYXKEHNUs BCe KIMeHTH Web-TIpoKcH 1 KJTH -
€HTHI OpaHIMay3pa aBTOMaTUYECKN 00HApYXUBaIOT HYy>XKHBIH ISA-cepBep. Knuentam 6panamaya-
pa aBTOMaTHyeckoe 0OHapyxKeHHUe TO3BOJISIET CaMOCTOSITEIbHO HaXxoauTh ISA-cepBep st obcy-
JKUBaHUS MX 3aMpocoB. [Ipu MCTONb30BaHMM COBMECTHO CO CITyX00if Web-Tpokcu aBToMaTnyec-
Koe oOHapyxXeHUe TO3BOJISIET [epeMelnatoiiimMes KJIMeHTaM BCeraa HaXoauTh HYXXKHBI# [SA-cep-
Bep Npu noakatoueHun K MaTepHety. s HopMaibHOM paboThl aBTOMATUYECKOTO 0OHAPYXKEHUS
B CETH HEOOXOAMMO COOTBETCTBYIOIIMM 00pa3oM HacTpouth DNS u/unu DHCP. [Ing Hactpoii-
KM aBTOMATUYECKOTO 0OHapyxXeHUs TpeOyeTcs: onmy0oJIMKOBaTh BO3MOXKHOCTh AaBTOMAaTUYECKOTO
oOHapyxeHus Ha ISA-cepBepe, BKIIOUUTH aBTOMAaTUUYECKOE OOHApYKeHUE Ha KITUEHTCKUX KOM-
MBIOTEPax, HaCTPOUTh 3amuch mpoTokoiaa WPAP na DHCP-cepsepax cetu, yoenutscs, uto DNS-
cepBep CeTH CONEPXUT Kak 3amuch A y3na ISA-cepBepa, Tak u 3anuch ncesnonuMa (CNAME) ¢
nMmeHeM WPAD, ykaswisaouyio Ha ISA-cepsep.
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3aHatne 4. YctpaHeHne Henonagok,
BOSHUKAIOLWMX MPU NOAKIIOYEHUN
kKnueHToB K ISA-cepBepy

MMonknoyeHne K MHTepHETy MpHM MOMOIIMA TOJIBKO 4YTO yCTaHOBJIeHHOro ISA-cepBepa BecbMa
HECJIOXKHO, HO HEKOTOpbIe (haKTOPBI CITOCOOHBI YCIOKHUTh KOH(MUTYpAIIMIO, YTO U MPUBOIMUT K
BO3HUKHOBEHHUIO HETOJAI0K MPU MOAKIIOYEHUH. B 3TOM 3aHSATHM paccMaTpUBalOTCs HauGosee
TUITMYHBIE HEMOJAAKH, BOIHHUKAIOIINE [IPU MOAKIIOYEHUN KIMEHTOB M 10CTyIe B UHTEpHET 110
TeJeHOHHOU TUHUU.

M3y‘~II/IB MaTepuan 3Toro 3aHsTUd, Bbl CMOXeTe:

¥ yCTpaHSTh HETMOJaaKW, BO3HUKAIONIWE MPU MOAKIIOUYEHUN KJIMEHTOB K ISA-cepBepy;
v yCTpaHATh HEMONAAKK MOAKIoUeHu [SA-cepBepa 1Mo TeneOHHOM TMHUY;
. ¥ mepesaryckath ciyX0bl ISA-cepBepa mocie U3MeHeHU B KOH(MHUIYPALIAH,

MpopomknTensHOCTL 3aHATUS — okono 20 MMUHYT.

yCTpaHEHVIe Henonagok npu noaxknio4YeHnn KJIMeHToB

Henonanku monkiaodyeHUsT KIMEHTOB BapbUPYIOTCS OT HEYNOBIETBOPUTEIBHON TTPOU3BOIUTENb-
HOCTHU J0 TMOJIHOTO OTCYTCTBMS JOCTYyINa KJMeHTOB SecureNAT, 6panamayspa u Web-npokcu B
HNurepHer. YToObl 00JIeTYUTh VETPAHEHHE HEMOJaJA0K BIIOCIEICTBUM, MOCTApAliTECh HE YCIOX-
HATb KOHGUTYpALMIO CETU U OTCJEXUBATh BCE U3MEHEHUsI, BHOCUMBbIE MOCJIe MepBOHAYaIbHOMN
ycrnenrHoi yctaHoBku. Boobiie roBopst, Hanbosee abdHeKTUBEH CUCTEMAaTUYECKUI TTOAXO TTPH
BBISIBJIEHUW HETOJaJd0K, KOrJaa cHavaja mpoBepsiioT Haludue GU3nIeckKoro MoaKIYeHMs, 3a-
TeM TIOCJIEIOBATEILHO MPOBEPSIIOT Bce 00jiee BHICOKME YPOBHU CBSI3W — BIUIOTH /IO OTAEIBHBIX
MMOJUTHUK poctyra Ha ISA-cepBepe.

IMpu ycTpaHeHUM HETOJAdO0K MBI CORETYEM PYKOBOJICTBOBAThCSI Tabyulieit 3-4, B KOTOPOM
TMepeYnCIeHbl THTTUYHBIE OMMOKYN B KOHMPUTYpallUIX KIUSHTOB, KOTOPbIE MPEISITCTBYIOT MO~
KJIIoueHu o K MHTepHeTy.

Taomuna 3-4. Tunuunbie ommOKM B KOHPHTYPALHM KIHEHTOB

Henoaanka ITpnunna Cnoco6 ycTpaHeHus

BuyTtpennue KnueHTH He B cocTosTHUU HaBayTrpennem DNS-cepsepe HeoOXoqumo
MOJKJIIOUEHUs] KIMEH-  pa3peliaTth JIOKaJbHbIE HACTPOUTb UMEHA U aJpeca BCEX BHYTPEH-
TOBOpaHAMay3pa MMeHa CpeICcTBaMK BHEll - HUXy310B. Kpome Toro, eciv mpumMeHsieTcst

paboTaIOT CIAUIIKOM
MeUIeHHO

Knuentsr SecureNAT
HE B COCTOSTHUM
MTOAKJTIOUUTHCS

kK WHTepHeTy

nero DNS-cepBepa, Tak
KaK Ha HEM OTCYTCTBYIOT
HEOOXOIUMBbIE 3aIUCH.
Knuentsl oxunaor
taiiM-ayra DNS-cepBepa
JI0 Tepexona K Apyrum
METo/IaM pa3pelieHus] UMEH

ISA-cepBep He B cOCTOSAHIM
nmoxkmoyats K Mutepuery
HEKOPPEKTHO HAaCTPOEHHbIE
kiaueHTol SecureNAT

unapTpaLMs MaKeToB, HYXXHO CO31aTh
¢unstp [P-nakeros, KoTOPBI HCMOIB3YET
npenonpeneneHubii GuipTp DNS Lookup,
4yTOOBI pa3peinTs ISA-cepBepy OTpaBasiTh
3anpocklpacroioxXeHHbIXB MHTepHeTe
DNS-umen

Hactpoiite ocHOBHOI 111103 ¥ DN S-cepsep
Ha KJIMEeHTax
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Tabnuua 3-4. (oxonuanue)

Henoaaaka

IIpnunna

Cnoco6 ycTpaHeHus

KnaueHTh He

B COCTOSIHUM
MOIKJIIOYUTHCS

K BHEIIHUM

y3JIaM ¢ MOAIEPXKKOM
SSL

TMonknoueHus
KJIMEHTOB Secure-
NAT mnepecrator
pabortarb, Koraa
BMmecto [P-anmpeca
YKa3bIBaIOTCSI UMEHA
KOMITBIOTEPOB
Kaunenrtsr Secure NAT
HEe B COCTOSIHUU IIOM-
KJIOUYUTHCS IO OIpeae-
JIEHHOMY IIOpTY, TakK
KaK MCTeKaeT Bpems,
OTBOIMMOE Ha ycTa-
HOBKY OAKITIOUEHMUS,
HECMOTpSI Ha HaJW4ue
MpaBWia TPOTOKONA,
TPOTTYCKAIOIIEeTO0 BeCh
IP-tpaduk

CepBep He B COCTOSI-
HUU CO3[aThb MPUBS3KY
WM BBILEJIUTH ONpene-
JIEHHBI TOPT

Korma kimeHT moakioyaet-
cs1 yepe3 Web-rmpokcu k Ge-
3omacHomy Web-yany, ISA-
cepBep JOJKEH OTKPBITh TYH-
HeJb JJIsi COOTBETCTBYIOLLETO
Tpacduka, TaKk Kak AJs Io-
CJIEAHETO TIOAJEPXKMBACTCS
CKBO3HOE MIM(pOBaHUE.

ITo ymonuanuto ISA-cepsep
pasperniaeT TyHHeJIbHbIE
MOJKITIOYEHMS TOJIBKO O
moptam 443 u 563 (Secure-
News). TTonbITKU KJIMEHTOB
MOAKIIOYUTBCS K 3ALMLIEH-
HbIM y31aM WHTepHeTa 1o
JIPYTUM TOpTaM OJIOKUPYIOTCS

Ecnu KIMeHT Mcrosb3yer
BHyTpeHHUit DNS-cepBep,
OH HE MOXET pa3peliaTh
JOMEHHBIE MMEHa, Pacrojo-
XeHHble B UHTepHETE

Knuentam SecureNAT pas-
penraeTcsi MOIKII0YAThCS
TOJIBKO IO MPOTOKOJIaM,
MmepeyncieHHbIM B y3ne Pro-
tocol Definitions nepeBa KoH-
comu ISA Management.
Kpome Toro, mpoTokos He
BIIpaBe co3MaBaTh NOTIOJTHU-
TeJbHble (BTOPUYHbIE) MOMA-
KJIIOYEHUsI, eCiii B DUIbTpe
COOTBETCTBYIOILIETO  TTPOTOKO-
Jla OHM He pa3pelleHbl

HMmeer Mecto KOHMIUKT pac-
npejaeseHusi TOPTOB — OoJiee
OIHOM CJIy>XKObI (B YMCIIO 3TUX
CITyX0 MOXET BXOAWUTb M CaM
ISA-cepBep) 3ampammBaeT
MPUBSI3KY K OMpeAeIeHHOMY
MOPTy BHEIIHEeTo MHTepdeiica

YTto6BI pa3pelinTh OTKPbIBATh TYHHEb IS
NIPYTMX TOPTOB, BHECUTE COOTBETCTBYIOLIUE
u3MeHeHus: B napametrpbl COM-obnekTa
anMuHuUCcTpUpoBaHus [SA-cepsepa
FPCProxyTunnel PortRange

Hacrpoiite DNS-cepBep Ha nepechLIKy 3a-
npocoB Ha BHemHM DNS-cepep (DNS-
cepBep MHTEepHEeTa). ANbTEpHATUBHBIN Ba-
PUAHT — HACTPOUTH KJIMEHTHI Ha MCITOJIb30-
BaHue DNS-cepBepa, MnepecbLIaloIero
3aMpochl pa3pelieHuss MMeH Ha BHEITHU I
DNS-cepsep

Ecnu mpuioxeHue MCTIOIb3yeT TOIbKO
OIIMH TIOPT, OMNpeIeauTe MPOTOKOI,

B KOTOPOM 3TOT IMOPT SIBJSIETCSI TEPBUY-
HbIM. Eciu npunoxeHue MoakiIovaercs mo
HECKOJbKHUM IIOpTaM, B TOM YHCJIE OTpe-
NeJISIeMBIM IMHAMUYECKH, HX ClenyeT
OIPENeNIUTh B GMIBTPE TPUIOXKEHMST

Boo0Gie roBopsi, Microsoft He peKOMeH-
IIyeT 3amyCcKaTh JOTIOJHUTENbHBIE CITYKOBI
COBMECTHO C OCHOBHBIM OpaHIMay3pOM.
ITo BO3MOXHOCTH ClielyeT yCTaHABIMUBATh
Npyrue CiaykObl Ha OTAEIbHbBIC KOMITBIOTEPEI,
pacrojioXXeHHbIe BO BHYTPEHHE CeTH,
sauidieHHoi [SA-cepsepom. Cospaiite
MPUBSI3KY IPYTOro cepBepa K BHYTPEHHEMY
nHTepdeiicy, YyToObl BHEITHU N MHTEpdheiic
MpocaymuBaics Toiabko [SA-cepBepom
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InaBa 3

YcTpaHeHue Henonagok Npu NOAKMIOYEHUU
no teneoHHON NUHUK

CylecTByeT HECKOJIBKO OCHOBHBIX TPUYMH HETIOIAOK TIPHU MOAKITIOYEHUN TI0 TeaehOHHOM 1 -
Huu. CriocoGbl UX YCTpaHEHUs [epeunciieHbl B Tabuuie 3-5.

Taoauna 3-5.

Henosaaaku npu noakia04YeHnu no tejie)OHHON JUHUI

Henonanka

IIpyunna

Crnocod ycTpaHeHus

ABTOMaTHYECKOE TIOI-
KJIIOYeHUE TI0 Telie-
(onHoit TuHUM K UH-
TepHEeTY He ToJyJa-
eTcsl, XOTs pyuyHOe
MOAKIIOYeHUE BBITOJ-
HseTcs 6e3 mpobiem

IMogkmoyeHue K
HHurepHeTy 3akaH-
yuUBaeTCs Heymauen,
TaK KakK HOMep yxe
Habupaetcst

TMonkmtoueHue 1o Te-
nedoHHON TMHUN
MpepBajIoCh

MonxmouyeHue 1o Te-
Je()OHHOM TMHU U
HUKOTIa He pa3phbl-
BaeTcsl, Jaxe IMpU OT-
CYTCTBHMH 3ampocCoB,
TpeOyIOIIUX YCTaHOB-
KM TOIKJTIOUEHUS MO
Tene(OHHOM TUHU U

HeBo3moxHo mon-
KJII0unThes K MHTEp-
HeTy o TeaedOHHOI
JIMHUU

YKazaHbIHeTIpaBUIIbHbBIE
PEKBUBUTHI MONL30OBATENS
B 3aITUCH MOAKIIOUCHUS
1o Tese(pOHHOM TUHUU,
a B CETeBOM IMOJKJIIoYue-
HUY YYeTHbIE JaHHBIC
yKazaHbl KOPPEKTHO

Ha ISA-cepBepe He pas-
PELIEHO MCTIONBL30BAHNE
MOIKJIIOYEHUS TIO TIJIe-

(GOHHOI TMHUK

KiuneHr asnsgercs
KIueHTOM SecureNAT

[Hpyrast ciyx0ba, yCTaHOB-
JIEHHAsl Ha KOMIILIOTEpE,
HCTOJB3YEeT 3TO MOAKIIO-
YyeHUe 10 TeJaeOHHOM
JUHUT

Kto-T0 HeuasiHHO
MpepBa MOIKIIOUYECHUE

Ipu moayyeHUU KJHEHT-
CKOTO 3aIpoca, ajpecye-
MOTO KOMIIBIOTEPY JIO-
KaJlbHOU cetu, ISA -cep-
BEp OTIPABIIACT 34l POChL
paspelleHust HMEHE KakK
BHYTPEHHEMY, TaK il
BHeurHeMy DNS-cepsepy

KiueHT siBisieTcs KaueH-
toM SecureNAT, a zanwuce
MOAKIIIOYEHUS TI0 T2JIe~

(hoHHOI TMHUK CKOHbU-
TypUpOBaHa He OO0 HOHIa

Beenute NpaBUJIbHBIC PEKBU3UTHI B 3allUCh
TOAK/IIOYECHHUS T10 TCJ'[C(I)OHHOI?[ JJUHUHN

IepeHacTpoiiTe ceTeBOe MOAKIIOUEHUE IO
Tene(OHHOM NMHKIN, pa3peNInB ero IMpUMeHe-
HHUE BceM mosnb3oBatessiM. [lompoOHee 00
9TOM — B cripaBoyHoit cucrteme Windows 2000

YcTaHoBUTE U 3aMYCTUTE KIMEHT OpaHAMay3pa

[TompoOyiiTe MOIKIIOUUTHCSI Yepe3 HEKOTOpoe
BpeMmsi — ISA-cepBep IomnbITaeTcs YCTaHOBUTH
nojkioYeHue nomosxe. Eciu Hemonmaaka

He yCTpaHseTCs, Mepe3anycTuTe cayxXobl [SA-
cepBepa

Tlepezamyctute ciyxx06n1 ISA-cepBepa — oHU
ABTOMATUUYECKU BBITIOJHST MOBTOPHOE
TTOAKITIOUEHME

Hacrpoiite ISA-cepBep Ha MCTONB30BaHMUE
ronsko BHyTpeHHUX DNS-cepsepos.

HwmeiiTe B BUDy, 4TO TaKoe pelIeHUE paboTo-
CMOCOOHO, TOJBKO KOTAA BHYTPEHHUI
DNS-cepBep crocobeH Mo Mepe HeoOXOMMMOCTH
MEPEeBOIUTb 3aMPOChl pa3pellieHus] UMEHU Ha
BHelnHuit DNS-cepsep

YcraHOBUTE HAa KOMIIBIOTED KJIMEHT OpaH.I-
Mayspa. Takke MOXHO cO3IaTh 3alUCh
MOJKJIIOUEeHHUS MO TeJe(OHHON TUHUU U Ha-
CTPOUTH CBOICTBA CETH Ha MAapIIPyTU3AIIUIO
K BBILIECTOSIIIUM CEpPBEPaM Yepe3 MOAKIIIoYe-
HUE TO0 TeJe(POHHON TUHUK
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Mepesanyck cnyx6 nocne U3MeHeHUii B KOHGUrypaumm

Ecnu nonkitoueHue K MHTepHeTY BHE3alHO MPEpBaJoCh B MOMEHT HCIOJIb30BaHUSI KJIUEHTCKHU-
MM KOMITbIOTEpaMHu, MOMpoOyiiTe nepe3amycTuTh ciayxkobl ISA-cepBepa: ciyx0y OpaHamayapa,
Web-nipokcu mim obe. Hekotopwsie mameHeHHMs B KoHburypanum ISA-cepBepa Takxke TpeOyIOT
nepesarnycka onHoil unau Oosnee ciayx6 ISA-cepBepa Ha Bcex cepBepax MaccuBa, B MPOTHBHOM
cllyyae KJIMEHTBhl HE CMOTYT BBITIOJHATH MOAKIIOUEeHUs. B ciiyyae Takux M3aMeHEHUN KOHCOJb
ISA Management oObIYHO (HO HE BCerma, Koria 3TO HYXXHO) OTKPBIBAeT AMAJIOTOBOE€ OKHO, MH-
(hopMUpyIOILEE O HEOOXOAUMOCTH Tepe3anycka CiayxKObl.

B taGauue 3-6 mepeunciieHbl U3MEHEHUS! KOHMUIYpaLMU, TIPU KOTOPBIX HEOOXOAUM Iepe3a-
MYyCK CyXO0.

Ta6mama 3-6. W3menenus B KOH(UIypanuu, Opd KOTOPBIX HEOOXOAWUM Mepe3amycK
cayx0 ISA-cepsepa

Wsmenenne B Konurypanmum Ilepe3anyckaemass ciyk0a

YcraHoBKa, ynajleHue, BKIIOUEHME, Crnyxbadpanamayapa
BbIKJIIOUEHUE DUIBTPa MPUTOKEHUS

VBenumueHne WM yMeHbLUICHUE pa3Mepa KaIa, Cryx6a 6paHamayspa
no0aBieHUe WU yIajeHue UcKa U3 Kalia

Wsmenenus B LAT, Biustioriie Ha BHyTpeHHEe Cnyx6a OpaHaMmayspa, ciyxba Web-mipokcu
WJIM BHEIITHEEe COCTOSIHUE CETEBOTO ananrepa

BxitoueHue WiM BBIKIIOYEHHUE Cryx6a6paHnmayapa
bunbTpanuy MakeToB

BxioueHne unmmoTkiIoueHuecereBoroanantepa  Ciyx0a0OpaHamayapa, ciyxkoa Web-npokcu

WN3menenue [P-anpecacereBoroanantepa Cnyx6abpaHamayapa, ciyxkbaWeb-npokcu
W3MmeHeHus TabMuIbl MapIipyTU3aluu Cnyx0a 6paHamaya3pa

YcTaHoBKa, BKJIIOYEHHE, OTKJIIOUEHHUE, yaaJeHHUe Cnyx6a Web-npokcu

WU M3MeHeHMe mopsiaka Web-¢GuibsTpoB

H3menenune HoMepoB TopToB Web-rpokcu Cnyx6a Web-tipokcu

M3meHeHure nmapameTpoB cIyxx0bl OpaHaMayspa Cnyxba 6panomayapa

B koHcoau ISA Management

O6HoBieHueceptudukaraSSL Cnyx6a Web-npokcu

JlobaBneHue cepBepa B MACCUB, yoaJeHUE Cnyx6a Web-npokcu

cepBepa M3 MaccuBa

H3meHeHus B ceTeBoM UHTepdelice Cnyx06a Gatekeeper H.323
npuspatHukaH.323(GatekeeperH.323)

W3meHeHus B KOHGUTYpaLluK CETU, U3MEHEHUSI Ciyx0a OpaHmMayspa
BKOH((pUTYpaluu Liermouek OpaHaMay3poB

Ha puc. 3-6 mokasana maHesnb 3agaHuii Monitor Servers And Services, B KOTOpOil ocyIie-
CTBJISIETCS 3aMyCK M ocTaHOB ciyx0 ISA-cepsepa.

P 3amyck ciiyKObI

1. B mepeBe xoHconm ISA Management LIEAKHUTE y3em Services.

2. B menmo View ormerpTe KOMaHmy Advanced.

3. B oOmactu cBemeHMA MIETKHUTE MPaBO KHOIMKOM MBI HYXXHYIO CIIYKOy U B KOHTEKCTHOM
MEHIO BBIOEpUTE KoMaHay Start.
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OcTaHoB CJIyKOBI
B nepese konconu ISA Management mienkHuTe y3ea Services.

| 4

L

2. B meHio View otmetbTe KOMaHay Advanced.

3. B obGnactu cBeeHUII HIETKHUTE MPABON KHOMKOM MBI HYXHYIO CTYX0Y U B KOHTEKCTHOM
MEHIO BBIOEpHUTE KOMaHIy Stop.

Monitor servers and Services
for MyArray

Viawe trw s aedivly o of the serven

Trin wil e wou houbimahoo! and anahae 154 Seroe s and oenily mikles
ROy sl 88 thiy Ansk

1) $iw and Contrd Rruime

10 Pristocol Fudes

23 1P Packst Filtan

2 ) Publehing

£33 Barwivactt ludes

21 ey Py Elwmerin
(2 Schoctes
(21 Barduedh pecxtns
3 Dresienstior: Swin
1Y Chonl Addbass Saby
(2 Protocel D efindiore:
15 bt G
13 Dusip Evirees

# By Cache confiquaalion

-5 Wontning Corfguasiin

- Extmngons

® g Hatmork. Convigasiion

et Configuaalion
= M1 Gmkeece

Schadulsd coniet dovnksan  Fueming

% %

St & warvice Shop & mewimee.

Puc. 3-6. 3amyck u octaHoB cayxk0 ISA-cepBepa B pexxume namesn sanannii (taskpad).
YupasieHue ciayxk0amMu Takke BbimojHsercs B pexume Advanced

Pe3iome

Henonanok noakiaoueHus 00bIYHO OYEHE MaJlo, €Cd He YCIO0XHATh KoHburypanuio [SA-cep-
Bepa U TINATEJbHO OTCIEXUBATh BCE H3MCHEHMWs, BHOCUMBIE TOC/E MePBOHAYAIbHON YCTAHOB-
Kku. [Tpu ycTpaHeHUM HEMOAa0K, BOSHUKIOWINY MPU MOAKIIOUEHUU, PEKOMEHIYETCS crUcTeMa-
TUYECKUI Toxxon. Bocmonb3yiiTech OMMCAaHHBIMU B 3TOM 3aHITHM METONAMU YCTPaHEHUS TH-
MOBBIX HETIOIAI0K.

Kpome Toro, MHOTHE HETOJaK! MPU MOAKIIOYSHUN KIMEHTOB BOSHUKAIOT U3-3a U3MEHEHU I
B KoHdurypauuu ISA-cepsepa. [locne BHeceHUsI u3MeHeHU I B KOHGUrypauuto ISA-cepsepa He-
00X0IMMO Tepe3ayCTUTh OIHY MJIM HeCKOJIbKO clyxk0 ISA-cepBepa Ha Bcex cepBepax MaccuBa.
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3akpenneHve marepuana

9 | [TpuBeaeHHbIE HUXE BOMPOCHI MOMOTYT BaM Jiyullle YCBOUTb OCHOBHbIE TEMbl JAHHOMU

i riaaBbl. Eciu Bbl HE cyMeeTe OTBETUTh Ha BOINPOC, MOBTOPUTE MaTepual COOTBETCTBYIO-
niero 3aHsaTUsA. OTBETHI U1 CAaMOIIPOBEPKU — B MPUJIOXEHUU A «Bompockl U OTBEThI» B
KOHUEKHUTH.

I. Bnl ycranaBnmuBaete ISA-cepBep M HacTpauBaeTe ero Cy>KO0bl 6paHaMayspa U Web-Kamupo-
BaHUS B ABYX dunnanax KoMnanuu. TpeGyeTcsa M3yduTh MOTPEOHOCTH IOJIb30BaTeNIe U 1aTh
pEeKOMEHAallMu MO0 HACTPOHKe KJIMEHTCKUX KOMIbIOTEPOB. B Kaxaom u3 ¢ununanoB pabora-
eT 1mo 20 COTpyAHMKOB, KpOME€ TOro, B LUTaTe mpeaycMoTpeHbl 10 crneuuaaucToB mo oociy-
JKMBAHUIO, KOTOPbIE KYPCUPYIOT MexXAy (pryinajlaMU U MOJAKJII0OYAIOT CBOU ITOPTATUBHbBIE KOM-
nbloTePHI K JI006oMy noctynHomy nopty Ethernet. PacnonoxeHue obUCHBIX KOMITbIOTEPOB B
dbunuanax doyiee WM MeHee MOCTOSHHOE, U HET HEOOXOAMMOCTHU OMPEAesTh IIsI HUX 0CO-
Oble mpaBujia goctyna. Tpedyercsi HOOUTbCS MaKCUMaabHOU 3((GEKTUBHOCTU YCTAHOBKMU U
rnochenyioliero conpopoxnenus ISA-cepBepa. Kakue KOMIbIOTEpHI Bbl MOPEKOMEHIYETE
CKOH(UTYPUPOBATh KaK KIMEHTHI OpaHaMayspa (ecii TaKoBble BOOOIIE HYKHBI), a KaKue —
Kak KiaueHTHl SecureNAT?

2. Yewm ornmuarorcs daitnel Mspelnt.ini 1 Wspefg.ini Ha KoMmbloTepax — KJIMEHTax OpaHaMay-
apa?
3. Kakue neiicTBUSI BBIMOJHSIOTCS B Ipoliecce 0OCIyxuBating 3anpoca KJIMeHTa MPpU aKTHUB-

HOM MeXaHM3Me aBTOMaTU4YeCKOro 0OHapyKeHus ?

4. MoOXHO M MyTeM HAacTpoOWKHM 3amuceil nmoakiwodeHuii [ISA-cepsepa no tesedoHHON TUHUU
00€eCcreynTh COBMECTHOE MCIIOJb30BaHUE KaneHTaMu Web-Tipokcn 6e30MacHOro moaKiInye-
Hust K UHTEepHeTy 1o TeseoHHONH TUHUU?

5. Bama oprasu3aiiyg HeIaBHO IMepelia ¢ BhIIEJEHHOIO MoaAKIoYeHus K MHTepHeTY Ha Mo~
KJII0YeHUe I0 TeedoHHOM TuHuU. [Ipu 3TOM Bbl OTKITIOUMIN BHEUIHWI CETEBOM amamTep v
HACTPOUJIM 3alUCh MOAKIIOUYEHUS MO TeaeHOHHON IMHUU Ha CYIIECTBYIONIEE TOAKIIOYEHUE
o tejedonHoi nuHuKM. OmHako, Korma ISA-cepBep mo3BaHMBaeTCs O MpoBaiizepa uepes
9T0 MOJKJIIOYEHUE, HUKTO U3 KJIUEHTOB HE B COCTOSIHUM YCTAHOBUTb CBSI3b ¢ MHTEpHETOM.
Yto BBl MOPEKOMEHIyeTe MPEANIPUHSTD B IEPBYIO OYepeb ISl yCTPaHEHMS 3TOi Hemogaaku?
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KoHdurypuposaHue
Oe3onacHoro gocryna

B UHTepHeT C uCnosib30BaHUEM
NOJIMTUK AoCTyna

imtue 1. CospgaHue nonutuk poctyna Ha ISA-cepeepe 101

@ 2. Co3paHue 3NeMEeHTOB NOJUTUKMN 107
3anatue 3. Hactpoiika npaBun NpoOTOKONOB 117
Janartue 4, Hactporika npasun y3/i0B U COAEPXMMOro 127
= 5. Hactpoiika punbTpos IP-nakeToB 137
lauarue 6. HachoﬁKé ISA-cepBepa Ha OGHapyXeHWe BHELUHWX aTak U BTOPXEHWIA 147
3akpenneHue matepuana 152

B aroi1 rnaee

[Ipu HacTpoiike MOJUTHUKM Oe30MacHOCTM AocTyna B MHTepHET HEOOXONMMO YYUTBHIBATH KOH-
(purypaliiio KOHKPETHOW ceTu M TpeboBaHUs no OGe3omnacHocTU. [locienHue oTaMyaroTCs LIS
Pa3HBbIX 0JIb30BaTeJIeH, KOMIIBIOTEPOB, [P-aapecoB MCTOYHUKOB U agpecaToB U 3aBUCAT OT Bpe-
MEHU TMOCTYIUUIEHUS 3allPOCOB, MPOTOKOJIOB, 3ampalinBaeMbix Web-y3/10B U TUIIOB COAECPKUMO-
ro. Anst co3gaHusl MOJUTUKU JOCTyNa, VUMTLIBAKIIIEH Bce 3TU OCOOEHHOCTH CETH, HEOOXOAUMO
3HaTh, Kak ISA-cepBep 0OpabaThIBaeT 3apoChl KIUEHTOB. B Ipoiiecce KoHGUrypupoBaHus Mo-
JIUTUKU AOCTYINa CO3JAIOTCS 3JEMEHThl MOJMTUKM, OTBEYalollhe OCOOEHHOCTSM Ballell CeTH,
HanpuMep paclMCaHMUsl WM NMOAMHOXKECTBA KJIMEHTOB. 3aTeM BBINOJHSETCS HACTpoiiKa Tpex
TUIIOB MPaBUJ, ONPeIe/ifioilUuy NOJUTUKY JOCTYIA: MPaBuj MPOTOKOJIOB, MPaBUJI Y3JI0B U COlEP-
KUMOTO U GunabTpoB [P-makeToB. st npefaoTepaliieHns BHEIIHUX BTOPXKEHUN B CETh PEKOMEH -
NyeTcsl BKJIIOUUTh MEXaHU3M BBISIBJICHUS] BTOpXKEHUI Ha OpaHAMayape.
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IIpexne Bcero
s u3ydeHus: MaTepuaoB 3TOM rJaBbl HEOOXOIUMO:
*  CKOH(UTypupoBaTh KOMITbIOTEPHI, KaK onucaHo Bpaziene «00 3T0it kHUre». Kommbiorep
Serverl ciefyeT yCTAaHOBUTh B KauecTBe KOHTpOJJIEpa JOMEHa, a KOMIIbIOTEp Server? —
B KauecTBe wieHa gomeHa. Komneiotepy Serverl cienyer HasHauuTh IP-ampec 192.168.0.1,
a KkoMmbloTepy Server2 — IP-agpec 192.168.0.2. KpoMe Toro, Heo0xoaumMo 00eCIieYuTh Mo~
kmoyeHue Serverl K HTepHeTy 1m0 TenehOHHON INHUM;
*  BBINIOJHUTD BCE 3aMaHus rjaaBl—3.
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Jangtve 1. CospaHue NOAUTUK AOCTyna
Ha ISA-cepeepe

OpHa U3 oCHOBHBIX GyHKuMI [SA-cepBepa — MoOAKIIOUYEHHUE JIOKAAbHOM cetn K MHTepHETY M
3allMTa OT OMACHBIX JaHHBIX, MOCTYIA0MIMX U3 BHEUTHUX UCTOYHUKOB. UTOGBI HACTPOUTDH 6E30-
racHoe MojAKJYeHue K MHTEepHETY B COOTBETCTBUM C MOTPEOHOCTAMU KOHKPETHOIM CeTH, Ha
ISA-cepBepe ompenensiioT MOJIUTUKY AOCTYNA, Pa3pellalollyl0 BHYTPEHHUM KIHMEHTaM AOCTYII
JUIIb K onpeneseHHbIM y31aM MHrepHeTa. Takas moiuTuka COBMECTHO C MPaBUIaMu Maplipy-
TU3ALUU OTpeNeNsieT MopsI0K B3auMOAEHCTBUS paboThl KIMeHTOB B MHTepHeTe.

U3yunB matepman 3Toro 3aHATUSNA, Bbl CMOXeETe:

v" pacckaszaTh 0 ToOM, Kak ISA-cepBep oOpabaTbiBaeT UCXOMSINNE 3AMPOCHI;

¥ pacckasaTb O IpUHLUIAX 00paboTku ISA-cepBepoM 3ampocoB, MPOIIEAIINX ayTeHTH-
(ukauuo kIMeHTOB OpaHaMayapa u Web-npokcu;

v ompenensiTh ypoBeHb CUCTeMHON Oe3omacHocTtu ISA-cepBepa.

MpopomKUTENLHOCTL 3aHATUA — OKOJI0 30 MUHYT.

YnpaeneHune ucxogawmmm sanpocamm

O6pabaTbiBast MCXOIALIMI 3aIIpOC U OMpeaessasi BO3MOXHOCTb gocTyna, ISA-cepBep pykoBon-
CTBYyeTCS TpaBUJIAMU MapHIPyTU3ALWU, TPABUIAMHU Y3JI0B M CONEPXKUMOTO U MPABUIAMU TMTPOTO-
konoge. [lepecplika 3ampoca pa3peniaeTcsl TONbKO NPY HAJIWYUHU MpaBuja NPOTOKOJIOB U MpPaBu -
Jla y3JI0B U COAEPKUMOTO, pa3pellalollnX 3aMpoc, U OTCYTCTBUM MPaBUJ, 3aMpellaiolinx npo-
XoxaeHue takoro 3ampoca. Ilocne ycraHoBku ISA-cepBepa B pexkume OpaHaMayspa WJIM B CMe-
IIAHHOM peXWMe aKTUBU3MPYETCSI OMpeleeHHOe M0 YMOTYaHUIO TPABWIO Y3JI0B U COAEPXKU-
MOTO, pa3peliaroliee JOCTyll KO BCEM y3JaM U TUIaM coiepxkumMoro. OmHaKo HUKaKUX MpaBul
MPOTOKOJIOB IpU ycTaHOBKe ISA-cepBepa He co3maercs.

[IpaBuna NpoTOKOJIOB M MpaBUIa Y3JI0B U CONEPXKUMOTO PETYIUPYIOT AOCTYI K COAECPKUMO-
My ¥ TIPUMEHSIOTCS K LENBIM MOIMHOXECTBAM aJpecoB KJIHWEHTOB, OoMpenessieMblx mo ux IP-
aapecaM (To ecTb AMana3oHaM [P-ajgpecos), UM K KOHKPETHBIM TOJIb30BATEISIM UM UX TPYII-
nam. [lopsmox o6paboTku 3ampocoB ISA-cepBepoM ompenensieTcsl TUIMOM KJIMEHTOB (KIMEHThI
SecureNAT, 6pannmayapa uiau Web-nmpokcu) U KOH(pUTypaluei caMoro cepsepa.

[Tpu 06paboTKe MCXOMSIINX 3aIPOCOB MpaBuaa U GUILTPHI MAKETOB MPUMEHSIOTCS B CIEAY-
[o11ei TOCIeI0BaTENbHOCTH:
|. mpaBwia OpOTOKOJIOB;
2. TmpaBuia y3JI0B U COAEPXKUMOTO;
3. ¢unbrphl IP-nakeros;
4. TpaBWIa MapUIPYTU3alMH YUIM KOHOUTYpalMs HeMOYKH (MepapXun) Opanamayspos.

[Mopsamok obpaboTku ucxoxsiero Web-3anpoca mokasaH Ha puc. 4-1.

IIpexne Bcero ISA-cepBep mpoBepsieT MpaBuia MTPOTOKONOB. OH MPOMyCcKaeT 3a1poc TOJIbKO
MpY HaJWYUK IIpaBUjIa IPOTOKOJIOB, pa3peliaioniero IpoXoXIeHUe 3aIIpoca, U IIPU OTCYTCTBUM
MPaBWJI TIPOTOKOJIOB, 3arpeliatoiiny ero.

[Tocne mpoBepku mpaBui MpoToKoNoB ISA-cepBep oOpaiiaercs K mpaBujaM Y3JIOB U COIEP-
SKMMOTO. 3arpoc MpoITycKaeTcsl TOJIbKO TPU HAJTUYUMU TPaBUJia Y3JI0B U CONEPXKMMOTO, pa3pelia-
IOILIETO NaHHBIN 3aMpoc, W MPU OTCYTCTBUM MPABWJI Y3JI0B U COAEPKUMOTO, 3aTPelladiiuy ero.
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3anpoc ot
BHYTPEHHEr0O
KIMeHTa

Ja
ECTb N1 NpaBuno NpoTokonoe,
HeTl sanpewaroliee nepechinky
[aHHOro 3anpoca?
Het

E l OTKIOHUTL 3aMnpoc

ECTbn npaBmno NnpoToKOsIOoB, y!
Ha paspeLuaoLLee Nepechiky I
[aHHoro 3anpoca? |
fla !
EcTb nn npaBwiio y3noB v cogep-
Hetf  xwumoro, sanpewaouiee nepe-
CbIfIKy JA@HHOrO 3anpoca? |
Het |

Ectb nn npasuno y3nos u cogep-
da XMMOro, paspeLuatoLlee nepechbin-
Ky AaHHOro 3anpoca?
Jla 1
Ectb nn dunbTp IP-nakeToB, 610KMpYoLLIMKA
Het [aHHbI 3anpoc?

Ja Het = BbInonHuts
n MapLIpyTU3a-
PUCYTCTBYET N Ha Ipasnex in MapLupyT LMo Ha Bbllue-
yKa3aHHbIV B 3anpoce Oa | anpsmvio 8 MktepHeT? cToALMIA
agpecar B KakoM-1bo PAMY! Ll cepeep

npasune MapLupyTM3aumm?
MonyunTte 06BEKT

Puc. 4-1. Tlopsmok o6pa®OTKM 3ampoca Ha JOCTYI K OOBEKTY

IMocne MpoBepKy MpaBUII Y3I0B U coiepxumoro ISA-ceprep ompenesseT, ecTb JIU (QUIBTP
IP-makeToB, KOTOPbIi OI0KUPYET AaHHBII 3ampoc. OOpaTuTe BHUMAHUE, YTO, B OTJIMYKUE OT Tpa-
BUJI TIPOTOKOJIOB M MPaBUJI y3JI0B U COAEPXUMOT0, Hanuuue GpuabTpoB IP-nakeToB, paspemaio-
KX KITUEHTCKUI 3ampoc, He TpedyeTcs.

Buumanue! [lpu moctyne B MHTepHet nosenerre ISA-cepBepa CYLIECTBEHHO OTIMYAETCS OT IMO-
BelleHUs KJIMeHTOB. Il pa3peleHus TOJHOILIEHHOTO JocTyma camoro ISA-cepBepa HEOOXOMUMBI
¢unpTpel IP-mmakeToB. B oTIMUMe OT KIMEHTOB, YTOOH IOJYYUTh AOCTYII B UHTEpHET ¢ KOMITBIO-
Tepa ISA-cepBepa, OQHOI HACTPOIKM paspeluaioniuy IpaBuil IPOTOKOJIOB U MPaByU Y3JI0B U CO-
JepKUMOro HepocTaTouHo. OnHako, MocKoibky ¢unbtpel IP-nakeToB cratuyeckue, a He AMHA-
MUYECKHUe, KaK MpaBuia, OObIYHO He MpEAroJaraeTcs MCIoab30BaTh KOMIMbIOTEP, HA KOTOPOM
ycraHoBleH ISA-cepBep, g noctyna B MHTepHeT. [1oaToMy B KHUTe paccka3aHo JIUIIb 06 obec-
nmeyeHUM Oe3ormacHoro mocryna B MHTepHeT KinneHToB (a He camoro) ISA-cepsepa. (Hacrtpoiika
¢unpTpoB IP-makeToB mogpoOHO paccMaTpUBaeTCS B 3aHSITUM 5 3TOM IJIaBBL.)

W, nakonen, ISA-cepBep nmpoBepsieT mpaBuia MapIIpyTU3aluy (eclii 00bEKT 3aIlpalinBaeT-
cs knreHToM Web-npokcu) miv KoHGUTypalnio uepapxuu OpaHaMay3poB (eciv 0ObeKT 3ampa-
mBaercs KameHtoM SecureNAT wau OpaHaMayspa), YTOOBI OIPENENTUTh TOPSIOK 00CTyK1Ba-
HUSI 3a1mpoca.

Honyctum, ISA-cepBep yCTaHOBICH B CMEIIAHHOM peXHMe WIM B pexXuMme OpaHAMayspa Ha
KOMITBIOTEpPE C IBYMSI CETEBBIMM KapTamii, OfHA M3 KOTOPBIX IMOIKIoYeHa K MHTepHeTy, a apy-
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rasg — KJIOKaibHOU ceTd. KopropaTuBHBIEC TIpaBIIa pa3peluaioT TOCTYIT BCEM IOJb30BATEISAM KO

BCEM y3/aM. B aTOM ciiyyae B MOJMTHMKE NTOCTATOYHO MPETYyCMOTPETD JIMIIb ABA MIpaBUIa TOCTYTIA:

® [paBWJIO NMPOTOKOJNOB, Pa3pelialoliee BCEM BHYTPEHHUM IMOJb30BATENSIM npUMEHEHHE JIIO-
OBIX MPOTOKOJIOB B J11000€ BpeMs;

®  [PaBHJIO Y3JI0B M COAEPKHUMOrO0, paspeliaioiee BCEM I0Jb30BATENSAM AOCTYII K COAEPKUMOMY
BCEX y3/10B B J1000e BpeMsi. OOpaTuTe BHUMaHUE, YTO 3TO MPaBUJIO pa3peliaeT JOCTYN BHY-
TPEHHUX KJIMEHTOB B MIHTepHET, HO HE BHEIIHUX — K JIOKAJbHOM CeTu.

Hactpoiika nonutukn goctyna

[MomuTuky Koctyma [SA-cepBepa CoCTOST U3 MPABUI Y3IOB M COIEPXKIMOTO, TPABMI MPOTOKO-
J0B U puibTpoB IP-makeToB. Ha M3011MpoBaHHBIX cepBEpax CO3AAI0TCS U30JIMPOBAHHBIE 01~
TUKU AocTyna. B MaccuBax co3matoT ¥ MPUMEHSIIOT MOJUTUKY AOCTYIA YPOBHS MaccuBa, moJim-
TUKY IOCTYIa YPOBHS MPEANPUSITUS WIN COUYETAHUE ITUX ABYX MOJUTHUK.

[IpaBuiia MOMUTUKY OCTYNA TPUMEHSIOTCS K KJIMEHTaM BCEX TUIOB: K KJIMeHTaM OpaHaMa-
yapa, SecureNAT u Web-npokcu.

Mpaeuna u ayreHTMpuKauums

[IpaBusia MpOTOKOJIOB 1 MpaBWJja y3J10B U COAEPKUMOTO pa3pelialoT WK 3arpeliaioT KOHKPeT-
HBIM TOJIb30BaTE/ISIM IOCTYI K OINpeaeJeHHbIM aIMUHUCTPATOPOM MPOTOKOJIaM, y3iam MHTep-
HeTa Wu coiepxuMmomy. Korma mpaBuyia HACTpOEHbI M MPUBEICHBI B ACMCTBUE, TPEXIE YeM
MPOIYCTUTh KJIIMEHTCKUI 3ampoc dyepe3 OpaHaMayap, ISA-cepBep BBIMOJHSIET €ro ayTeHTU(hU-
Kanuio. Dra npouenypa pasauyHa misd kineHToB SecureNAT, 6panamayspa u Web-1ipokcu.

Mpumeyanue B ormMuue OT MpaBWJI IIOJUTHKM, IPUMEHIEMBIX K ONpeIeIeHHBIM ITOJIb30BaTe-
JIIM ¥ TPYIIaM, MpaBuia, feiicTByionMe Ha KIMEHTCKUE KOMITBIOTEPhI, TPUMEHSIIOTCSI KO BCeM
knveHTaM SecureNAT, Opanamayspa u Web-npokcu. I[lpaBuia, mpuMeHsieMble K KIMEHTCKUM
KOMITbIOT€pPaM, HacTpauBaloTCs AJIs1 MOAMHOXECTB apecoB KJIMEHTOB (nuana3oHoB IP-agpecos),
a He UMEH KOMITbIOTepoB. Tak Kak Bce TUITBI KIMEeHTOB coobuiaior ISA-cepepy IP-anpec kimeHT-
CKOTO KOMITBIOTePa, OHM aBTOMATUYECKH TIPEAOCTABIISIOT MH(MOPMAIINIO, HEOOXOMUMYIO IS TPUME -
HEHUS TIONOOHBIX TPaBUIL.

Knnentbl SecureNAT u ayreHTudukaums

3amnpocsl kiareHToB SecureNAT — ato Bce He cBsizaHHbIe ¢ Web 3anpockl B IHTepHeT, mocty-
nawluiMe ¢ KOMIBIOTEPOB, Ha KOTOPHIX HE YCTaHOBJIEH KJIMEHT OpaHmmayspa. Hampumep, mo-
YTOBBIE 3aMPOCHI M 3aIIPOChl HOBOCTEM cumnTaroTcst ceaHcaMu SecureNAT, eciu Ha COOTBETCTBY-
IOLIMX KIMEHTCKUX KOMITbIOTEPAX HET aKTUBHOTO KJIMEHTa GpaHaMayapa.

Brinonnss 3anpoc, kaueHTh SecureNAT He coobuiaot ISA-cepBepy UM oJib30BaTe sl WK
koMmmbloTepa, [loaToMy mpu HanMuuu MpaBuiia MOJUTUKHU AOCTYMA, MPEAyCMaTPUBAIOIIETO
ayreHTudukamnuo, ISA-cepBep orBepraer Bce 3ampockl mo SecureNAT.

JlonycTuM, MOJUTUKA JOCTYIA COCTOUT U3 MPaBUJ IIPOTOKOJIOB M TIPABUII Y3JI0B M COICPKM-
MOT0, pa3spelnaloliny JOCTYN B JI000e BpeMsI KO BCEM y3J1aM 10 BCEM MPOTOKOJIAM YJIeHaM IpyIl-
el Domain Users ([Tonb3oBaTenu noMeHa). B 3ToM ciiydyae Bce MOUYTOBBIE 3aMPOCHI MOJIb30BATE-
151 John, BeimoaHeHHBIe ¢ KireHTa SecureNAT, GIOKHPYIOTCS, JaxkKe eClId OH SBJISICTCS WICHOM
rpynnsl Domain Users. [lpuunHa B Tom, 4to KiaveHThl SecureNAT He momnepKuBaloT ayTeHTU-
(ukanuo, KOTopylo TpeOYyIOT MpaBujia MOJUTUKHU AocTyna. YToObl MoayYuTh JocTynn B MHTep-
HET I10 MPOTOKOJaM, OTJUYHBIM OT MpoTokojoB Web, mosb3oBarento John cienyer ycTaHOBUTD
Ha CBOEM KOMIIbIOTEPE KJIUEHT OpaHIMayspa.

5-2186
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KnuenTbl GpaHaMayapa u ayTeHTUdMKaums

KnuenTtsl Opanamayspa npu 3anpoce coodiiainT [ISA-cepBepy vmM#A Moab30BaTeNs] 1 KOMIIbIOTEPA.
TToaToMy K ceaHCaM KJIMEHTOB OpaHIMay3pa MOXHO IMPUMEHATh Tpedyioline ayTeHTU(DUKALIHIO
MpaBuJIa MOJUTUKHU JOCTYIIA, a 3alPOCH TdKHY KIMEHTOR, He CBA3aHHBIE ¢ Web, He oTBepraioT-
cs TaK KaTeropuyecku, Kak 3T0 MPOMCXOIUT ¢ KiaueHTamu SecureNAT,

JlonmycTuM, YTO TIOJUTHKA JOCTYIa COCTOMT M3 TPaBWI MPOTOKOJIOB U MpaBUJI y3JIOB U CO-
JNIEPXKUMOT0, pa3pelliainy T0CTY B 11000e BpeMsl KO BCEM y3jaM IO J000MY MPOTOKOJY Yje-
HaM rpynnbl Domain Users. Eciu nosis3osate s John BBIMOJTHUT MOYTOBBIN 3aMPpOC C KOMITbIO-
Tepa — KJMeHTa OpaHaMayapa, 3anpoc npoiaet yepe3 ISA-cepBep TOIbKO TPU TOM €IMHCTBEH -
HOM ycioBuM, 4to John Bxomut B rpymiry Domain Users. OmHako ecin Ha cepBepe €CTh €lle
OJHO MPaBUJIO MPOTOKOJIOB, 3alpellanliee T0CTYI moab3oBareaio John, [SA-ceprep 3abnoku-
pyeT Takoii, He cBsi3aHHBI ¢ Web, 3ampoc.

Knuentbl Web-npokcu n ayteHtudukauums

Tlo ymMomgaHWIO HOCTYN KIMEHTOB Web-I DOKCH OCYIIECTBISAETCS aHOHMMHO, HO €CTh JIBa YCIIO-
BUSI, TIPU KOTOPBIX UM TPeOYyeTCs MPeAoCTaBIsATh UACHTU(DUKALIMOHHYI0 MH(popMaluio. [1pu BbI-
TMOJIHEHUU XOTS Obl OAHOTO M3 CIE/IYIOLIAX YCIOBUM MpaBuia, onpenejeHHbIe N1 KOHKPETHBIX
[TOJIB30BaTeNIell MM TPYII, [IPUMEHAIOTCH K ceaHcaM KIWEHTOB Web-IpoKcu:

* cTraHmapTHbIe (IT0 yMOJIYaHUIO) cBoiicTBa ISA-cepBepa n3MeHEeHBI, Terepb TpeOyeTCsl ayTeHTH -
dbuxanus nexonsix Web-3ampocoB (110 yMOJTYaHU o TpoBepKa MOMJTMHHOCTY HE HYXXHA);

*  TIOJIUTHMKA JOCTYyNa COACPXKUTPa3peilialolice TpaBuiao (IPaBUIO TTPOTOKOJIOB WM TPABUIO
Y3JI0B M COAEPXMMOTrO0), ONpeneSeHHOe UISi KOHKPETHBIX MOoJIb30BaTeell WU TPYIIII.
Jliob6oe paszpeluaoliiee MpaBuilo, oTNpeneseHHOe NIl KOHKPETHBIX MOJb30BaTefeil Uin TPyI,
TpebyeT OT KIueHTOB Web-TpoKCHU MpenoCcTaBasITh CBOU PEKBU3UTHI NIPU CO3JAHUM CeaHca.
AHajloruuyHbIe 3apeliaoliue npaBuia MOJIUTUKHU JOCTYIa HE OKa3bIBAIOT BIUSTHUS Ha KJIU-
eHTOoB Web-MpoKcH, €Ciu TOJIbKO HET pa3pellalollero npaBuia, AJsi KOTOPOTo ayTeHTUdU-
¥alins  o0s3aresbHa.

JIOIyCTHM, YTO CTAaHIAapTHBIE CBOMCTBA MCX0,/1s1111MX Web-3ampocoB He M3MEHSIINCH, a TTOJIH-
THKa J0CTyNa COCTOUT U3 CJAEAYIOUIMX TPAaBUI:

* MpaBUJia MPOTOKOJIOB, pa3pellialollero J0CTYI BCeM 3alpocaM I0 BCeM MPOTOKOJaM B JIIO-
0oe Bpems;

*  TpaBWJia MPOTOKOJIOB, 3alpelllaloliero nojb3oparesio John goctyn mno JoO6oMy MPOTOKOIY;

* mpaBwWia y3JIOB U COAEPKMUMOTr0, pa3pelialniero 10CTyn KO BCEM aapecaTaM BCEeX 3allpoCOB
B J1000€ Bpems.

B stom cirygae Web-3anpoc monb3oBarteiist John He 3a0JIOKUpyeTCsl, TaK KaK HET pa3peliaro-
LIEro MpaBuja, KOTOpoe MOTJI0 Obl MOTPeOOBaTh UAEHTU(PUKAIIMOHHbBIE PEKBU3UTHI Y KIUEHTOB
Web-npokcu. OnHako eciii J00aBUTh B 1Y MOJUTUKY MPaBUJIO MPOTOKOJOB MJIU MPAaBUIO Y3-
JIOB U COAEPKUMOTO, pa3peliawlinee rmoji-biid qoctyn BceM yiaeHaMm rpynnbl Domain Users, Bce
Web-3anpochl nosib3oBatesst John 6yayT 6JJOKMpOBaThCS.

> Bkiaouenne TpedoBanms ayTeHTH(hukalyu npu Bcex Web-3ampocax

. B nepese koHconu ISA Management 1€ IKHUTE MPaBOii KHOMKOM MBIIIX HYXHBIII MacCUB U
B KOHTEKCTHOM MEHIO BbIOepuTe KoMmaHay Properties.

2. Ha Bxiaake Incoming Web Requests (Bxoasiiune Web-3amnpocsl) uinu Outgoing Web Requests
(ucxonsgue Web-3anpocsl) ycraHosuTe ¢uiaxkok Ask unauthenticated users for identification.

IIpumeuanue HM3MeHeHUs BCTYIST B CUJIY TOJIBKO TOCe Tepe3arpy3ku ISA-cepsepa.
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CuctemHas GesonacHocTb ISA-cepeepa
(GnokupoBKa M3MEHEHMIA CMCTEMHONM KOH$Urypaumm)

B cocraB ISA-cepsepa Bxomut mactep ISA Server Security Configuration, KOTOpBIii TpUMEHSIETCS
[U14 ompeneseHusl TpeOyeMbIX MapaMeTpoB 0€30MacCHOCTU CHCTeMbl Ha BCEX CepBepax MaccuBa, TO
eCTh PA3TUYHOTO YPOBHS 0A0KUPOBOK A Npedomepauyenus UsMeHeHuil CUCMeMHOL Konueypauuu
(system hardening). OH T03BOJISIET BHIOpaTh OAWH M3 TpeX YpOBHEl 0e30IMacHOCTU CHUCTEMBI:
e Dedicated — npumeHsiercst, Korga |SA-cepBep HMCHONb3yeTCS UCKIIOUYUTEIBHO B KayeCTBe
OpaHaMayspa U Ha HEM He paboTaloT HUKAaKue ApYyrue MHTePAKTUBHbIE MPUTOXKEHUS;
e Limited Services — mpumensiercst, korma ISA-cepBep MCMONB3YETCA KakK GpaHIMaysp U cepBep
K3LIMpoBaHus. B aToM ciyyae MOXHO 341U THTE ISA-cepBep AONTOTHUTEIbHBIM OpaHAMay3pOM;
® Secure — IPUMEHSETCS, KOrna Ha KoMmbioTepe kpoMe ISA-cepBepa yCTaHOBJIEHBI U Apyrue
cepsepsbl, HanpuMep IIS (Internet Information Services), cepBepbl 6a3 naHHBIX, cepBepsl SMTP

Yro06mn1 3ammyctuth MacTep ISA Server Security Configuration, Beioepute nanky Computers B
nepeBe KoHconu ISA Management, B 00JacTM CBEACHUU [LUEJKHHUTE MPaBOW KHOTMKON MBIIIN
3HAYOK HYXXHOTO cepBepa U B KOHTEKCTHOM MEHIO BriOepute KoMaHay Secure (puc. 4-2).

~orhguraton

;u'_ T il e i ¥
Puc. 4-2. 3amyck mactepa ISA Server Security Configuration

»  Hacrpoiika ypoBHsi G€30MACHOCTH CHCTEMBI

1. B nepese kKoHconu ISA Management mienkHure nanky Computers.

2. B oGnactu cBeaeHUI MIETKHUTE MPaBOii KHOMKOM MBIIIU HYXHbBI KOMIBIOTEP U B KOHTEKCT-
HOM MEHIO BbIOepUTEe KOMaHIy Secure.

3. TlocnenoBaTesbHO BBHIMOJHSANTE HHCTPYKLIMU MacTepa.

Mactep Getting Started

B cocraBe ISA-cepBepa mocrasisiercsas Mactep Getting Started (puc. 4-3), KOTOpBI MO3BOJSIET
CO31aTh TOJINTUKH JOCTYIIa, OTBEYaIOlie OCOOEHHOCTSIM Ballleil ceTH. BBITTOJTHMB Bce MHCTPYK-
MU MacTepa, Bbl MOJYYUTE HACTPOCHHOE Ge3omacHoe MONKIIoueHMe ceTh K MHTepHeTy uepes
ISA-cepBep.
Mactep Getting Started npeaHa3zHaueH 115

*  HACTPOWKM MapaMeTPOB TMOJUTUKU MPEANPUSITUS (TOIBKO B MacCHUBax);

*  CO3IaHWUS JIEMEHTOB MOJUTUKYN YPOBHSI MPEANPUSITUS (TOIBKO B MacCUBax);

*  CcO3IaHWs MPaBWJI MPOTOKOJIOB YPOBHS MPENNpUsITUS (TOJBKO B MacCUBax);

*  CO3MaHUsI TIPAaBUJ y3JIOB U CONEPXKUMOTO YPOBHSI MPEANpPUATUS (TOJIBKO B MacCUBax);

*  CO3[aHUs BJIIEMEHTOBIIOJIUTHKH YPOBHSI MacCHUBa;
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*  CO3JaHus NPaBWINPOTOKONIOE yPOBHSA MacCHUBa;

*  CO3[aHus MPaBUII Y3JIOB U CONEPKUMOIO YPOBHS MacCHUBa;

*  YCTaHOBKM YypOBHsI 0€30IaCHOCTH CUCTEMBI;

* HaACTpOVKU (PUJIbTPALIMU MTAKETOB;

*  HACTPOMKHU MapIUIPYTU3ALUU U ITIOCTPOECHUSI MeEPAPXUU OpaHIMAay3pOB;
*  CO3MaHUSI MOJMTUKM KIIIUPOBAHMSI.

Mactepom Getting Started MOXHO BOCTIONLIORATLCA B JIIOOOM MOMEHT MOCJIE€ HACTPOMKU
MOJUTUKU AOCTYIA,

P 3anyck mactepa Getting Started

I. B xoHconu ISA Management otkpoiite MmeHo Viewn ormerbTe KomaHay Taskpad.

2. B nepeBe koHconu BbiGepuTe y3ena Internet Security And Acceleration Server.

3. B obGnactu cBemeHuit mienkauTe 3Hasok Getting Started Wizard.

4. TlocnemoBaTeIbHO BBIMOJHSIMTE MHCTPYKIIHKH MacTepa, OToOpaXkaeMble B 00J1aCTH CBENEHIH.

| 1 ke and Content Rules
| 23 Pratocol Aules 1 Use this laskpad to manage and config us pour 154 san

|
1
4(?:5
|
|

£ Pubishing
Gatting Stared Wizard 168 Fuanor 1 Witk wiiy Suppor on the Web

2
2

Iz

mrver Pkt

a

Puc. 4-3. 3amyck macrepa Getting Started

Pe3iome

Ha ISA-cepBepe co3maioTcst MOAUTHUKU JOCTYyMA, COCTOAIME U3 MTPABUJI Y3JIOB U COAEPKUMOTO,
MpaBUJI IPOTOKOJI0B 1 priibTpoB [P-makeToB. KinmeHTCKUe 3ampockl MpOMyCcKalOTCsI TOJIbKO MPHU
HaJIMYMU IIPABWIA Y3JI0B U COAEPKMMOIO U IIpaBMja IIPOTOKOJIOB, Pa3pellaloinX JaHHbBIA THII
3aIIPOCOB, ¥ OTCYTCTBMH IIPABWJI, 3aIlpPEIalolnX TAKUE 3alpOChI.

BoinmonHss 3anpoc, kaneHTsl SecureNAT He coobuiaiot ISA-cepBepy UMST TTOJIb30BATENS WIK
KOMIIbIOTEpa, MO3TOMY MpPU HaJIMYUM IpaBuja MOJMTUKM HOCTYyIMA, MPEAyCMaTPUBAIOILIETO
ayreHTudukauuio, ISA-cepBep oTBepraeT Bce mMogo0OHbIe 3anpockl. KiimeHThl OpaHamayapa mnpe-
JOCTaB/SIIOT MH(pOPMALIMIO IJIsT UACHTU(UKALIMY TI0Jb30BaTeIsl; Ha MOPSIIOK 00pabOTKU TOCTY-
MaoUIMX OT HUX MCXOMSIIMX 3alpPOCOB EJNHAST WIEHCTBO B IPYIIAX M IIpaBa II0Jb30BaTesei.
Ipu 3arpoce coaepKUMOTO KJIMEHTaMU 'Web-TipokeH nHOopMauus 1 ayTeHTU(UKALIMKA TIe-
penaercsa Ha ISA-cepBep TOJIbKO B TOM ciydyae, koraa ISA-cepBep TpeOyeT OT IMoJib3oBaTesieit
MPEAOCTaBISATh UACHTU(MOUKAIIMOHHBIE CBC/IEHMA WU €CJI CYIIEeCTBYET pa3pellaloliee MpaBuiIo
MMOJUTUKH, TPEDYIOINIECE BRIIIOJHATD ayTeHTU(UKALUIO.

Jlns moBbIlIeHUsT 0€30MacHOCTH cHcTeMbl B cocTaB ISA-cepBepa BxoauT mactep ISA Server
Security Configuration, KOTOpbIii MO3BOJISIET YCTAHOBUTh Ha BCEX CepBEpax MacCHUBa HYXXHbBIC
rapaMeTphl 0€30MaCHOCTH CUCTEMbI. Kpo e Toro, mis o6jerdeHust HaCTPOKY 6E30MaCHOCTH 1
IMOJUTHUKM JOCTyIa npuMeHsor Macrep Getting Started, KOTOpPBI ITO3BOJISIET CO30AaBaTh IIOJIM-
TMKH IOCTYIA IS KOHKPETHOM CeTH.
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3aHatne 2, Co3pgaHune 351eMEHTOB MOJIMTUKU

Monutuku noctymna, co3naBaemeie Ha ISA-cepBepe, ompenensioT, KaKuM BuaaM Tpaduka, B Ka-
KOoe BpeMsi, M3 KaKNX NCTOYHUKOB U K KaKUM aJpecaTaM pa3pelaeTcs MPOXOANTh yepe3 OpaH/-
mayap. IlapaMeTpbl HOJIUTUKK JOCTYIIA, TAKKME KaK THII COAEPXKMMOIO, pacrcaHKe, ITOAMHOXE-
CTBO KJIMEHTOB WJIW a[pecaToB, HA3BIBAIOTCS 31€MEHMAMY NOAUMUK. DTO «KHPIIMYMKW», U3 KO-
TOPBIX CTPOSITCSA MpaBuia MONUTUKU. [lonb3oBarenio paspelaeTcsi ONMpenessiTb COOCTBEHHBIE
SJIEMEHTHl MOJUTUKU U HacTpauBaTh MapaMeTpbl MPaBWJI B COOTBETCTBMM C MOTPEeOHOCTIMU
KOHKPETHO ceTu.

U3yunB matepuan aToro 3aHATHA, Bbl CMOXeTe:
¥ co3maBaTh U HacTpanBaTb 3JICMCHTLI IMOJIMTUKU Ha ISA—cepBepe.

IIponomKuTEIbHOCTD 3AHATHS — OKOJIO 45 MHUHYT.

OneMeHTbl NOJITUKU

DIEMEHTBI MOJUTUKY — 3TO IapaMeTphl I CTPOUTENbHBIE OJIOKM IpaBuia moauTuku. Cosma-
Bas IPaBUJIO, KOTOPOE 3alpellacT KAKOMY-TO ITOAMHOXECTBY KJIMEHTOB MOCTYII K OIpEIe/ICH-
Homy Web-comepXuMoMy B yKa3aHHBIE BPeMEHHBIE PAMKM, BBl MCIIOJIb3yeTe€ TAKUE DJEMEHTBI
MOJIUTHK, KaK MOJAMHOXECTBO KIMeHTOB, Web-conepxinMoe 1 pacnucanue. ISA-cepBep mo3Bo-
JIIET CO3/1aBaTh 3JEMEHTHI MOJUTUKU U 3aTEM WCIIOJIL30OBATE UX B PABMIax. DIeMeHThl MOJUTH-
KU CO30AI0TCSI HA YPOBHE MPEAIIPUSATUS WIM Ha YPOBHE MaccuBa. CyiIECTBVIOT CIICAYIOIINE TUTIBI
2JIEMEHTOB IIOJUTUKH:

*  paclmucaHus;

*  I[IPUOPUTETHI MPOIYCKHOMR CIIOCOOHOCTH;

*  IIOAMHOXECTBA aIpecaToB;

*  IIOAMHOXECTBA aapecOB KIMEHTOB;

*  OIpeleeHUs IPOTOKOJIOB;

*  TPYIIBI COAEPKUMOTrO;

*  3alMCH MOAKIIOYEHMH 1O TeJedOHHOM TMHUM.

AneMeHTbl NONUTUKMA YPOBHS MacCMBa M YPOBHS NpeanpusTus

Korma mpu mncmons3oBanum ISA Server Enterprise Edition Tpebyercsa ompeneauTh MOTUTUKY
JOCTYTIAa HA YPOBHE TPENNPUSITHS, OMPEIENSIOT dJIEeMEHTHl TOJUTUKNA YPOBHS TIPENITPUSITHS.
B nanbHeiieM OoHM MPUMEHSIOTCS MIPU CO30AHUU MPAaBWJI YPOBHS MPEANPUSITHUS.
[Mpu coBMECTHOM WCTIOJNB30BAHUM TOJUTUK YPOBHS MAacCWBa W YPOBHS MPENNPUSITUS BBI
BIIpaBe MPUMEHSITH B TIPaBUJIaX YPOBHS MacCUBAa DJIEMEHTHI TIOTUTUKU YPOBHS TIPEATIPUSITHS.
Ha u3onupoBaHHBIX cepBepax pa3peliaeTcsi CO3AaBaTh TOJbKO 2JIEMEHTHI TIOJIUTUKUA YPOBHS
MaccuBa.

Hactpoitika pacnucanui

[nst onpeneneHus: BpeMEHU AECTBUSI CO31aBaéMOro MpaBuja UCIIONb3YIOT paclucaHue.
ISA-cepBep comepXuUT ABa MPEeNYCTAHOBJICHHBIX PACIIMCAHUS:

e  Weekends (BbIxomHbIe) — cy00OTa U BOCKPECEHbE;

® Workhours (pabouee BpeMs) — ¢ 9 mo 17 4acos, exXeqHEBHO, C TIOHeNeTbHUKA O TSATHUILY.

Kpome Toro, ISA-cepBep Mo3BoJIIeET co3AaBaTh HaCTpauBaeMble pacniucaHus (puc. 4-4).
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New schedule

Hame; _‘iE\emnd shift

HX 06BIYHO UCTIONB3YIOT B CIEAYIONINUX MTpaBUIaX:
MpaBuJjiax y3JIOB U COAEPKUMOTO;

TpaBuiax MPOTOKOJIOB;

MpaBuUjIax MPOIYCKHON CTTIOCOOHOCTH.

Set the activation limes to fes that are based on Whis schedie,

12+ 2+ 4 -8B+ 8-W=12-2- 4681812
et {13 o

et B il

Sundsy trough Salurday from 1241 to 12AM
I Aiave | Clnaiie

Puc. 4-4. Hacrpoiika pacnucanus

P Cosnanme pacnucanus

1.

w2

B nepeBe koHconu ISA Management 1eJIKHUTE MpaBoii KHONKOM MbIu y3ea Schedules, B
KOHTEKCTHOM MEHIO IociienoBaTeibHO BbiOepuTe KoMaHabl New u Schedule.
B nmone Name ykaxxute uMs HOBOTO pacIliicaHusI,
(Ilpu neobxodumocmu.) B mone Description ykaxuTte onucaHue pacnucaHus.
J1s HacTpOWKM pacTMcaHUs BOCTIONEIYIITECH TAOMUIIEH pacTIMCaHus:
* IIEeJKHUTE SYeiKy TaOJUIlbl, YTOOBI BHIOpATh OMpPENeICHHBI Yac OINpeneseHHOTO IHS
HeIeu,;
*  IIEJKHUTE KHOTKY JHS B JIEBOM C0Ji0LIE, YTOOBI BBIOPATh ACHD HEAETH IETUKOM.
*  IIeJKHUTE KHOIKY Yaca BBEpPXHEM pPsOy, YTOObI BBIOPATh OMWMH W TOT XK€ Yac IJIsl BceX
IHEN Henemnu.
IlenkHuTe nmepekiaoyaTeab Active, 4ToObI TTPaBUIO AEKCTBOBAIO B BHIOpAHHOE BpeMsl, WUJIU
nepekmovateab Inactive, 4ToObl Npasiiio B BBIOpaHHOE BPeMs He MPUMEHSIIOCH.
B Tabnune pacnucaHuit TeMHas sS4Yeiika 03Ha4YaeT, YTO MPaBUJIO aKTUBHO, a CBETJIas — 4TO
HEaKTHUBHO.
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3aHsTne 2 Cozfianme 3NeMeHTOB MOAUTYKK

Hactpoitka nogMHOXeCTB aapecaToB

TloomHoocecmeo adpecamoé — 3T0 OAHO WIM HECKOJbKMX MMEH KOMIbIoTepoB, IP-ampecos, mo-
MEHHBIX UMEH WM Auamna3oHoB IP-agpecoB. B moamHoXecTBax aapecaToB pa3pellaeTcs yKa3bl-
BaTh MyTU. OHU MOTYT COCTOSITh HE TOJBKO U3 OAHOTO UJIU HECKOJbKMX KOMIIBIOTEPOB, HO U U3
OTHENbHBIX MaNoOK Ha KOHKPETHBIX KoMImbloTepaX. CyliecTByeT HECKOJbKO CIOCOOOB BbIOOpa
MMOIMHOXECTB aJpecaToB B MMpaBMJIaX — KO BCEM KOMITbIOTEpaM, 3a MCKIIOUeHUEM OTIpemeseH-
HBIX TIOMMHOXECTB aJpecaToB, WU TOJbKO K OINpeAeeHHOMY IOAMHOXeCTBY aapecatoB. I[lpu
oTpeneeHUM TMTOIMHOXEeCTBa apecaToB pa3pelnraeTcss B JIIOOOM IMOPSIKe YKa3bIBaTh KakK JOMEH-
Hble MMeHa, Tak u IP-agpeca ampecaroB. [l ykazaHusl BceX y3JI0B BHIOpAaHHOTO JTOMEHa HUC-
MOJIb3YIOTCSl 3HAKU MOACTaHOBKU. HampuMep, 4ToObI BHIOPATh Bce KOMIBIOTEPHI JOMEHA Micro-
soft.com, nocTaToyHO ompenenuTh axpecar ¢ aapecoM *.microsoft.com. Crnenyer uMeTh B BULY,
4TO JOMYCKAETCsl €MMHCTBEHHbIN 3HAK MOJCTAHOBKM (*) M JUIIb B Hayajie JOMEHHOTO UMEHHU.
[TpuMep ompeneneHus MOAMHOXeCTBA aipecaToB MOKa3aH Ha puc. 4-5. B momMHoxecTBe ajape-
CaToB pa3pelIaeTcsl TakXKe yKa3aTh MyTh, YTOOBI TTO3BOJUTDH WJIM 3alPeTUTh KIMEHTaM TOCTYI K
ompeneNeHHBIM anmkaM. B myTu paspemraorcs 3HaKW TMOICTAaHOBKH.
[1pu onpeneneHNN axpecaToB COOIOMANTE ClIeAyroIe TIpaBmwia. IMeHa KOMITBIOTEPOB, TTyTH
U UMeHa (aitioB HeuyBCT